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REDLab Product Security Newsletter

Cohesity REDLab is a fully isolated security testing environment, hosted and managed by Cohesity,
designed for comprehensive malware research and analysis. Within REDLab, live malware is executed
to rigorously stress test Cohesity solutions, ensuring that products are resilient against real-world cyber
threats. This process enhances the understanding of effective data protection and security
methodologies. The insights gained provide valuable guidance to both security and data protection
teams, reinforcing confidence in data safety and the cyber resilience offered by Cohesity solutions.

This newsletter provides monthly updates on the most impactful ransomware strains evaluated in
REDLab, along with comprehensive findings concerning detection and recovery procedures.

Cohesity DataProtect and NetBackup in REDLab

REDLab incorporates both Cohesity DataProtect and Cohesity NetBackup platforms to enable
extensive testing against malware and sophisticated cyberattacks. Through live malware execution,
advanced exploit simulation, and modern attack techniques, REDLab examines the practical
robustness of Cohesity’s solutions. The air-gapped nature of REDLab ensures comprehensive threat
assessment under controlled conditions.

« Proven Confidence: Backup and recovery solutions undergo rigorous validation against
active, high-level cyber threats, not just theoretical threats or synthetic data.

« Hardened Defense: Testing in REDLab verifies that DataProtect and NetBackup offer strong
security capabilities, elevating them beyond standard recovery tools to proactive defense
mechanisms.

e Future-Ready: REDLab continually broadens its testing scope to encompass advanced threat
detection and threat hunting, ensuring ongoing adaptability and resilience in response to
evolving threats.
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REDLab Findings
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During this month, a series of malware listed below were intentionally detonated
to evaluate product efficacy of Cohesity DataProtect and NetBackup.

Name: VanHelsing
Family: VanHelsing Ransomware Group

86d81254418e250f1b52a4372aaab87565928d3

64471d115d669a8cc7ec50e17

Name: Find
Family: Dharma Ransomware Family

5d615b405ab601e187be494805227e7dc96316
ef06813eaa4b9c10ac93d1fd56

Name: Trial_recovery
Family: Trigona Ransomware Family

b0dfaf509de38749c49afcb3cd34d27126044bb7
7cc16896b02ebced6f95db02

Name: Payload
Family: Payload Ransomware Group

1ca67af90400ee6cbbd42175293274a0f5dc0531
5096¢cb2e214e4bfe12ffb71f
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https://www.virustotal.com/gui/file/86d812544f8e250f1b52a4372aaab87565928d364471d115d669a8cc7ec50e17/detection
https://www.virustotal.com/gui/file/86d812544f8e250f1b52a4372aaab87565928d364471d115d669a8cc7ec50e17/detection
http://virustotal.com/gui/file/5d615b405ab601e187be494805227e7dc96316ef06813eaa4b9c10ac93d1fd56?nocache=1
http://virustotal.com/gui/file/5d615b405ab601e187be494805227e7dc96316ef06813eaa4b9c10ac93d1fd56?nocache=1
http://virustotal.com/gui/file/b0dfaf509de38749c49afcb3cd34d27126044bb77cc16896b02ebced6f95db02/detection
http://virustotal.com/gui/file/b0dfaf509de38749c49afcb3cd34d27126044bb77cc16896b02ebced6f95db02/detection
https://www.virustotal.com/gui/file/1ca67af90400ee6cbbd42175293274a0f5dc05315096cb2e214e4bfe12ffb71f?nocache=1
https://www.virustotal.com/gui/file/1ca67af90400ee6cbbd42175293274a0f5dc05315096cb2e214e4bfe12ffb71f?nocache=1
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VanHelsing Ransomware

Y:;Ti?:":nmgigeme”t T1047 Execution

Scheduled Task/Job T1053 Execution, Persistence, Privilege Escalation
Command and Scripting Interpreter T1059 Execution

Shared Modules T1129 Execution

Hijack Execution Flow T1574 Execution, Stealth

Modify Registry T1112 Persistence, Defense Impairment
Pre-OS Boot T1542 Persistence, Stealth

Create or Modify System Process T1543 Persistence, Privilege Escalation
Boot or Logon Autostart Execution T1547 Persistence, Privilege Escalation
Process Injection T1055 Privilege Escalation, Stealth
Abuse Elevation Control Mechanism T1548 Privilege Escalation

Direct Volume Access T1006 Stealth

Rootkit T1014 Stealth

Obfuscated Files or Information T1027 Stealth

Masquerading T1036 Stealth

Software Packing T1045 Stealth

Indicator Removal T1070 Stealth

File Deletion T1107 Stealth

Hidden Window T1143 Stealth

Note: Above table contains a curated subset of techniques prioritized for monitoring and response.*
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Malware impact post execution
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VanHelsing ransomware is a Windows-targeting ransomware strain observed performing full-scale
file encryption across compromised systems. Post execution, VanHelsing encrypts user and system
files on both local and network-accessible drives using strong symmetric encryption and appends
the“.vanhelsing” extension to affected files, rendering data inaccessible. Following encryption, the

malware drops a ransom note named “README.txt”,

ransom payment, indicating successful completion of the encryption phase.

Image: Files encrypted post attack with “.vanhelsing’ extension.

instructing victims on recovery steps and

Name Date modified Type Size

| | 2021-Al-Index-Report_Master.pdf.vanhelsing 4/20/2026 1:38 PM  VANHELSING File 13,904 KB
E] 3903fe18c342c0al1ed83917e283d1314 (1).jpg.vanhelsing 4/20/2026 1:38 PM  VANHELSING File 45 KB
D 3903fe18c342c0a1edB83917e283d1314,jpg.vanhelsing 4/20/2026 1:38 PM  VANHELSING File 45KB
D 4411.doc.vanhelsing 4/20/2026 1:38 PM  VANHELSING File 883 KB
[ ] 23277.jpg.vanhelsing 4/20/2026 1:33PM  VANHELSING File 277KB
E] 2514219,jpg.vanhelsing 4/20/2026 1:38 PM JANHELSING File 506 KB
[:'] 83538686.webp.vanhelsing 4/20/2026 1:38 PM  VANHELSING File 34KB
[j 1633199491-1633199490440.jpg.vanhelsing 4/20/2026 1:38 PM  VANHELSING File 152 KB
D 6369653753837926326Ah%yH.jpg.vanhelsing 4/20/2026 1:38 PM  VANHELSING File 134KB
l__] 6369653753837926326vinSA.jpg.vanhelsing 4/20/2026 1:38 PM  VANHELSING File 123 KB
D abdc_journal_list_05122018-csv.xls.vanhelsing 4/20/2026 1:38 PM  VANHELSING File 736 KB
D AHQ Data File 2016.xls.vanhelsing 4/20/2026 1:33 PM  VANHELSING File 1,356 KB
[:] Altja_jogi_Lahemaal.jpg.vanhelsing 4/20/2026 1:39 PM  VANHELSING File 4871 KB
I:j anom_data.zip.vanhelsing 4/20/2026 1:33 PM  VANHELSING File 93 KB
[ ] AQAR-2019-2020.pdf.vanhelsing 4/20/2026 1:33PM  VANHELSING File 357 KB
D BabyElephantWalk60.wav.vanhelsing 4/20/2026 1:39 PM /ANHELSING File 2,585 KB
D background-park-wender-famous-countryside-waterscape_1417-1105.jpg.vanhelsing VANHELSING File 1,095 KB
l_] beautiful-rain-forest-ang-ka-nature-trail-doi-inthanon-national-park-thailand-36703721,jpg.vanhelsing ~ 4/20/2026 1:32 PM  VANHELSING File 182 KB
D beutiful-indian-peacock-on-tree-260nw-2031028856.webp.vanhelsing 4/20/2026 1:39 PM  VANHELSING File 35KB
u Blending-Handling-Bulletin-Final.pdf.vanhelsing 4/20/2026 1:39 PM  VANHELSING File 3,130KB
D Btech_CivilFT_RegA.doc.vanhelsing 4/20/2026 1:39 PM VANHELSING File 2,378 KB
D c4d5c1db2688b9da8dd1a%fd22bd17d2.jpg.vanhelsing 4/20/2026 1:33 PM  VANHELSING File 116 KB
D CantinaBand3.wav.vanhelsing 4/20/2026 1:39 PM  VANHELSING File 130KB
Ij CantinaBand60.wav.vanhelsing 4/20/2026 1:39 PM VANHELSING File 2,585 KB
D ClassAutoSearchTraffic.pdf.vanhelsing 4/20/2026 1:39 PM  VANHELSING File 432 KB
lj CSE-2018_04_24.doc. vanhelsmg 4/20/2026 1:39 PM  VANHELSING File 2,433 KB
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Image: Ransom Note named “README.txt” dropped along with recovery details.

README txt - Notepad - 0o X
File Edit Format View Help

|--= No news is a good news ! =--Your network has been breached and all your files Personal data, financial reports and important documents has been stolen , encrypted and ready to publish to public,if you willing to continue
your bussines and make more money and keep bussines secret safe you need to restore your files first, And to restore all your files you have to pay the ransom in Bitcoin. don't bother your self and wast your time or make it more
harder on your bussines , we developed a locker that can't be decrypted using third part decrypters .making your self geek and trying to restore the files with third part decrypter this will leads to lose all your date ! and then
the even you pay the ransom can't help you to restore your files even us.to chat with us :1 - Download tor browser https://www.torproject.org/download/2 - go to one of these links above

http://vanhelc .onion  http://vanhelgmjstkvl ion  http:/ onion
http://vanhe 5 3 - you will be asked for your ticket id to enter the chat this for you : TICKET ID @SSeSRSSeIORISNESISwse .1l links : #OUR TOR BLOG :
http://vanhe onionhttp:/

Protection & Detection Outcomes

After the attack, the DataProtect Agent backup operations remained unaffected. Despite the
ransomware attack backups were executed successfully. Also, in the case of NetBackup Client a Job
Metadata anomaly that detected unusual deviation in backup job attributes was generated. Along with
it, due to changes in file attributes, an Image Entropy Data anomaly was also generated.

Backup anomalies System anomalies

Search...

|:| Job ID Severity Summary Policy name Anomaly type Schedule type Impacted number of jobs

File entropy (number of anomalies: 1),

Backup files count (number of anomalies: 1, increased),
P ( . . . ) b2-test-pol Full backup

Data transferred (number of anomalies: 1, increased),

Image size (number of anomalies: 1, increased)

v [ 357 High

|:| High Entropy deviation detected. Image entropy

Anomaly image size, Backup files count, Data transferred Job metadata
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Threat Hunting Results

Following the ransomware attack, Rapid Threat Hunt was leveraged to proactively search for
malicious activity using known SHA-256 hash and IOC associated with the VanHelsing ransomware.
The hunt successfully identified impacted clusters, objects, and file artifacts within the environment,
providing clear visibility into the scope of compromise.

[COHESITY

Security Center Rapid Threat Hunt

Hunt  RecentHunts

Apps

@

Home

Search Hashes
Search for I0Cs or unique file instances using SHA-256 hashes or threat feeds.

(6] Select All

O CISA O Cohesity REDLab ® O Google Threat Intelligence o Open Source © =] Custom File Hashes
458 Hashes 497 Hashes 200000 500 Has! 800 Has!

¥ (@ Threat Detection v

DataProtect

MG LT Q. 86d81254418e250f1b52a437222ab87565928d36447101150669aBccTec50eT7 @ ‘

Threat Scans

Threat Library Clear All @

=)
(9 Data Classificatior Search Results View Log

Cyber Vaulting Tof N 5 1k 1 16 18s
Scanned Clusters Affected Clusters Flles Matched Hashes Matched Affected Objects Completion Time

Scan Order Col
Filters: ( File Modification Time + Hash Source ¥ system v ) Q
) security

File Name File Hash Value Object Name Hash Source

0D ﬂf":\’r X 86d812544f8e250f1b52a4372... [ rediab-ve625 Search Input

This capability enables security teams to quickly pivot from detection to investigation, validate threat
presence, and assess potential blast radius across protected workloads.
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Find Ransomware
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Command and Scripting Interpreter T1059 Execution

Native API T1106 Execution

Shared Modules T1129 Execution

New Service T1050 Persistence, Privilege Escalation
Registry Run Keys / Startup Folder T1060 Persistence

Modify Registry T1112 Persistence

Boot or Logon Autostart Execution T1547 Persistence, Privilege Escalation
Access Token Manipulation T1134 Privilege Escalation, Stealth
Obfuscated Files or Information T1027 Stealth

Masquerading T1036 Stealth

Software Packing T1045 Stealth

Indicator Removal T1070 Stealth

File Deletion T1107 Stealth

:?]?((:rtr);:ii((:)e:e/Decode Files or T1140 Stealth

Indirect Command Execution T1202 Stealth

Virtualization/Sandbox Evasion T1497 Stealth, Discovery

File and Directory Discovery T1083 Discovery

System Location Discovery T1614 Discovery

Data Staged T1074 Collection

Note: Above table contains a curated subset of techniques prioritized for monitoring and response.*
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Malware impact post execution
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Find ransomware, a variant of the Dharma (CrySiS) ransomware family, performs rapid file system
enumeration and encrypts user and application data across local disks and network-accessible
shares. Encrypted files are renamed to include a unique victim ID and attacker contact email,
followed by the “.FIND” extension, rendering the data inaccessible and clearly marking affected
assets. Find employs strong cryptographic routines consistent with the Dharma family, using
AES-based symmetric encryption for file contents, with per-file keys protected using RSA public-key
cryptography embedded within the ransomware binary. Post encryption, Find drops a ransom note

named “info.txt” in affected directories and additionally displays a ransom notification to the user.

Image: Files encrypted post attack with “.find” extension.

Name Date modified Type Size

| ] 4411.doc.id-A0606706.[findourtxt@tuta.io].FIND 4/22/2026 1:54PM  FIND File 883 KB
0 23277.jpg.id-A0606706.[findourtxt@tuta.io].FIND 4/22/2026 1:53PM  FIND File 277 KB
D 2514219.jpg.id-A0606706.[findourbd @tuta.io].FIND 4/22/2026 1:353PM  FIND File 506 KB
i:] 83538686.webp.id-A0606706.[findourtxt@tuta.io].FIND 4/22/2026 1:353PM  FIND File 34KB
u 1633199491-1633199490440,jpg.id-A0606706.[findourbd @tuta.ic].FIND 4/22/2026 1:53 PM  FIND File 151 KB
O 6369653753837926326Ah%yH.jpg.id-A0606706.[findourbd @tuta.io].FIND 4/22/2026 1:53PM  FIND File 134 KB
| 6369653753837926326vinSA jpg.id-A0606706.[findourtxt@tuta.ic].FIND 47222026 1:54PM  FIND File 123 KB
|:] abdc_journal_list_05122018-csv.xls.id-A0606706.[findourbd@tuta.io].FIND 4/22/2026 1:54 PM FIND File 736 KB
L] AHQ Data File 2016.xls.id-A0606706.[findourtxt@tuta.ic].FIND 4/22/2026 1:54PM  FIND File 1,356 KB
i:] Altja_jogi_Lahemaal.jpg.id-A0606706.[findourbd@tuta.io] FIND 4/22/2026 1:54 PM FIND File 5,639 KB
D anom_data.zip.id-A0606706.[findourtxt@tuta.ic].FIND 4/22/2026 1:54 PM FIND File 93 KB
| '] AQAR-2019-2020.pdf.id-A0606706.[findourbt @tuta.io].FIND 4/22/2026 1:54PM  FIND File 357 KB
D BabyElephantWalk60.wav.id-A0606706.[findourbd@tuta.io].FIND 4/22/2026 1:54PM  FIND File 3,353 KB
[_—j background-park-wonder-famous-countryside-waterscape_1417-1105,jpg.id-A0606706.[findourbt@tuta.io].F...  4/22/2026 1:54 PM FIND File 095 KB
[j beautiful-rain-forest-ang-ka-nature-trail-doi-inthanon-national-park-thailand-36703721.jpg.id-A0606706.[fin...  4/22/2026 1:54 PM FIND File 182 KB
IJ beutiful-indian-peacock-on-tree-260nw-2031028856.webp.id- A0606706.[findourbt @tuta.io].FIND 4/22/2026 1:53 PM FIND File 35KB
u Blending-Handling-Bulletin-Final.pdf.id-A0606706.[findourbd@tuta.io].FIND 4/22/2026 1:54PM  FIND File 3,897 KB
| ] Btech_CivilFT_RegA.doc.id-A0606706.[findourbd @tuta.io].FIND 4/22/2026 1:54PM  FIND File 3,146 KB
D c4d3c1db2688b9daldd1a%fd22bd17d2.jpg.id-A0606706.[findourbd@tuta.io].FIND 4/22/2026 1:54PM  FIND File 116 KB
'[j CantinaBand3.wav.id-A0606706.[findourbt@tuta.io].FIND 4/22/2026 1:54 PM FIND File 130 KB
|:] CantinaBand60.wav.id-A0606706.[findourbd@tuta.io].FIND 4/22/2026 1:54 PM FIND File 3,353 KB
|:| ClassAutoSearchTraffic.pdf.id-A0606706.[findourtt@tuta.io].FIND 4/22/2026 1:54 PM FIND File 482 KB
|_] CSE-2018_04_24.doc.id-A0606706.[findourbd@tuta.io].FIND 4/2272026 1:54PM  FIND File 3,201 KB
[:] CV-Europass-A.M-29.09.2021.doc.id-A0606706.[findourtxt@tuta.io].FIND 4/22/2026 1:54 PM FIND File 274 KB
0 Cyber-Handbook-Enterprise.pdf.id-A0606706.[findourbt@tuta.io].FIND 4/22/2026 1:54PM  FIND File 9,684 KB
0 download.jpg.id-A0606706.[findourtt@tuta.ic]. FIND 4/22/2026 1:54PM  FIND File 8KB
El environment-earth-day-hands-trees-growing-seedlings-bokeh-green-background-female-hand-holding-tre...  4/22/2026 1:34 PM FIND File 50 KB
i:] example03.docx.id-AD606706. [findourbd@tuta.io] FIND 4/22/2026 1:54 PM FIND File 107 KB
[:] Fanfare60.wav.id-A0606706.[findourbd@tuta.ic].FIND 4/22/2026 1:54 PM FIND File 3,353 KB
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Image: Ransom Note named “info.txt” dropped along with recovery details.

info.tet - Notepad
File Edit Format View Help

11 your data has been encrypted.
For decryption contact:
findourtxt@tuta.io or findourtxt@mailum.com

Protection & Detection Outcomes

After the attack, the DataProtect Agent backup operations remained unaffected. Despite the
ransomware attack backups were executed successfully. Also, in the case of NetBackup Client data
on victim machine (Client) is encrypted along with NetBackup configuration files and a backup
anomaly that detects unusual behavior with respect to offline clients was generated.

Anomaly detection
Backup anomalies System anomalies
m

D Job ID e Su ary pe Ano pe >0l e Impactes
O redlab { Abnorma p n ) Full backup : VO 0 of 1

Details of anomalous data for job ID 526

Anomalous data

Backup metadata Value Observed range

Anomaly summary Backup failed for job ID:52.. NA

Mark as ignore
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Threat Hunting Results

Following the ransomware attack, Rapid Threat Hunt was leveraged to proactively search for
malicious activity using known SHA-256 hash and IOC associated with the Find ransomware. The
hunt successfully identified impacted clusters, objects, and file artifacts within the environment,
providing clear visibility into the scope of compromise.

ICOHESITY

Security Center pid Threat Hunt

Hunt  RecentHunts

OF Dashboard

Search Hashes
Search for I0Cs o unique file Instances using SHA-256 hashes or threat feeds.

[ inventory o) Select All
[ CisA [ Cohesity REDLab ® [ Google Threat Inteligence  — OpenSource @ (— Custom File Hashes
458 Hashes 497 Hashes 2000¢ es 500 Hashes 800 H:
@ Threat Detection
DataProtect

Rapid Threat Hunt Q  50615b405ab6016187be49480522767dc96316ef068136aa4bIc10ac3dIASE € ‘

Search Results View Log

Tof 1 5 Tk 1 16 18s
Scanned Clusters Affected Clusters Files Matched Hashes Matched Affected Objects Completion Time

Filters: ( File Modification Time v Hash Source ~ system ~ ) Q

) Security Posture
File Name File Hash Value Object Name Hash Source

50615b405ab60Te187be4948... [ rediab-ves2s Search Input

This capability enables security teams to quickly pivot from detection to investigation, validate threat
presence, and assess potential blast radius across protected workloads.
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Trial_recovery Ransomware

Command and Scripting Interpreter T1059 Execution

Native API T1106 Execution

Shared Modules T1129 Execution

Hijack Execution Flow T1574 Execution, Stealth

Boot or Logon Autostart Execution T1547 Persistence, Privilege Escalation
Process Injection T1055 Privilege Escalation, Stealth
Obfuscated Files or Information T1027 Stealth

Software Packing T1045 Stealth

Indicator Removal T1070 Stealth

File Deletion T1107 Stealth

Hidden Window T1143 Stealth

Indirect Command Execution T1202 Stealth
Virtualization/Sandbox Evasion T1497 Stealth, Discovery

Hide Artifacts T1564 Stealth

Steal Web Session Cookie T1539 Credential Access

System Service Discovery T1007 Discovery

Application Window Discovery T1010 Discovery

Query Registry T1012 Discovery

Remote System Discovery T1018 Discovery

Process Discovery T1057 Discovery

Note: Above table contains a curated subset of techniques prioritized for monitoring and response.*
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Malware impact post execution

Trial_recovery ransomware, a variant associated with the Trigona ransomware family, performs
extensive file system enumeration and encrypts data across local drives, network-accessible shares,
and mounted storage. Encrypted files are renamed using a distinctive pattern that prepends
“trial-recovery”, appends randomized identifiers and adds the“.-encrypted” extension. Following
encryption, Trial_recovery drops a ransom note named “how_to_decrypt.ixt” in affected directories.
The note informs victims that their files have been encrypted and claims that sensitive data has been
exfiltrated, threatening to leak or sell stolen data if ransom demands are not met.

Image: Files encrypted post attack with “.-encrypted” extension.

~

Name Date modified Type Size

|_| 791g8hab68946x475128959q39s4bt5z79n...  4/20/2026 11:50 AM  -ENCRYPTED File 46 KB
[ ai.3gdbh7e.-encrypted 4/20/2026 11:50 AM  -ENCRYPTED File 1,360 KB
D c804pyle3i1576ler88c40211cjzply1t34vftr7... 4/20/2026 11:50 AM  -ENCRYPTED File 19,531,266
E] d.323876rge.-encrypted 4/20/2026 11:50 AM  -ENCRYPTED File 740 KB
D di53gtil3qs3yeunb5u7282225g34a3mi8jb...  4/20/2026 11:50 AM  -ENCRYPTED File 195,317 KB
] h50s8mk2w90189701690951164g916es4s0...  4/20/2026 11:50 AM  -ENCRYPTED File 89 KB
E] how_to_decrypt.txt 4/20/2026 11:49 AM  Text Document 1KB
[:] k&f3frlajon95e.le.-encrypted 4/20/2026 11:50 AM  -ENCRYPTED File 8,920 KB
D [j3708400xa72p20wzeniq0.92rnb1ge.-encr...  4/20/2026 11:50 AM  -ENCRYPTED File 202 KB
D r718708ugkprnvlok4bcnhf1f.uhdmpm2?...  4/20/2026 11:50 AM  -ENCRYPTED File 100,239 KB
D trial-recovery.1.6e.-encrypted 4/20/2026 11:50 AM  -ENCRYPTED File 215 KB
D trial-recovery.1dvg4a04az51700urhh5aqe...  4/20/2026 11:50 AM  -ENCRYPTED File 416 KB
D trial-recovery.locncu54fww17754002ntp...  4/20/2026 11:50 AM  -ENCRYPTED File 137 KB
D trial-recovery.2i040ieh1f4cz119108895419...  4/20/2026 11:50 AM  -ENCRYPTED File 13 KB
i:] trial-recovery.2pircgdh70alaq9si8nhxax3...  4/20/2026 11:50 AM  -ENCRYPTED File 278 KB
D trial-recovery.2x442x9505epvps4l10h0k84...  4/20/2026 11:50 AM  -ENCRYPTED File 1,297 KB
D trial-recovery.3el7ub5c7340dd736dr5212...  4/20/2026 11:50 AM  -ENCRYPTED File 3,652 KB
[:] trial-recovery.3hl4lI3vu5g1y0oggz.n77dze... 4/20/2026 11:50 AM  -ENCRYPTED File 12KB
D trial-recovery.3mub7aleibegvdgtnd2201a... 4/20/2026 11:50 AM  -ENCRYPTED File 120 KB
E] trial-recovery.3qxc8q36lqd.03a7e.-encryp... 4/20/2026 11:50 AM  -ENCRYPTED File 156 KB
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Image: Ransom Note named “how_to_decrypt.txt” dropped along with recovery details.

2 how_to_decrypt.txt - Notepad
File Edit Format View Help
}XTTEN"OIH m

Your computer ID:
ATTENTION to representatives MASS!!!!

Your system has been tested for security and unfortunately your system was vulnerable.
We specialize in file encryption and industrial (economic or corporate) espionage.

We don't care about your files or what you do, nothing personal - it's just business.
We recommend contacting us as your confidential files have been stolen and will be
sold to interested parties unless you pay to remove them from our clouds and auction,
or decrypt your files.

For more detailed information write to us: cesswessjbpsheiestivens
Telegram: https://t.me/isiievss
Reserve Email: esisismssmaspco@mail.com

Your computer ID:

Protection & Detection Outcomes
After the attack, the DataProtect Agent backup operations remained unaffected. Despite the
ransomware attack backups were executed successfully. Also, in the case of NetBackup Client data

on victim machine (Client) is encrypted along with NetBackup configuration files and a backup
anomaly that detects unusual behavior with respect to offline clients was generated.

Anomaly detection

redlab-me h Abnormal backup failure (numb 5:1) Full backup client offline

Details of anomalous data for job ID 526

Anomalous data

Backup metadata Value Observed range

Anomaly summary Backup failed for job ID:52.. NA
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Threat Hunting Results

Following the ransomware attack, Rapid Threat Hunt was leveraged to proactively search for
malicious activity using known SHA-256 hash and IOC associated with the Trial_recovery
ransomware. The hunt successfully identified impacted clusters, objects, and file artifacts within the
environment, providing clear visibility into the scope of compromise.

ICOHESITY

Security Center apid Threat Hunt

Hunt  RecentHunts

OF Dashboard

£ Anomaly Detaction Search Hashes
Search for I0Cs or unique file instances using SHA-256 hashes or threat feeds.
[E] Inventory o Select All
[ CisA [ Cohesity REDLab ® - Google Threat Intelligence (- Open Source @ Custom File Hashes
458 Hashes 497 Hashes 200000 Hashes 500 Hashes 800 Hashes
(@ Threat Detection v
DataProtect

Rapid Threat Hunt Q,  b0dfaf509de38749c48afcb3cd34d27126044bb770c18896b02ebced695db02 @ ‘

Threat Scans

Threat Library Clear All @

Search Results View Log

MNof 1 5 1k 1 16 18s
Scanned Clusters  Affected Clusters  FilesMatched  HashesMatched  Affected Objects  Completion Time
Filters: ( File Modification Time v Hash Source ~ system v | Q

(@) Security Posture >
File Name File Hash Value Object Name Hash Source

I e bOdfafS09de38749c49afebac... [r] rediab-ves2s Search Input

This capability enables security teams to quickly pivot from detection to investigation, validate threat
presence, and assess potential blast radius across protected workloads.
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Payload Ransomware

Command and Scripting Interpreter T1059 Execution

Native API T1106 Execution

Shared Modules T1129 Execution

Hooking T1179 Persistence, Privilege Escalation, Stealth
Create or Modify System Process T1543 Persistence, Privilege Escalation, Stealth
Process Injection T1055 Privilege Escalation, Stealth

Obfuscated Files or Information T1027 Stealth

Software Packing T1045 Stealth

Indicator Removal T1070 Stealth

File Deletion T1107 Stealth

Indirect Command Execution T1202 Stealth

Impair Defenses T1562 Stealth

Input Capture T1056 Credential Access, Collection

System Service Discovery T1007 Discovery

Note: Above table contains a curated subset of techniques prioritized for monitoring and response.*
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Payload ransomware performs targeted file encryption across local disks, network-accessible shares,
and virtualized environments, including VMware ESXi hosts. The ransomware enumerates user data,
application files, backups, and virtual machine disk images prior to encryption, ensuring broad
operational impact across both endpoint and server workloads. Encrypted files are renamed with the
“.payload” extension. It employs a strong hybrid cryptographic scheme inspired by the leaked Babuk

ransomware source code. Following encryption,

Payload

drops

a ransom

note

‘RECOVER _payload.txt” in affected directories. Victims are directed to a Tor-based negotiation portal
and threatened with public disclosure of exfiltrated data if ransom demands are not met.

Image: Files encrypted post attack with “.payload” extension.

Name Date modified Type Size

|| 2UZ1-Al-INOEX-KEPOIT_IVIZSTEr.paT.payloaa 4/2(/2U0 330 AV FAYLUAU Flig 13,9U5 KB
| ] 3903fe18c342c0a1ed83917283d1314 (1).jpg.payload 4/27/20263:36 AM  PAYLOAD File 45KB
E] 3903fe18c342c0a1edB83917e283d1314,jpg.payload 026 3:36 AM  PAYLOAD File 45 KB
[:] 4411.doc.payload 26 3:36 AM  PAYLOAD File 883 KB
D 23277.jpg.payload 2026 3:36 AM  PAYLOAD File 277 KB
D 2514219,jpg.payload /27/2026 3:36 AM  PAYLOAD File 506 KB
D 83538686.webp.payload 4/27/2026 3:36 AM  PAYLOAD File 34 KB
| 1633199491-1633199490440.jpg.payload 4/27/2026 3:36 AM AYLOAD File 151 KB
0 6369653753837926326Ah%yH.jpg.payload 4/27/2026 3:36 AM  PAYLOAD File 134 KB
D 6369653753837926326vinSA.jpg.payload 4/27/2026 3:36 AM  PAYLOAD File 122 KB
D abdc_journal_list_05122018-csv.xls.payload 427/ 36 AM  PAYLOAD File 736 KB
[] AHQ Data File 201 6.xls.payload 4/27/2 :36 AM  PAYLOAD File 1,356 KB
u Altja_jégi_Lahemaal.jpg.payload 4/27/2026 3:36 AM  PAYLOAD File 4,870 KB
E] anom_data.zip.payload 4/27/2026 3:36 AM  PAYLOAD File 93 KB
0 AQAR-2019-2020.pdf.payload 4/27/2026 3:36 AM AYLOAD File 357 KB
D BabyElephantWalk60.wav.payload 4/27/2026 3:36 AM  PAYLOAD File 2,585 KB
E] background-park-wonder-famous-countryside-waterscape_1417-1105,jpg.payload 4/27/2026 3:36 AM  PAYLOAD File 1,085 KB
E] beautiful-rain-forest-ang-ka-nature-trail-doi-inthanon-national-park-thailand-36703721.jpg.payload 4/27/2026 3:36 AM  PAYLOAD File 182 KB
[:] beutiful-indian-peacock-on-tree-260nw-2031028856.webp.payload 4/27/2026 3:36 AM  PAYLOAD File 35KB
D Blending-Handling-Bulletin-Final.pdf.payload 4/27/2026 3:36 AM  PAYLOAD File 3,129 KB
E] Btech_CivilFT_RegA.doc.payload 4/27/2026 3:36 AM  PAYLOAD File 2,378 KB
D c4d5c1db2688b9da8dd1a%fd22bd17d2.jpg.payload 26 3:36 AM  PAYLOAD File 116 KB
D CantinaBand3.wav.payload 26 3:36 AM PAYLOAD File 130 KB
E] CantinaBand60.wav.payload 26 3:36 AM  PAYLOAD File 2,585 KB
D ClassAutoSearchTraffic.pdf.payload PAYLOAD File 482 KB
W CSE-2018_04_24.doc.payload PAYLOAD File 2433 KB
D CV-Europass-A.M-29.09.2021.doc.payload PAYLOAD File 274 KB
[:] Cyber-Handbook-Enterprise.pdf.payload PAYLOAD File 2916 KB
E[ download.jpg.payload PAYLOAD File gKB
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Image: Ransom Note named “RECOVER_payload.txt” dropped along with recovery details.

RECOVER_payload.txt - Notepad - 6 X

lee Edit Format View Help
Welcome to Payload!The next 72 hours will determine certain factors in the life of your company: the publication of the file tree, which we have done safely and unnoticed by all of you, and the publication of your company's full
name on our luxurious blog.NONE of this will happen if you contact us within this time frame and our negotiations are favorable.We are giving you 240 hours to:1. familiarize yourself with our terms and conditions,2. begin
negotiations with us,3. and successfully conclude them.The timer may be extended if we deem it hecessary (only in the upward direction).Once the timer expires, all your information will be posted on our blog.ATTENTION!Contacting
authorities, recovery agencies, etc. WILL NOT HELP YOU!At best, you will waste your money and lose some of your files, which they will carefully take to restore!You should also NOT turn off, restart, or put your computer to
sleep.In the future, such mistakes can make the situation more expensive and the files will not be restored!We DO NOT recommend doing anything with the files, as this will make it difficult to recover them later!When contacting
us:you can request up to 3 files from the file tree, you can request up to 3 encrypted files up to 15 megabytes so that we can decrypt them and you understand that we can do it.First, you should install Tor Browser:1. Open:
https:/ /. torproject .ong/download2. Choose your 05 and select it3. Run installerd. Enjoy!In countries where tor is prohibited, we recommend using bridges, which you can take: https://bridges.torproject. org/Vou can read:

http:/ S (Tor)To start negotiations, go to http gme and login:User:

0 to verify:

Protection & Detection Outcomes

After the attack, the DataProtect Agent backup operations remained unaffected. Despite the
ransomware attack backups were executed successfully. Also, in the case of NetBackup Client data
on victim machine (Client) is encrypted along with NetBackup configuration files and a backup
anomaly that detects unusual behavior with respect to offline clients was generated.

Anomaly d

kup fai

Details of anomalous data for job ID 526

Anomalous data

Backup metadata Value Observed range

Anomaly summary Backup failed for job ID:52.. NA
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Threat Hunting Results

Following the ransomware attack, Rapid Threat Hunt was leveraged to proactively search for
malicious activity using known SHA-256 hash and IOC associated with the Payload ransomware. The
hunt successfully identified impacted clusters, objects, and file artifacts within the environment,
providing clear visibility into the scope of compromise.

OHESITY

Security Center Rapid Threat Hunt

Hunt Recent Hunts

Apps

@

OF Dashboard

{F Anomaly Detection Search Hashes
Search for I0Cs or unique file instances using SHA-256 hashes o threat feeds.

[ inventory ® Select All

[ CisA [ Cohesity REDLab @ ) Google Threatntelligence  (— Open Source @ - Custom File Hashes
458 Hashes 497 Hashes 200000 Hashes 500 Hashes 800 Hashes

v (@ Threat Detection v

DataProtect

Rapid Threat Hunt Q. 1ca67af90400ee6cbbd42175293274a0150c05315096ch2e214eAbfel2ffb71 @ ‘

Threat Scans

Threat Library Clear All @

Search Results View Log
Mof 1 5 1k 1 16 18s
Scanned Clusters Affected Clusters Files Matched Hashes Matched Affected Objects Completion Time

Fitters: ( File Modification Time + Hash Source ~ system v | Q

File Name File Hash Value Object Name Hash Source

1ca67af90400ee6cbbd421752... [m) rediab-ves2s Search Input

This capability enables security teams to quickly pivot from detection to investigation, validate threat
presence, and assess potential blast radius across protected workloads.
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Summary

¢ For all the ransomware strains described earlier, protection runs for the DataProtect Agent
remained unaffected. Despite the ransomware attack, backups were executed successfully,
demonstrating the platform’s resilience and ability to maintain data protection under adverse
conditions and recovery was validated as successful.

¢ In case of NetBackup Client a Job Metadata anomaly that detected unusual deviation in
backup job attributes was generated. Along with it, due to changes in file attributes, an Image
Entropy Data anomaly was also generated for VanHelsing ransomware strain.

¢ While in case of Find, Trial_recovery and Payload ransomware strain data on NetBackup client
is encrypted along with NetBackup configuration files and a backup anomaly that detects
unusual behavior with respect to offline clients was generated.

e Rapid Threat Hunt enabled proactive threat investigation by correlating known malicious
SHA-256 hashes and I0Cs against protected environments, successfully identifying impacted
clusters, objects and file artifacts.

For more information on REDLab please visit https://cohesity.com/redlab
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