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REDLab Product Security Newsletter

Cohesity REDLab is the data protection industry’s only dedicated source of actionable intelligence on
how malware interacts with backup infrastructure. This team of experts operates an air-gapped facility
where live malware is executed against production-grade Cohesity DataProtect and Cohesity
NetBackup deployments. By analyzing sophisticated malware, researchers gain deeper insight into
emerging techniques and tactics. These findings help drive the design and enhancement of advanced
threat detection and scanning technologies, strengthening defences against ransomware attacks.

This newsletter provides monthly updates on the most impactful ransomware strains evaluated in
REDLab, along with comprehensive findings concerning detection and recovery procedures.

Cohesity DataProtect and NetBackup in REDLab

REDLab incorporates both Cohesity DataProtect and Cohesity NetBackup to support extensive testing
against malware and sophisticated cyberattacks. Through live malware execution, real-world exploit
detonation, and modern attack techniques, REDLab evaluates the performance of Cohesity solutions
under authentic attack conditions. Its air-gapped environment enables comprehensive threat
assessment in a controlled setting. REDLab testing is guided by the following principles:

= Live, Current Threats: Every strain detonated in REDLab is active malware sourced from real-
world circulation - not synthetic samples or theoretical attack models - ensuring results reflect
the threats security teams face today.

= Production-Grade Conditions: Tests are conducted on fully configured DataProtect and
NetBackup deployments within an air-gapped facility designed to mirror real customer
environments, rather than simplified lab setups.

= Continuously Expanding Scope: REDLab’s threat library is updated monthly with newly
identified ransomware families and attack techniques, ensuring testing evolves alongside the
threat landscape.
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REDLab Findings
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During this month, a series of malware listed below were intentionally detonated to evaluate product

efficacy of Cohesity DataProtect and NetBackup.

Name: Black TENGU
Family: Babuk-derived (Black TENGU)
Ransomware

fce73d80e9dd23d2156476af59565d609cb70de3
5500a65f6085268272fc28db

Name: Chip
Family: MedusalLocker Ransomware Family

4121140cb90d1022a3b42305b833e04a46e7ab
28a0d9dadcc43e2c922c5bf1f0

Name: NBLock
Family: NBLock Ransomware

cb098ef829114f0369097e4a73b5f8788efebf11a
d16e0dbe39acccadfb2b628

Name: AurOra
Family: AurOra Ransomware

81cabfc6b55accdbc44266d66bd72c7c4152a75b
215593adc433d51250054333
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Black TENGU Ransomware

Process Injection T1055 Defense Evasion, Privilege Escalation
Abuse Elevation Control Mechanism T1548 Defense Evasion, Privilege Escalation
Hide Artifacts T1564 Defense Evasion

Indirect Command Execution T1202 Defense Evasion

Masquerading T1036 Defense Evasion

Hidden Window T1564.003 | Defense Evasion

System Owner/User Discovery T1033 Discovery

System Information Discovery T1082 Discovery

File and Directory Discovery T1083 Discovery

Process Discovery T1057 Discovery

Data Staged T1074 Collection

Application Layer Protocol T1071 Command and Control

Data Encrypted for Impact T1486 Impact

Data Destruction T1485 Impact

Note: Above table contains a curated subset of techniques prioritized for monitoring and response.*
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Malware impact post execution

Black TENGU is a 32-bit PE32 ransomware payload built on a leaked Babuk ransomware codebase,
confirmed by the distinctive embedded mutex string “DoYouWantToHaveSexWithCuongDong” carried
over from Babuk's original builder. After profiling the host and enumerating running services and
processes for anti-VM checks, it strips read-only attributes from hundreds of files (506 observed) before
encrypting them and appending a “. TENGU” extension, while separately overwriting and mass-deleting
a large share of touched files — a more destructive, wiper-adjacent pattern than pure encryption alone.
It disables shadow copies via vssadmin.exe delete shadows /all /quiet and drops its ransom note,
“ README_TENGU.ixt”, throughout the file system. The note claims data theft alongside encryption
and directs victims to a .onion leak-site/negotiation chat or two named email addresses, quoting a
unique victm ID and a promise to delete stolen data upon payment.

| _README_TENGU - Notepad - e X
File Edit Format View Help
b)) ALL YOUR IMPORTANT FILES ARE STOLEN AND ENCRYPTED By Black TENGU<<< "

We have breached your network and copied your data.

We have copied all your confidential data and uploaded it to a private storage device.

ke have encrypted your files.

But don't worry, we can decrypt your files. I

The unlocking software will fully restore your network in less than 1-5 hours.

After you pay the costs of the data breach and decryption, we guarantee that we will not attack
you again and will permanently delete your data from our servers.

Your next steps:
1) Do not attempt to decrypt the files yourself - you may cause permanent data loss!
2) Send e-mail message to: tengulocker@cyberfear.com or  tengunlocker@onionmail.com

Your ID: 37e6a7fd@4bl6362d07382b21ea20db71d3f9bbf28544fda5dc8479d112¢cad3
or

1) Download the Tor Browser: https://www.torproject.org/download/

2) Visit the chat:

http: /—
3) Use this token ID to log in:

Blog: http://howdkesnbd7yh7r7h7unsdyylubcjxsdtusbdfoqugSazbzml2uréuqd.onion
Support TOX Chat:

Image: Ransom note dropped as README TENGU.txt.
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#* Quick access

Name

IV MMy SUpEE U ST Y S | e

2018CDPhandbook.pdf. TENGU

[ Desktop
2021-Al-Index-Report_Master.pdf TENGU
& Downloads
b 3903fe18c342c0a1ed83917e283d1314 (1).jpg. TENGU
il Documents 3903fe18c342c0a1ed839176283d1314,jpg . TENGU N
I Pictiusés 4411.doc. TENGU
DVD Drive (D:) 10_1 23277.jpg. TENGU
mydata 2514219,jpg. TENGU
i 83538686.webp. TENGU
I This PC .
1633199491-1633199490440.jpg. TENGU
I Desktop 6360653753837926326Ah9y H,jpg. TENGU
%] Documents 6369653753837926326vinSA jpg. TENGU
ownloads abdc_journal_list_05122018-csv.xls.
Dy load: bd I_list_05122018: Is. TENGU
J\ Music AHQ Data File 2016.xIs. TENGU
&) Pictures Altja_jogi_Lahemaal.jpg. TENGU
B Videos anom_data.zip.TENGU

‘s Local Disk (C:)

DVD Drive (D:) 10_1!

wa Recovery (M:)

¥ Network

108 items

AQAR-2019-2020.pdf. TENGU
BabyElephantWalk60.wav.TENGU
background-park-wonder-famous-countryside-waterscape_1417-1105,jpg. TENGU

| beautiful-rain-forest-ang-ka-nature-trail-doi-inthanon-national-park-thailand-36703721.jpg.TEN...

beutiful-indian-peacock-on-tree-260nw-2031028856.webp. TENGU

_| Blending-Handling-Bulletin-Final.pdf. TENGU

Btech_CivilFT_RegA.doc. TENGU

| c4d5c1db2688b9da8dd1a9fd22bd17d2.jpg. TENGU

CantinaBand3.wav.TENGU

| CantinaBand60.wav.TENGU

ClassAutoSearchTraffic.pdf TENGU
CSE-2018_04_24.doc. TENGU
CV-Europass-A.M-29.09.2021.doc. TENGU
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Image: Post-attack file listing showing the . TENGU extension appended to encrypted files.

Protection & Detection Outcomes

Both DataProtect and NetBackup delivered successful VMware backup and recovery following the
attack. DataProtect VMware backup operations remained unaffected throughout. NetBackup's Image
Entropy anomaly detection actively identified unusual deviation in VMware backup job attributes
demonstrating its threat detection capabilities working as designed. VMware based backup and
recovery was successful for both products.

[] Jobip F
B Details of anomalous data for job ID 833
0 v

Anomalous data

Backup metadata Value

Entropy File Content Changes
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Threat Hunting Results

Following the ransomware attack, Rapid Threat Hunt was leveraged to proactively search for malicious
activity using known SHA-256 hash and IOC associated with the Black TENGU ransomware. The hunt
successfully identified impacted clusters, objects, and file artifacts within the environment, providing
clear visibility into the scope of compromise.

COHESITY

Security Center

Rapid Threat Hunt

O CISA O Cohesity REDLab ® O Google Threat Intelligence O Open Source ® O Custom File Hashes
458 Hashes 497 Hashes 4000 Hashes 499 Hashes 0 Hashes

‘ Q  fce73d80e9dd23d2156476af59565d609ch70de35500a65f6085268272fc28db &) Ente

DataProtect

Clear All @

Security
Center o Search Results View Log

20f2 1 1 1 1 3s

Scanned Clusters Affected Clusters Files Matched Hashes Matched Affected Objects Completion Time

Filters: File Modification Time + Hash Source v System ¥ Q

File Name File Hash Value Object Name Hash Source GTI Assessment

Balck_Tengu.exe

/C/Users/Administrator/Desktop/Black TENGU_fce7... fce73d80e9dd23d2156476af... vmwareclient Search Input [VENSIEY 80/100

This capability enables security teams to quickly pivot from detection to investigation, validate threat
presence, and assess potential blast radius across protected workloads.
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Chip Ransomware
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Shared Modules T1129 Execution

Boot or Logon Autostart Execution T1547 Persistence, Privilege Escalation
Access Token Manipulation T1134 Privilege Escalation, Defense Evasion
Obfuscated Files or Information T1027 Defense Evasion
Virtualization/Sandbox Evasion T1497 Defense Evasion, Discovery
Hide Artifacts T1564 Defense Evasion

E/:'Oe dﬁ;‘lg;‘ecww Permissions T1222 Defense Evasion

Input Capture T1056 Credential Access, Collection
System Information Discovery T1082 Discovery

File and Directory Discovery T1083 Discovery

ﬁ]?sra::?;a:e/Decode Files or T1140 Defense Evasion

Application Window Discovery T1010 Discovery

Query Registry T1012 Discovery

System Location Discovery T1614 Discovery

Note: Above table contains a curated subset of techniques prioritized for monitoring and response.*
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Malware impact post execution

Chip is a 64-bit Windows executable flagged by the majority of AV engines as a MedusalLocker-family
ransomware variant, consistent with the classic Medusalocker playbook. Sandbox analysis confirms it
loads additional shared modules at runtime, establishes autostart persistence via the registry, and
manipulates access tokens to elevate privileges while evading defenses through obfuscated/packed
code and virtualization and sandbox checks. It also exhibits input-capture behavior alongside broad
system and file/directory discovery, consistent with reconnaissance of the host prior to encryption. It
masquerades a dropped payload under a generic system-process-style filename inside C:\Windows,
and leverages the Windows Restart Manager API (RstrtMgr.dll) to force-close applications holding
target files open so encryption is not blocked by file locks. Encrypted files are renamed with a distinctive
“.chip1” extension, the desktop wallpaper is overwritten via a registry-based defacement to display the
attacker's contact address, and an HTML ransom note is dropped threatening to publish exfiltrated data
and raise the price if the victim does not respond within 72 hours.

Recovery.System@onionmail.org

Activate Windows

Go to Settings to activate Windows

10:08 PM

Image: Desktop wallpaper defaced with attacker contact email post-attack.
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vinistrater\ Deskto..

Your personal ID:
uleVgHA pTRI2dY + kgn?aZTXE{Jk

YOUR COMPANY NETWORK HAS BEEN PENETRATED

Your files are safe! Only modified.(RSA+AES)

ANY ATTEMPT TO RESTORE YOUR FILES WITH THIRD-PARTY SOF TWARE WILL
PERMANENTLY CORRUPT IT. DO NOT MODIFY ENCRYPTED FILES. DO NOT RENAME
ENCRYPTED FILES.

Mo software available on internet can help you. We are the only ones able to solve your problem. We've
gathered highly confidentialipersonal data. This data is currently stored on a private server. This senver will
be immediately destroyed after your payment. If you decide not fo pay. we will release your data to public
or re-seller. So you can expect your data to be publicly available in the near future . We only seek money
and our goal is not to damage: your reputation or prevent your business from running. You can send us 2-3
non-important fles and we will decrypt it for ree to prove we are able to give your files back

Contact us for price and get decryption software.

email:Recovery System@onionmail.org
Recovery System@@onionmail org

* To contact us, create a new free email account on the site: protonmail com

Activate Windows

Go to Settings to activate Windows

Image: HTML ransom note (Recovery README.html) dropped post-attack.

Protection & Detection Outcomes

Both DataProtect and NetBackup delivered successful VMware backup and recovery following the
attack. DataProtect VMware backup operations remained unaffected throughout. NetBackup's Image
Entropy anomaly detection actively identified unusual deviation in VMware backup job attributes
demonstrating its threat detection capabilities working as designed. VMware based backup and
recovery was successful for both products.

Backup anomalies System anomalies

[C] Jobip Severity Asset n7 Anomaly type Policy name Policy type

Details of anomalous data for job ID 833

|:| vImwar, Image entropy b2_VMC_pol VMware

Anomalous data

Backup metadata Value

Entropy File Content Changes

Mark as ignore Confirm as anomaly Report as false positive
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Threat Hunting Results

Following the ransomware attack, Rapid Threat Hunt was leveraged to proactively search for malicious
activity using known SHA-256 hash and IOC associated with the Chip ransomware. The hunt
successfully identified impacted clusters, objects, and file artifacts within the environment, providing
clear visibility into the scope of compromise.

COHESITY

Rapid Threat Hunt

O CISA O Cohesity REDLab ® 0 Google Threat Intelligence O Open Source ® O Custom File Hashes
458 Hashes 497 Hashes 4000 Hashes 499 Hashes 0 Hashes

Q' 4121140cb90d1022a3b42305b833e04a46e7ab28a0d9dadcc43e2¢922¢5bf10 ) ¢

DataProtect

Clear All @

Security
Center i Search Results View Log

20f2 1 2 1 1 2s

Scanned Clusters Affected Clusters Files Matched Hashes Matched Affected Objects Completion Time

Filters: File Modification Time v Hash Source v System ¥ Q

File Name File Hash Value Object Name Hash Source GTI Assessment

#Chip_4121140cb90d1022a3b..

/ClUsers/Administrator/Desktop/mydata 4121140cb90d1022a3b42305... vmwareclient Search Input Malicious [El0Jlele)

This capability enables security teams to quickly pivot from detection to investigation, validate threat
presence, and assess potential blast radius across protected workloads.
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NBLock Ransomware

:/r:/;?lic;:]v;nltgz;r;igement T1047 Execution

Shared Modules T1129 Execution

Native API T1106 Execution

Command and Scripting Interpreter T1059 Execution

Hijack Execution Flow T1574 ES;sSiisotﬁnce, Privilege Escalation, Defense
Process Injection T1055 Defense Evasion, Privilege Escalation
Abuse Elevation Control Mechanism | T1548 Defense Evasion, Privilege Escalation
Hide Artifacts T1564 Defense Evasion

Indirect Command Execution T1202 Defense Evasion

Masquerading T1036 Defense Evasion

Obfuscated Files or Information T1027 Defense Evasion

Hidden Window T1564.003 | Defense Evasion

Software Packing T1027.002 | Defense Evasion
Virtualization/Sandbox Evasion T1497 Defense Evasion, Discovery

System Owner/User Discovery T1033 Discovery

System Information Discovery T1082 Discovery

File and Directory Discovery T1083 Discovery

Application Layer Protocol T1071 Command and Control

Data Encrypted for Impact T1486 Impact

Data Destruction T1485 Impact

Note: Above table contains a curated subset of techniques prioritized for monitoring and response.*
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Malware impact post execution

NBLock is a 32-bit .NET/Mono assembly (roughly 107KB) whose core file-encryption routine is
implemented in an async method internally named RunNBLock. Before encrypting, it profiles the host
via system and user discovery, abuses Windows Management Instrumentation and the Native API to
execute payloads, and evades analysis through packed and obfuscated code, hidden windows, and
virtualization/sandbox checks, while process injection and execution-flow hijacking are used to escalate
privileges and persist. It disables recovery via vssadmin.exe delete shadows /all /quiet, then encrypts
files with AES-256, appending a distinctive “.NBLock” extension and instructing victims not to delete or
modify a locally dropped “key.bin” file, described in the note as the only recovery tool. The desktop
wallpaper is overwritten with a black screen reading “YOUR FILES ARE ENCRYPTED — READ
README_NBLOCK.TXT FOR INSTRUCTIONS”, and the matching ransom note
(README_NBLOCK.txt) directs victims to install the Tor Browser and visit a negotiation .onion address
for a decryptor.

I1'YOUR FILES ARE ENCRYPTED

READ README_NBLOCK.TXT
FOR INSTRUCTIONS !!

Image: Desktop wallpaper overwritten with an encryption notice post-attack.
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| README_MBLOCK - Motepad
File Edit Format View Help

klll your files are locked with AES-256.D0 NOT delete or modify key.bin - It i= your only recovery tool.Do NOT panic, To Get your files Back To its Original

fors you need a decryptor which we have, Read instructions below for decryptor!Install Tor Browser: https://torproject.org/ Visit For Negotiation:
ne:/ 1

Image: Ransom note dropped as README NBLOCK .txt.

Protection & Detection Outcomes

Both DataProtect and NetBackup delivered successful VMware backup and recovery following the
attack. DataProtect VMware backup operations remained unaffected throughout. NetBackup's Image
Entropy anomaly detection actively identified unusual deviation in VMware backup job attributes
demonstrating its threat detection capabilities working as designed. VMware based backup and
recovery was successful for both products.

Details of anomalous data for job ID 833

Anomalous data

Backup metadata Value

Entropy File Content Changes
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Threat Hunting Results

Following the ransomware attack, Rapid Threat Hunt was leveraged to proactively search for malicious
activity using known SHA-256 hash and I0C associated with the NBLock ransomware. The hunt
successfully identified impacted clusters, objects, and file artifacts within the environment, providing
clear visibility into the scope of compromise.

COHESITY

Security Center Rapid Threat Hunt

Search Hashes
Search for IOCs or unique file instances using SHA-256 hashes or threat feeds.

(0] Select All

CISA Cohesity REDLab ® Google Threat Intelligence Open Source ® Custom File Hashes
O dssrasnes LI 47 Hasnes 0J 4000 Hashes O 500 tiasnes O Ghiashes

DataProtect

Q' cb098efB2911410369097e4a73b518788efebfad16e0dbe39acccadfb2b628 @

@ Threat Detection v ‘

Clear All Start Hunt

Search Results View Log

Security

e Rapid Threat Hunt

20f2 1 2 1 1 3s
Scanned Clusters Affected Clusters Files Matched Hashes Matched Affected Objects Completion Time

Filters: File Modification Time ¥ Hash Source ¥ System ¥ Q

File Hash Value Object Name ash Source

D :éxf;;:mm o Dosakdep o cb098ef829114f0369097e4a7... [ vmwareclient Search Input Malicious

This capability enables security teams to quickly pivot from detection to investigation, validate threat
presence, and assess potential blast radius across protected workloads.
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AurOra Ransomware

Command and Scripting Interpreter T1059 Execution

Process Injection T1055 Defense Evasion, Privilege Escalation
Abuse Elevation Control Mechanism | T1548 Defense Evasion, Privilege Escalation
Hide Artifacts T1564 Defense Evasion

Indirect Command Execution T1202 Defense Evasion

Masquerading T1036 Defense Evasion

Timestomp T1070.006 | Defense Evasion

Indicator Removal T1070 Defense Evasion

Obfuscated Files or Information T1027 Defense Evasion

Hidden Window T1564.003 | Defense Evasion

Software Packing T1027.002 | Defense Evasion

System Owner/User Discovery T1033 Discovery

System Information Discovery T1082 Discovery

File and Directory Discovery T1083 Discovery

Process Discovery T1057 Discovery

Query Registry T1012 Discovery

Application Layer Protocol T1071 Command and Control

Data Encrypted for Impact T1486 Impact

Data Destruction T1485 Impact

Note: Above table contains a curated subset of techniques prioritized for monitoring and response.*

1 5 © 2026 Cohesity, Inc. All rights reserved. Cohesity, the Cohesity logo, SnapTree, SpanFS, DataPlatform, DataProtect, Helios, and other Cohesity marks are trademarks or registered COHEg ITY
trademarks of Cohesity, Inc. in the US and/or internationally. Other company and product names may be trademarks of the respective companies with which they are associated.



NEWSLETTER | AUGUST 2026

Malware impact post execution

AurOra is a native, non-.NET PE32+ (x86-64) ransomware binary that pairs conventional data-
destruction tradecraft with in-place file encryption: rather than appending a distinctive extension, it re-
encrypts documents and media while preserving their original filenames and extensions, complicating
extension-based detection heuristics. It leverages the Windows CryptoAPI
(CryptAcquireContext/CryptGenRandom) to seed encryption key material, hollows a legitimate
svchost.exe process via a suspended-process and remote-thread-resume technique to blend in, and
profiles the host (hardware ID, volume serial number, running services, FIPS policy) before detonating.
Recovery is systematically dismantled: vssadmin delete shadows /all /quiet, wmic shadowcopy delete,
a resized shadow-storage cap (401MB), and a disabled Windows System Restore scheduled task. It
then drops a double-extortion ransom note, “I'NREADME!DO_ NOT_DELETE.txt”, across 61
directories, directing victims to a Tor .onion negotiation portal and a supplied access key.

i !!!RE?DME!!!DO_NOT_DELETE - Notepad
File it Format View Help

We have downloaded confidential information files. Your files are encrypted. Contact us via tor browser at
http: //ijexs I

Your access key: NN

Image: Ransom note dropped as |!'README!!!DO NOT DELETE.txt.
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m = Picture Tools  mydata - [u)
Home Share View Manage s
« v 4 » ThisPC » Desktop » mydata v O Search mydata 2
Name - Type Size e
#* Quick access Lt seua s
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Image: Post-attack file listing showing original filenames and extensions preserved despite encryption.

Protection & Detection Outcomes

Both DataProtect and NetBackup delivered successful VMware backup and recovery following the
attack. DataProtect VMware backup operations remained unaffected throughout. NetBackup's Image
Entropy anomaly detection actively identified unusual deviation in VMware backup job attributes
demonstrating its threat detection capabilities working as designed. VMware based backup and

recovery

] JobiD

was successful

Details of anomalous data for job ID 833

JTIWan

Anomalous data

Backup metadata Value

Entropy File Content Changes

Mark as ignore

for both products.
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Threat Hunting Results
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Following the ransomware attack, Rapid Threat Hunt was leveraged to proactively search for malicious
activity using known SHA-256 hash and I0C associated with the AurOra ransomware. The hunt
successfully identified impacted clusters, objects, and file artifacts within the environment, providing
clear visibility into the scope of compromise.
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This capability enables security teams to quickly pivot from detection to investigation, validate threat
presence, and assess potential blast radius across protected workloads.
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Summary

e Both DataProtect and NetBackup achieved successful VMware backup and recovery across all
four ransomware strains tested this month - Black TENGU, Chip, NBLock and AurOra,
demonstrating the resilience of Cohesity's solutions under real-world attack conditions.

e DataProtect VMware backup operations remained unaffected throughout all tests, validating
the platform's ability to maintain data protection under adverse conditions.

e NetBackup's Image Entropy anomaly detection proactively identified unusual deviations in
VMware backup job attributes across all four strains - confirming its active threat detection
capabilities working as designed. VMware based backup and recovery was successful.

e Rapid Threat Hunt enabled proactive threat investigation by correlating known malicious
SHA-256 hashes and I0Cs against protected environments, successfully identifying impacted

clusters, objects and file artifacts.

For more information on REDLab please visit https://cohesity.com/redlab
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