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REDLab Product Security Newsletter

Cohesity REDLab is a fully isolated security testing environment, hosted and managed by Cohesity,
designed for comprehensive malware research and analysis. Within REDLab, live malware is executed
to rigorously stress test Cohesity solutions, ensuring that products are resilient against real-world cyber
threats. This process enhances the understanding of effective data protection and security
methodologies. The insights gained provide valuable guidance to both security and data protection
teams, reinforcing confidence in data safety and the cyber resilience offered by Cohesity solutions.

This newsletter provides monthly updates on the most impactful ransomware strains evaluated in
REDLab, along with comprehensive findings concerning detection and recovery procedures.

Cohesity DataProtect and NetBackup in REDLab

REDLab incorporates both Cohesity DataProtect and Cohesity NetBackup platforms to enable
extensive testing against malware and sophisticated cyberattacks. Through live malware execution,
advanced exploit simulation, and modern attack techniques, REDLab examines the practical
robustness of Cohesity’s solutions. The air-gapped nature of REDLab ensures comprehensive threat
assessment under controlled conditions.

« Proven Confidence: Backup and recovery solutions undergo rigorous validation against
active, high-level cyber threats, not just theoretical threats or synthetic data.

« Hardened Defense: Testing in REDLab verifies that DataProtect and NetBackup offer strong
security capabilities, elevating them beyond standard recovery tools to proactive defense
mechanisms.

e Future-Ready: REDLab continually broadens its testing scope to encompass advanced threat
detection and threat hunting, ensuring ongoing adaptability and resilience in response to
evolving threats.

l © 2026 Cohesity, Inc. All rights reserved. Cohesity, the Cohesity logo, SnapTree, SpanFS, DataPlatform, DataProtect, Helios, and other Cohesity marks are trademarks or registered trademarks of COH E§ I TY
Cohesity, Inc. in the US and/or internationally. Other company and product names may be trademarks of the respective companies with which they are associated.



NEWSLETTER | FEBRUARY 2026

REDLab Findings

During this month, a series of malware listed below were intentionally detonated
to evaluate product efficacy of Cohesity DataProtect and NetBackup.

Name: Direwolf 8fdee53152ec985ffeeeda3d7a85852eb5¢c9902d

Family: DireWolf Hacking Group 2d480449421b4939b1904aad

Name: HelloKitty 9a7daafc56300bd94ceef23eac56a0735b63ec6b
Family: HelloKitty Malware Family 9a7a409fb5a9b63efe1aalb0

Name: KaWalLocker f3a6d4ccdd0f663269¢c3909e74d6847608b8632f
Family: KawalLocker Ransomware Family b2814b0436a4532b8281e617

Name: Lockis f3741203fb8b0daa627d0b9f52a33a75cf42eb1c5
Family: Locky Ransomware Family 142a398185af58d9ed36ded
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Direwolf Ransomware

Y:;rt‘ior:’:n':ifigigeme”t T1047 | Execution

Command and Scripting Interpreter T1059 Execution

Scripting T1064 Execution, Defense Evasion

Native API T1106 Execution

Shared Modules T1129 Execution

System Services T1569 Execution

Server Software Component T1505 Persistence

Pre-OS Boot T1542 Persistence, Defense Evasion

Create or Modify System Process T1543 Persistence, Privilege Escalation
Hijack Execution Flow T1574 FE’\el;ssiisc;fnce, Privilege Escalation, Defense
Process Injection T1055 Privilege Escalation, Defense Evasion
Rootkit T1014 Defense Evasion

Obfuscated Files or Information T1027 Defense Evasion

Masquerading T1036 Defense Evasion

Indicator Removal T1070 Defense Evasion

Indirect Command Execution T1202 Defense Evasion
Virtualization/Sandbox Evasion T1497 Defense Evasion, Discovery

Impair Defenses T1562 Defense Evasion

Hide Artifacts T1564 Defense Evasion

Application Window Discovery T1010 Discovery
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Malware impact post execution
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Direwolf encrypted user and system data, renaming each file with “.direwolf”’ extension. It dropped
README.TXT as its ransom note and actively killed processes holding open database, document
and productivity files to maximize encryption coverage. BackLock is commonly delivered through
phishing, drive-by downloads and RDP brute-force attacks. It has also been observed in campaigns
abusing vulnerabilities in MOVEit Transfer and Citrix NetScaler environments.

Image: Files encrypted post attack with “.direwolf” extension.
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Image: Ransom Note named “HowToRecoveryFiles.txt” dropped along with recovery details.

j HowToRecoveryFiles.bd - Motepad
File Edit Format VYiew Help

Dear Mroor Ms,

If wyou are reading this message, it means that:
- your network infrastructure has been compromised
- critical data was leaked
- files are encrypted

The best and conly thing you can do is to contact us |
to settle the matter befeore any losses occurs.

We can maintain confidentiality for 3 days for you, during which we will not disclese any information about your intrusion or data leakage.

We can extend the ceonfidentiality peried free of charge until we reach an agreement if you contact us within 3 days and communicate effectively with us.
If the confidentiality peried expires, we will disclese the relewvant information.

wWe provide complimentary decryption testing services. For specific details, please contact us.

wWe have provided a sample document as proof of cur pessession of your files and you can doewnlcad and check it:
- https://gofile, io/d/3ffbul

Please be advised that your files are scheduled for public release after 32 working days.
If you want to secure your files, we urge you te reach cut te us at your earliest convenience.

Contact petails:
- live chat room:
- L —
- reomID: (D
- usernam:: (D
- password: (I

our official website:

- url:http://direwclfcdkvswhaz2spehizdgz TGN

Protection & Detection Outcomes

After the attack, the DataProtect Agent backup operations remained unaffected. Despite the
ransomware attack backups were executed successfully. Also, in the case of NetBackup Client a Job
Metadata anomaly that detected unusual deviation in backup job attributes was generated. Along with
it, due to changes in file attributes, an Image Entropy Data anomaly was also generated.

Backup anomalies System anomalies

|:| Job ID Severity Summary Policy name Anomaly type Schedule type Impacted number of jobs

File entropy (number of anomalies: 1),

Backup files count (number of anomalies: 1, increased),
Data transferred (number of anomalies: 1, increased),
Image size (number of anomalies: 1, increased)

b2-test-pol Full backup

v [ 357 High

High Entropy deviation detected. Image entropy

Anomaly image size, Backup files count, Data transferred Job metadata
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Threat Hunting Results

Following the ransomware attack, Rapid Threat Hunt was leveraged to proactively search for
malicious activity using known SHA-256 hash and |OC associated with the Direwolf ransomware. The
hunt successfully identified impacted clusters, objects, and file artifacts within the environment,
providing clear visibility into the scope of compromise.

COHESITY

iter

Rapid Threat Hunt

Hunt Recent Hunts

O\ 8fdee53152ec985ffeeedal3d7aB5852eb5¢9902d2d480449421b4939b1904aad

DataProtect

Advanced Hash Feeds @ v
[ Custom Hash Feeds () CISA [ Cohesity REDLab ®  ( Google Threat Intelligence - Open Source ® el @

Security 0 Hash 491 Hash 498 Hash 4000 Hash 207 Hash
Center

Search Results View Log

40of 4 1 1 1 1 3s
Scanned Clusters Affected Clusters Files Matched Hashes Matched Affected Objects Completion Time

Filters: File Modification Time Hash Source = ) [ redlab-cls01 X ) Q

File Name File Hash Value Object Name Hash Source

) Bieme 8fdee53152ec985ffeeedadd7a... [ rediab-mco1 Search Input

This capability enables security teams to quickly pivot from detection to investigation, validate threat
presence, and assess potential blast radius across protected workloads.
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HelloKitty Ransomware

Command and Scripting Interpreter T1059 Execution
Windows Management

Instrumentation T1047 Execution
Shared Modules T1129 Execution
Inter-Process Communication T1559 Execution

Boot or Logon Autostart Execution T1547 Persistence
Hijack Execution Flow T1574 Persistence, Privilege Escalation
Process Injection T1055 Privilege Escalation, Defense Evasion
Obfuscated Files or Information T1027 Defense Evasion
Masquerading T1036 Defense Evasion
Indicator Removal T1070 Defense Evasion
File and Directory Permissions

Modification T1222 Defense Evasion
Virtualization/Sandbox Evasion T1497 Defense Evasion
Hide Artifacts T1564 Defense Evasion
System Information Discovery T1082 Discovery

File and Directory Discovery T1083 Discovery
Process Discovery T1057 Discovery
Security Software Discovery T1063 Discovery
Software Discovery T1518 Discovery

Data Encrypted for Impact T1486 Impact
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Malware impact post execution
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HelloKitty ransomware is a targeted crypto-ransomware family that focuses primarily on Windows
environments, encrypting victim data and appending the “.crypted” extension to affected files,
followed by the creation of a ransom note such as “read_me_lkdtt.txt.” HelloKitty ransomware has
re-emerged in 2025 as an active threat after periods of relative inactivity, signalling a revival of the
operation. Previously linked to high-profile enterprise breaches, the group appears to have resumed
campaigns with refined tooling and a continued emphasis on disrupting corporate networks.

Image: Files encrypted post attack with “.crypted” extension.
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Image: Ransom Note named “read me_lkdtt.txt” dropped along with recovery details.

mj read_me_lkdtt.bt - Notepad — [m] x
File Edit Format View Help

Hello dear user.
Your files have been encrypted.

)| -- What does it mean?!
Content of your files have been modified. Without special key you can’t undo that operation.

-- How to get special key?
If you want to get it, you must pay us some money and we will help you.
We will give you special decryption program and instructions.

-- Ok, how i can pay you?
1) Download TOR browser, if you don't know how to do it you can google it.
2) Open this website in tor browser: http://6x7dp6h3wbqIugsvdy gy <

3) Follow instructions in chat.

Protection & Detection Outcomes

After the attack, the DataProtect Agent backup operations remained unaffected. Despite the
ransomware attack backups were executed successfully. Also, in the case of NetBackup Client a Job
Metadata anomaly that detected unusual deviation in backup job attributes was generated. Along with
it, due to changes in file attributes, an Image Entropy Data anomaly was also generated.

Backup anomalies System anomalies

Search...

|:| Job ID Severity Summary Policy name Anomaly type Schedule type Impacted number of jobs

File entropy (number of anomalies: 1),

Backup files count (number of anomalies: 1, increased),
Data transferred (number of anomalies: 1, increased),
Image size (number of anomalies: 1, increased)

~ |:| 357 High b2-test-pol Full backup

|:| 357 Entropy deviation detected. Image entropy

Ancmaly image size, Backup files count, Data transferred Job metadata
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Threat Hunting Results

Following the ransomware attack, Rapid Threat Hunt was leveraged to proactively search for
malicious activity using known SHA-256 hash and |IOC associated with the HelloKitty ransomware.
The hunt successfully identified impacted clusters, objects, and file artifacts within the environment,
providing clear visibility into the scope of compromise.

COHESITY
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This capability enables security teams to quickly pivot from detection to investigation, validate threat
presence, and assess potential blast radius across protected workloads.
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KawalLocker Ransomware

Command and Scripting Interpreter T1059 Execution

Windows Management

Instrumentation T1047 Execution

Shared Modules T1129 Execution

Boot or Logon Autostart Execution T1547 Persistence

Create or Modify System Process T1543 Persistence, Privilege Escalation
Pre-OS Boot T1542 Persistence, Defense Evasion
Process Injection T1055 Privilege Escalation, Defense Evasion
Access Token Manipulation T1134 Privilege Escalation, Defense Evasion
Abuse Elevation Control Mechanism | T1548 Privilege Escalation, Defense Evasion
Obfuscated Files or Information T1027 Defense Evasion

Masquerading T1036 Defense Evasion

Hide Artifacts T1564 Defense Evasion

Rootkit T1014 Defense Evasion

System Information Discovery T1082 Discovery

Process Discovery T1057 Discovery

File and Directory Discovery T1083 Discovery

System Service Discovery T1007 Discovery

Data Encrypted for Impact T1486 Impact

Data Destruction T1485 Impact

Inhibit System Recovery T1490 Impact
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Malware impact post execution

Kawalocker ransomware is a Windows-targeting crypto-malware strain that executes its payload,
enumerates local and network-accessible drives, and encrypts files using strong cryptographic
routines. In our case, encrypted files were observed with the extension .C3680868C appended to
their original names. The malware drops a ransom note titled “!!Restore-My-file-Kavva.txt,” stating
that data has been encrypted and exfiltrated. Observed behavior is consistent with double-extortion
technique, where attackers combine file encryption with data theft to increase pressure on the victim.

Image: Files encrypted post attack with “.C3680868C" extension.
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. B AHO Data File 2016.x5.C3680868C 2/25/2026 1259 PM  C3680868C File 1,350 KB
] Pictures 2 Altja_jégi_Lahemaaljpg.C3680868C 2/25/2026 12250 PM  C3680862C File 4,8T4KE
B videos 2 anom_data.zip.C3680868C 2/25/2026 12259 PM  C3680868C File 97 KB
‘& Local Disk (C) D ACAR-2019-2020,pdf.C3680268C 2/25/2026 1259 PM  C3680868C File 361 KB
@ Network D BabyElephantWalks0.wav.C3680862C 2/25/2026 1259 PM  C3680868C File 2,580 KB
- a background-park-wonder-famous-coun...  2/25/2026 1250 PM C3680862C File 1,009 KB
“ beautiful-rain-forest-ang-ka-nature-trail... 026 12:59 PM  C3680863C File 185 KB
“ beutiful-indian-peacock-on-tree-260nw-... (23/2026 12:539 PM  C3680868C File 39KE
D Blending-Handling-Bulletin-Final.pdf.C3...  2/25/2026 1259 P C3680862C File 3,133KB
D Btech_CivilFT_RegA.doc.C3630868C 2/25/2026 1259 PM  C3680868C File 2,382 KB
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Image: Ransom Note named “!!Restore-My-file-Kavva.txt” dropped along with recovery details.

View Edit Help File Edit Format View Help

-- KaWalocker

e || e || ws |

> Your network/system was encrypted.

> Encrypted files have new extension.

> We have downloaded compromising and sensitive data from your system/network.
> Our group cooperates with the mass media.
>
>
>

‘ 7 H 8 || 9 H [ If you refuse to communicate with us and we do not come to an agreement,
= —— —— —— your data will be reviewed and published on our blog and othter darkweb markets.
EYERE Install tor browser,visit Kalia Blog > http://kawasa2 G | o1
— ————
‘LHLHL‘ ‘7 | Data includes:
\LH_‘ ‘;‘_ i > Employees personal data, corp partner, Income, customer information, Human resourse, CVs, DL , SSH,
I ™ . " > Complete network map including credentials for local and remote services.
i 100-day-supply-chain-review-reg > Financial information including clients data, bills, budgets, annual reports, bank statements.
@ 2013CDPhandbeok pdf.C368086 > Complete datagrams/schemas/drawings for manufacturing in solidworks format
D 2021-Al-Index-Report_Master.pdf] > And more...

D 3903f¢18¢342c0a1ed23917e283d1
D 3003fc18c342c0a 1 edB3017e28341| Warning:
D 4411.doc.C3680868C

D 23277,jpg.C3680868C

D 2514219,pg.C3630868C

D £353686.webp. C368086C

D 1633193491-1633193490440,jpq.C
D 6369653753837926326A0yH,jpg.

> 1) If you modify files - our decrypt software won't able to recover data

> 2) If you use third party software - you can damage/modify files (see item 1)

> 3) You need cipher key / our decrypt software to restore you files.

> 4) The police or authorities will not be able to help you get the cipher key. We encourage you to consider your decisions.

Protection & Detection Outcomes

After the attack, the DataProtect Agent backup operations remained unaffected. Despite the
ransomware attack backups were executed successfully. Also, in the case of NetBackup Client a Job
Metadata anomaly that detected unusual deviation in backup job attributes was generated. Along with
it, due to changes in file attributes, an Image Entropy Data anomaly was also generated.

Backup anomalies System anomalies

Search...

|:| Job ID Severity Summary Policy name Anomaly type Schedule type Impacted number of jobs

File entropy (number of anomalies: 1),

Backup files count (number of anomalies: 1, increased),
Data transferred (number of anomalies: 1, increased),
Image size (number of anomalies: 1, increased)

b2-test-pol Full backup

Entropy deviation detected. Image entropy

Anomaly image size, Backup files count, Data transferred Job metadata
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Threat Hunting Results

Following the ransomware attack, Rapid Threat Hunt was leveraged to proactively search for
malicious activity using known SHA-256 hash and IOC associated with the KaWalLocker ransomware.
The hunt successfully identified impacted clusters, objects, and file artifacts within the environment,
providing clear visibility into the scope of compromise.

COHESITY

Rapid Threat Hunt

Hunt Recent Hunts

o

Home

Q,  f2a6d4ccddOf663269c3909674d6847608b8632fb2814b0436a4532b82816617 o

v

DataProtect

a Advanced Hash Feeds @ v
Clear Al

| Custom Hash Feeds O CISA O Cohesity REDLab ® O Google Threat Intelligence O Open Source ©
Security 0 Hash 491 Hash 498 Hash 4000 Hash 201 Hash
Center

Search Results View Log

40f 4 1 1 1 1 3s

Scanned Clusters Affected Clusters Files Matched Hashes Matched Affected Objects Completion Time

Filters: ( File Modification Time v ) ( Hash Source v ) ( redlab-cis01 x ) Q

File Name File Hash Value Object Name Hash Source

D KaWalocker
/

f3a6d4ccdd0f663269¢3909e... redlab-mc01 Search Input

This capability enables security teams to quickly pivot from detection to investigation, validate threat
presence, and assess potential blast radius across protected workloads.
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Lockis Ransomware

Modify Registry T1112 Persistence, Defense Evasion
Boot or Logon Autostart Execution T1547 Persistence, Privilege Escalation
Registry Run Keys / Startup Folder T1547.001 | Persistence, Privilege Escalation
Abuse Elevation Control Mechanism | T1548 Privilege Escalation, Defense Evasion
Obfuscated Files or Information T1027 Defense Evasion

Masquerading T1036 Defense Evasion

Indicator Removal on Host T1070 Defense Evasion

System Information Discovery T1082 Discovery

File and Directory Discovery T1083 Discovery

Data Encrypted for Impact T1486 Impact

Data Destruction T1485 Impact
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Malware impact post execution

Lockis ransomware is a crypto-ransomware strain that typically gains initial access through phishing
payloads or exposed services, then establishes persistence and begins system reconnaissance.
During examination, we found that Lockis encrypts files using strong cryptographic routines and
appends the “.lockis” extension to affected data, making it inaccessible. It also creates a ransom
note file named “how_to_back_files.html” containing payment instructions. Additionally, it may
delete Volume Shadow Copies and terminate security processes to hinder recovery efforts and
maximize impact.

Image: Files encrypted post attack with “.lockis” extension.

nus PC » Desktop » mydata_orig v Search mydi

Mame a Date modified Type Size

|| pNOTO- 104U/00 10043/ -30ULIDB3BLEVJPT.... £/ 24/ U0 T30 AV LULRID FlIE 4124 Kb
D PinkPanther30wav.lockis 272472026 36 AM  LOCEIS File 1,293 KB
D PinkPantherfl.wav.lockis 272472026 36 AM - LOCKIS File 2,585 KB
D preamble.wav.lockis 2/24/2026 &:36 AM  LOCKIS File 224 KB
D preamblell.wav.lockis 2/24/2026 636 AM LOCKIS File 415 KB
D report-anticeagulation.doc.lockis 2/24/2026 €36 AM  LOCKIS File 8,996 KB
D ResteringriverGangal,jpg.lockis 272472026 €36 AM  LOCKIS File 58 KB
D samplemedia.xls.lockis 2/24/2026 @36 AM  LOCKIS File 1,132 KB
D sqldeveloper-20.2.0.175.1842-x64 zip.lockis  2/24/2026 &:36 AN LOCEIS File 100,236 KB
D StarWars3.wav.lockis 272472026 6:36 AM  LOCKIS File 131 KB
D StarWarsl.wav.lockis 272472026 36 AM  LOCEIS File 2,585 KB
D stock-photo-142984111-1500:1000,jpg.lo.. 272472026 636 AM LOCEKIS File 218 KB
D Tadej_Mared.pdf.lockis 272472026 B:36 AM LOCKIS File 1,636 KB
D taunt.wav.lockis 272472026 6:36 AM  LOCKIS File 91 KB
D temp.lockis 272472026 36 AM  LOCEIS File 1,935 KB
D temnpl.lockis 272472026 36 AM - LOCKIS File 195,314 KB
D temp2.lockis 2/24/2026 ;36 AM  LOCKIS File 19,531,251 ...
D THING-SEQ-TMC. pptelockis 272472026 6:37 AM  LOCKIS File 1,835 KB
D tr-2005-123.doc.lockis 272472026 37 AM  LOCEIS File 1,501 KB
D tree-276014_ 340.webp.lockis 272472026 @37 AM  LOCKIS File 57KB
D tree-736885_480,)pg.lockis 272472026 37 AM  LOCKIS File 45 KB
D VideoPlayback.zip.lockis 272472026 B:37 AM  LOCKIS File 10,414 KB
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Image: Ransom Note named “how_to_back files.html” dropped along with recovery details.

C  @File C/how_to_back files.html

YOUR PERSONALID:

IF YOU DON'T CONTACT US WITHIN 72 HOURS, PRICE WILL BE HIGHER

Protection & Detection Outcomes

After the attack, the DataProtect Agent backup operations remained unaffected. Despite the
ransomware attack backups were executed successfully. Also, in the case of NetBackup Client a Job
Metadata anomaly that detected unusual deviation in backup job attributes was generated. Along with
it, due to changes in file attributes, an Image Entropy Data anomaly was also generated.

Backup anomalies System anomalies
Search...

\:‘ Job ID Severity Summary Policy name Anomaly type Schedule type Impacted number of jobs

File entropy (number of anomalies: 1),
. Backup files count (number of anomalies: 1, increased),
~ 357 High ) " N 5
\:‘ g Data transferred (number of anomalies: 1, increased),
Image size (number of anomalies: 1, increased)

b2-test-pol Full backup

High Entropy deviation detected. Image entropy

Anomaly image size, Backup files count, Data transferred Job metadata
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Threat Hunting Results

Following the ransomware attack, Rapid Threat Hunt was leveraged to proactively search for
malicious activity using known SHA-256 hash and IOC associated with the Lockis ransomware. The
hunt successfully identified impacted clusters, objects, and file artifacts within the environment,
providing clear visibility into the scope of compromise.

COHESITY

Rapid Threat Hunt

Hunt Recent Hunts

Q  13741203fb8b0daab27d0bIf52a33a75cf42ebic5142a398185af58d9ed36ded (%]

DataProtect

Advanced Hash Feeds ® v
Clear All

| Custom Hash Feeds 0 CISA 0 Cohesity REDLab © 0 Google Threat Intelligence | Open Source ©
Security 0 Hash 491 Hash 498 Hash 4000 Hash
Center

201 Hash

Search Results View Log
40of 4 1 1 1 1 3s

Scanned Clusters Affected Clusters Files Matched Hashes Matched Affected Objects Completion Time

Filters: File Modification Time ~ Hash Source « ['. redlab-cls01 xiw Q

File Name File Hash Value Object Name Hash Source

0 f"""“s 13741203fb8b0daab27d0bOf5... redlab-mc01 Search Input

This capability enables security teams to quickly pivot from detection to investigation, validate threat
presence, and assess potential blast radius across protected workloads.
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Summary

¢ For all the ransomware strains described earlier, protection runs for the DataProtect Agent
remained unaffected. Despite the ransomware attack, backups were executed successfully,
demonstrating the platform’s resilience and ability to maintain data protection under adverse
conditions and recovery was validated as successful.

¢ In case of NetBackup Client a Job Metadata anomaly that detected unusual deviation in
backup job attributes was generated. Along with it, due to changes in file attributes, an Image
Entropy Data anomaly was also generated.

e Rapid Threat Hunt enabled proactive threat investigation by correlating known malicious
SHA-256 hashes and I0OCs against protected environments, successfully identifying impacted

clusters, objects and file artifacts.

For more information on REDLab please visit https://cohesity.com/redlab
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