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Cohesity CERT Digital Jump Bag™ and
Clean Room Workshop

Recovering when trust is broken

Modern ransomware attacks often compromise the systems and artifacts needed
for response and recovery, including incident response plans and cyber insurance
policies. Under pressure to meet recovery SLAs, teams may restore critical services
too quickly, increasing the risk of reinfection.

Secure recovery requires rebuilding trusted capabilities from a validated source—

enabling coordinated Security and IT response and confident restoration of clean data.

Designing a trusted path to secure recovery

The Cohesity CERT Digital Jump Bag™ and Clean Room Workshop, delivered by
Cohesity Cyber Resilience Consulting, helps organizations design the operational,
architectural, and technical foundations required to execute effective incident
response and recovery—without risking reinfection or reintroducing attacker artifacts.
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Figure 1: The Cohesity Clean Room solution provides a flexible, secure environment to restore the critical
tools and infrastructure essential for investigation and remediation.

In this workshop, you'll work with Cohesity consultants to define the roles,
workflows, and technologies required to establish a Clean Room, a secure, isolated
environment for investigating, remediating, and restoring critical systems secure,
isolated environment post-attack. You'll also define the contents of a Digital
Jump Bag, the foundational set of trusted tools, configurations, and integrations
required to create a Minimum Viable Response Capability (MVRC) that allows you
to bring critical systems online and begin the investigation.
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During the workshop, we analyze threat investigation
workflows, patching and remediation approaches,

removal of persistence mechanisms, and opportunities for
automation. Together, these elements enable faster, more
coordinated, and more resilient cyber response and recovery.

Engagement Approach

 Discovery - In-depth review of your end-to-end
incident response and recovery processes, supporting
teams, and technology

e Documentation - Capture details of current security
operations tools including potential integrations with
the Cohesity Data Cloud, and map recovery tiers of
applications and aggressive RTOs

 Discussion - Evaluate the advantages and tradeoffs
of rebuilding to a secure state versus recovering
and remediating threats in the context of your
organization's requirements

Deliverables

At the conclusion of the assessment, you'll receive an
extensive report that includes:

» A proposed Clean Room architecture tailored to your
environment

* Recommended contents of your Digital Jump Bag and
how the MVRC can be established from this

» A process to determine how a Clean Room will
function in your specific environment

» A facilitator’s guide and templates to repeat this
workshop for other workloads

Service Summary

Duration Two days on-site engagement

Cross-functional: IT Ops and SecOps
Directors, Managers, and Practitioners

Participants

Clean Room architecture, Digital jJump
Bag contents, process guidelines and
facilitator’s guide and templates—shared
with stakeholders remotely

Deliverable

Service Units 5 service units

Contact the Cyber Resiliency Consulting team at
CERTConsulting@cohesity.com to schedule a Clean Room
workshop and begin strengthening your organization’s

cyber resilience today.
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