COHESITY

Version 1.1

July 2024

ABSTRACT

The Cohesity Data cloud provides cyber resilience with modern data management and protection
capabilities. Integrating it with a Cloud-Native SIEM/SOAR solution further enhances an organization's
security operations by providing comprehensive visibility and automated incident response with
improved threat detection, resulting in a more robust and efficient security posture.

This guide explains how you can integrate the Cloud-native Microsoft Sentinel platform with Cohesity
Data Cloud to enhance the security visibility, investigation, and rapid response of Cohesity incidents to
protect the customer-critical data with the Cohesity playbooks and automation capabilities.
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Ransomware attacks have increased exponentially, causing billions in losses, and putting lives at risk
while damaging trust and reputations. As cybercriminals get more inventive, they’re not only locking up
production systems but also destroying backups and stealing sensitive data. This leaves your enterprise
with no option but to pay a ransom.

Defense in depth is the key to minimizing risk. It's crucial to have a backup system that reliably and
securely makes continuous or frequent backups, protects them from attack, and can immediately and
safely put the data online at scale to support forensics and cyber recovery. Cohesity provides unique
capabilities in those areas. Security is a team sport; Cohesity incorporates the leading security ecosystem
technologies to help identify vulnerabilities in backed up VMs that would let attackers in if recovered, help
mask sensitive data, and help detect the presence of attackers before they plant ransomware. Cohesity
also applies leading ML-driven classification technology that leverages Natural Language Processing
(NLP) methods to automatically discover and classify large sets of data at scale to help minimize risk and
improve security posture.

Cohesity gathers rich telemetry collected during backup and applies multiple machine-learning models
and algorithms to identify anomalies in the backup data can be your first warning of trouble if your other
tools have failed to detect and block the attackers. (For more information, refer to Accelerate Anomaly
Detection with Cohesity whitepaper. Cohesity enhances your organization's ability to react quickly in a
coordinated manner by integrating with Microsoft Sentinel.

This solution tears down the silos between your IT and security operations teams to provide faster time
for discovery, investigation, and recovery from ransomware attacks.

The coupling of the Cohesity security and data management platform with Microsoft Sentinel detects and
aggregates anomaly events before orchestrating threat response, delivering intelligent backup data
security analytics to your enterprise. The integrated solution brings data-driven insights from your ITOps
and SecOps organizations together, boosting the teamwork required to assess an attack’s scope most
effectively and quickly remediate the threat.
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The Cohesity platform provides cyber resilience with modern data management and protection
capabilities which generates anomaly alerts based on suspicious activity on the Anti Ransomware
dashboard. Without leading SOC integration support, organizations may have a few limitations while
addressing the alerts:

Limited security visibility — The Cohesity platform primarily focuses on data management and
protection, which may result in limited visibility into security events and threats across the
organization's IT infrastructure.

Incident response — Security teams may need to investigate and respond to anomaly alerts and
incidents, which can be time-consuming, error-prone, and lead to delays in incident resolution.

Lack of automation and orchestration — Integrating a SOAR solution with Cohesity enables
organizations to automate and orchestrate security processes and workflows.

Compliance and reporting challenges — Organizations have mandatory regulatory compliance to
adhere to gather all infrastructure logs in one centralized location.
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Microsoft Sentinel delivers intelligent security analytics and threat intelligence across the enterprise. By
using the Cohesity Data Cloud integration with Microsoft Sentinel, you get a single solution for attack
detection, threat visibility, proactive hunting, and threat response.

You can use this Cohesity Integration for Microsoft Sentinel Solution available on Cohesity Marketplace to
configure automatically sending Cohesity Anomaly alerts directly to Microsoft Sentinel.

From Microsoft Sentinel, security analysts can investigate the incidents as ransomware detection events
on the Microsoft Sentinel console, and if needed, initiate a snapshot recovery directly from Microsoft
Sentinel or via ServiceNow, escalate the incident, or dismiss the alert.

The integration of Microsoft Sentinel with Cohesity helps accelerate how enterprises discover, investigate,
and recover from ransomware attacks while improving IT-SecOps collaboration.

Figure 1: Closed-loop ransomware detection and remediation with integrated Cohesity and Microsoft Sentinel
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Integrate Ransomware Alerts from Cohesity Data
Cloud to Microsoft Sentinel

You can integrate Cohesity Data Cloud with Microsoft Sentinel to stay updated with the security alerts
from your Cohesity environment and immediately respond to a ransomware attack or an incident. To
integrate with Microsoft Sentinel, perform the following steps:

Figure 2: Configuration Workflow
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Set Up Cohesity Data Cloud API Keys

You can use APIs to access Cohesity Data Cloud and perform your tasks on Cohesity Data Cloud and
your local cluster. You must create a role with minimum permissions in Cohesity Helios.

Create a Custom Role with Minimum Permissions

Cohesity Data Cloud allows you to create a role and choose its permissions. However, Cohesity
recommends that you create a role with the minimum required permissions for data connection purposes.

To create a role:

1. Log into Cohesity Helios.

2. From the Global Dashboard, navigate to Settings > Access Management.
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3. Select the Roles tab and click Add Custom Role.

= COHESITY wow [Qswr |

[ ciobal Access Management

Users Roles API Keys Single Sign-On Multi-factor Authentication

08 Dashboard
_ Name Description
& Marketplace >
In Cohesity UL, the Admin role grants full access to all actions (except Datalock Views, which are controlled exclusively by the Data Security role). In
Admin addition, Cohesity Admins have full 53 and SMB security privileges, which means they can take ownership of Views and access them with full
P system > privileges.
Cohesity Quorum This role allows Cohesity Suppoert to replace users in quorum group for the customer. Only Cohesity Support has access to this role, and it is typically
@ Support used when the customer is locked out of quorum group due to turnover and other events.
Reporting

Cohesity Sentinel
@ Settings v

Cohesity Support This role allows Cohesity Support to create a Super Admin user for the customer. Only Cohesity Support has access to this role, and it is typically
Admin used when the customer has lost access to a Super Admin user due to turnover and other events.
Access Management

Data Security Data Security users have Self Service Data Protection role privileges and can create Datalock Views and set DataLock expiration dates.
DataPlatform for Cloud

DataHawk DataHawk users have Self Service DataHawk role privileges and can view and manage details and results.

DR Admin DR Admin users have Viewer role privileges and can also create and manage DR related workflows and associated tasks.

High Classified User who has High classified role can fetch cluster details needed for specific API calls.

minimum Viewer

role
Operator Operator users have Viewer role privileges and can run existing Protection Groups and create Recover Tasks.
Replication Replication users have access to setup and replicate data to another cluster

4. Inthe Add Role page with role permissions options, enter the Role Name and a Description for the
role.

5. To create a role with minimum permissions, select the following permissions:
e View Users
e View API Keys
e View Alert Details
e Allows access to Cohesity Ul
e View Protection Groups
e View Protection Policies
¢ Manage Recover Tasks
e Reporting
e Enable or disable snapshot tagging feature

¢ Restore from tagged snapshots
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= COHESITY sstos | Q sesren

[ coo Add Role

6. Click Save. A new role is created successfully.
7. Once the new role is created, you have to assign the created role to a user.

8. You have to log back into Cohesity Data Cloud as this user and then create an API key to
authenticate an application.

NOTE: This API key has the minimum permissions because the user role who created this API key has
minimum assigned permissions.

Create and Copy the API Keys

To create and copy the API keys:

1. Log into Cohesity Helios.
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2. From the Global Dashboard, navigate to Settings > Access Management.

= COHESGITY Helios

E Cluster Manager

Al Clusters =

O Dpashboards

@ Data Protection >
B Marketplace >

Security >
I system >

] Reporting

0 je%ﬂg; v

Clusters
Access M:Eags-nw
License

DataPlatform for Cloud

| Q, search

Access Management

Users  Roles  APIKeys

Name

KR-Cohesity-Sentinel-Integration

Cohesity-Sentinel-testing

Sentinal_connection_punit

Cohesity-Demo-Sentinel

test-demo

Single Sign-On

All Organizations

Add API Key

Multi-factor Authentication

Items per page 50 ~ 1-50f5

3. From Access

= COHESITY Helios

Management, select APl Keys >Add API Key.

E Cluster Manager

All Clusters. =

OF Dashboards

&) Data Protection >
i Marketplace >

Security >
D system >

[ Reporting

88 Settings v
Clusters
Access Management
License

DataPlatform for Cloud

Access Management

Users  Roles  APEKeys  Single Sign-On

Name
KR-Cohesity-Sentinel-Integration
Cohesity-Sentinel-testing
Sentinal_connection_punit
Cohesity-Demo-Sentinel

test-demo

All Organizations

)

Multi-factor Authentication

Items per page 50 = 1-50f5
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4, Enter a name for the API key and click Save.

= COHESITY Heios (oo AOrganzations ~ ) @

E Cluster Manager Add API Key

All Clusters =

API Key Details
08 Dashboards

Use API Keys to authenticate an application or script to Helios for management
by APIs. Refer to Helios REST API documentation for details about using these

@ Data Protection > keys
Name 0
& Marketplace > Cohesity-TSE-Sentinel-Demo
= L3
@ Security > ? T
D system >

Reporting

83 Settings >

5. The API Key Token is displayed.

NOTE: Ensure to copy and save the API Key token to later add it to the Data Connector page in Microsoft
Sentinel.

= COHE |TY Helios ‘ Q search | ,’rm All Organizations
E] cluster Manager < Cohesity-TSE-Sentinel-Demo i
All Clusters =
API Key Details Use Helios Mobile App to Scan
O Dashboards

The API Key Token will be available only once on creation.
Please store it in a secure location
@ Data Protection >
Use API Keys to authenticate an application or script to Helios

for management by APIs. Refer to Helios REST API
documentation for details about using these keys.

i

Marketplace >

Name Cohesity-TSE-Sentinel-Demo

@ Security > API Key Token i E I
D system > @ =

[ Reporting

83 Settings >

The API Key was added. X
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Configure Workspace and Resource Group

Microsoft uses a Workspace and Resource group to gather and store all logs-related information. A
workspace is a unique environment for the log data from Microsoft Sentinel providing a centralized place
to view and manage the artifacts and store events and other information. A workspace has a unique
workspace ID and resource ID.

A Resource group includes all the resources for your Microsoft Sentinel solution and consists of multiple
workspaces.

To create the Workspace and Resource group:

1. Signin to the Azure portal.

2. Search for and select Microsoft Sentinel.

= Microsoft Azure |f' Microsoft Sentine| X G 0 & ® & Kanhickkg:::lers;z(sg&'&

A A Services (10) Marketplace (31) Documentation (99+) Resources (0) Resource Groups (0)
Azure Active Directory (0)
aoo
Services Seeall 1
lic apps More services
@ Microsoft Sentinel © Microsoft Purview accounts
€ Microsoft Derendev{bw © Microsoft Defender for Cloud
R 4 Microsoft Dev Box @ Microsoft Defender for loT
§ & Microsoft Fabric (preview) ¥4 Customer Lockbox for Microsoft Azure
Marketplace Seea
} Viewed
£3 Microsoft Defender for Endpoint £ Microsoft Sentinel and Microsoft 365 Defender SOC (MXDR)
seks ago
£ Aws 1AM £ Microsoft Defender for Identity solution for Sentinel
i seks ago
£3 Microsoft Defender for Office 365 £ Okta Single Sign-On Solution
( seks ago
£3 Microsoft Sentinel Training Lab Solution £ Microsoft Purview Information Protection
: seks ago
; Documentation seeal eks ago
[ Conduct end-to-end threat hunting with Hunts - Microsoft Sentinel Use matching analytics to detect threats - Microsoft Sentinel seks ago
Configure and monitor Microsoft Sentinel - Training Design your Microsoft Sentinel workspace architecture seks ago
1 Microsoft Sentinel REST API Manage template versions for your scheduled analytics rules in Mi 1eks ago
§ Visualize collected data Sample Microsoft Sentinel workspace designs seks ago
seks ago
% Continue searching in Azure Active Directory
( seks ago
- —— - — — < wwieks ago
See all

3. Select the Workspace and Resource group you want to use or create a new one. Refer to create
the workspace and resource group.
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4., Add new Workspace to Microsoft Sentinel.

Karthick R@cohesitysie... @&

= Microsoft Azure R Search resources, services, and docs (G+/)

DEFAULT DIRECTORY &0

Home > Microsoft Sentinel

Add Microsoft Sentinel to a workspace R

-+ Create a new workspace () Refresh

Filter by name.

Workspace Ty Location Ty ResourceGroup T4, Subscription Ty, Directory Ty
1fP automate-test-CEDDI007-27EA-4455-ASC3- eastus automation-resource-group Azure subscription 1 Default Directory
451760603666
+9 automate-test-CFE95606-2A75-4F53-B4CA- eastus automation-resource-group Azure subscription 1 Default Directory
g 257EGISICA
ZBY alitomate test.-DSEAAS7A:D100/4E60:99CS; eastus automation-resource-group Azure subscription 1 Default Directory
g ER2FTT4ITCAT
o automate-test-E18E4D72-3A25-4B25-B6AF- eastus automation-resource-group Azure subscription 1 Default Directory
26CAB3D87C96 -
ff automate:test E9SAFASC-0315-486A-810D- eastus automation-resource-group Azure subscription 1 Default Directory
p |ASET4DB03EC
oY automate-test-F01C2A37-3C76-4EAD-B4AF- eastus automation-resource-group Azure subscription 1 Default Directory
666C72F073A7
1fP automate-test-F784700D-0898-4AF0-9774- eastus automation-resource-group Azure subscription 1 Default Directory
g SAS2CD3CBEED
g sutomate test-FACEN2A9:170D-4CFA-8C09- eastus automation-resource-group Azure subscription 1 Default Directory
47BFD60CBD37
1D BAGB7DAB-32BB-46CC-BIEA-BEF2EAA3DESA eastus automation-resource-group Azure subscription 1 Default Directory
+® Cohesity-TSE-WS eastus cohesity-tse-test Azure subscription 1 Default Directory
3 Cohesity-TSE-WS-Demo eastus cohesity-tse-demo Azure subscription 1 Default Directory
1 internal-demo @ eastus ying-test-resource-group Azure subscription 1 Default Directory

Y )

5. Your new workspace “Cohesity-TSE-WS-Demo” will be listed under MS Sentinel instance.

Install Cohesity Security Integration Solution

Microsoft Sentinel is a Cloud-native SIEM Solution that can be configured to integrate Cohesity Data
Cloud with the built-in Cohesity Security Integration solution available on Cohesity Marketplace. It
contains a set of bundled content including a data connector and playbook templates configured
specifically for Cohesity data.

To install the Cohesity Security Integration Solution:
1. From the Sentinel dashboard, select the created Workspace.

2. Under Content management, select Content Hub and then search for Cohesity.
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3. Inthe search results, select the “Cohesity Security Integration” solution, and on the right pane,
click Install.

G @0 O P Amsesme o

Home > Microsoft Sentinel > Microsoft Sentinel

Microsoft Sentinel « 4 Microsoft Sentinel | Content hub X
Default Directory Selected workspace: ‘cohesity-tse-ws-demo’
+ Create %} Manageview ~ - © Search « () Refrash &7 Guides & Feedback
General
Filter for any field. — [ ]
(et oy 6298  EHi2T3 “0 00
Name 7 @ Overview Solutions Standalone contents Installed Updates
- © Logs =
automate-test-B7EE3F76-88C3-4CBE-BD2F-. - y N
hd @ News & guides O cohesity T X | Status: AN Contenttype:All  Supporl Cohesity Security Integration
Q clea ace20221202
J2 Search Content sources : All
-
@ cleanworkspace2022120202 Cohesity B cohesity W 200
o Support Version

Threat management
@ cohesity-ravi-siem .
X Solutions (1) Description
& Incidents o
@ Cohesity-TSE-WS-Demo
@l Workbooks This is a Cohesity integration for use with
O cust etails Microsoft Sentinel's cloud-native security
O Hunting C information and event manager (SIEM) platform,
© deploy-test-rgT-ws1 to enable Security Operators and ITOps the
& Notebooks y to respond

Cohesity Security Integration
#* Entity behavior CohesityDev

are the key workflows:

& Threat intelligence Security - Automation (SOAR), Security -

© func-cohesity-duplicate-alerts-filter-prod-0 Cloud Security

1. Ransomware alerts from Cohesity Data
Cloud and Cohesity Cloud Services into
Microsoft Sentinel via RESTful APIs

@ function-app-no-dup Content management integration

v MITRE ATT&CK (Preview)
@ func-cohesity-duplicate-alerts-filter-prod-0.. Data connectorPlaybook (5

@ Helios2Sentinel £3 Content hub 2. Automatic Incidents with details of the

alerts
@ Ishita-workspace @ Repositories\ 2 fiew)

3. Escalate to ITSM tool via pre-built or
Q@ kishan-test-rg11-ws1 & Community custom Playbook

@ kishan-test-rg13-ws1 4. Initiate recovery of clean snapshot with no

Configuration
onfiguratior anomalies via pre-built Playbook

&% Workspace manager (Preview)

Page |1~ ofl |
g " Install View details
i B Data connectors ‘b

4. You've now installed the required Cohesity-developed playbook templates configured specifically
for Cohesity data in your Microsoft Sentinel environment.

Configure Cohesity Data Connectors

The next step is to configure Cohesity Data Connectors to start ingesting your data into Microsoft
Sentinel. Cohesity Data Connector is a Function App that establishes the secure connection between
Cohesity Helios and Microsoft Sentinel.

Before you configure data connectors, register the Azure application and grant permissions to fetch
incidents on Microsoft Sentinel.

Register Azure Application for Cohesity

To create incidents in Microsoft Sentinel and store Cohesity alert-related data on Azure Storage, the
Azure function applications need an Azure application identity. You can refer to Register a Client
Application in Azure Active Directory to learn how to register an application, check the application ID, and
create a New Client Secret.

Once you've registered the application, you should save the following information.
e Application (client) ID
e Directory (tenant) ID

e Secret Value
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NOTE: You must grant Azure Storage (user_impersonation) permission to the Azure application.

= Microsoft Azure

B Overview

& Quickstart

# Integration assistant

Manage

B Branding & properties

2 Authentication
Certificates & secrets

{Il Token configuration

9 API permissions

& Expose an APl

i App roles

& Owners

& Roles and administrators

[ Manifest
Support + Troubleshooting

& Troubleshooting

& New support request

£ Search resources, senvices, and docs (G+/)

Karthick R@cohesitysie.. @&
DEFAULT DIRECTORY &0

08 @8 0 8

Home > Default Directory | App registrations > TSE-Demo-Sentinel

- TSE-Demo-Sentin

[£ search «

APl permissions <

O Refresh | 2 Got feedback?

@ The “Admin consent required" column shows the default value
orin organizations where this app will be used. Learm more

Configured permissicns

Applications are authorized to call APIs when they are granted pe
all the permissions the application needs. Learn more about pern

—+ Add a permission

API issions name Type Description
Microsoft Graph (1)
User Read Delegated  Sign inand |

To view and manage consented permissions for individual apps, ¢

Request API permissions %

CAIlAPIs
e Azure Storage

== httpsy/storage.azure.com/ Docs

What type of permissions does your application require?

Delegated permissions

Your application needs to access the API as the signed-in user our application

Select permissions. expand al

£ Start typing a permission to filter these resuits

@ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per
permission, user, or app. This column may not reflect the value in your organization, or in organizations where this app wil be used. Learn
more

Permission Admin consent required

N/ Permissions (1)

user_impersonation ©
No
Access Azure Storage

Y 1

Set Required Permissions to Create Microsoft Sentinel Incidents

After Registering the Azure Application for Cohesity, assign the role of Microsoft Sentinel Contributor to
allow Cohesity function apps to create incidents on Microsoft Sentinel. To assign the role:

1. Under the Subscriptions tab from the Home page, choose your subscription name.

2. On the left pane, choose Access Control (IAM).
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3. Select Add > Add Role Assignment.

e

Karthick R@cohesitysie.. @

ODEFALLY DIRECTORY 9

Default Directory Subscripton
4 Add [ Manage Policies Search
Subscrip... == 26c46499-1b17-43a7-8d1i Ouervien
Acti [
My role == all Status == all 8 Achitylog
" A2 Access control (IAM)
v Add filter
@ Togs
Subscription name 1.
£ Diagnose and solve problems
Azure subscription 1 $icisity

) -

Cost Management
§. Cost analysis
Cost alerts
Budgets
@ Advisor recommendations

Billing

@ Bsilling profile invoices
Settings

& Programmatic deployment

1! Biliing properties

Resource groups

Resources

Preview features

Home > S riptions > Azure subscription 1
Subscgﬁons 99\ Azure subscription 1| Access control (IAM) X

Add + Download role assignments " ) Refresh X v A7 Feedback
role assignment

ats  Roles Denyassignments  Classic administrators
‘co-administrator

Add custom role

Check access

surce.

Review the level of access a user, group, service principal, or managed identity has to this resource. Leamn more

Grant access to this resource View access to this resource

role. to this and other resources.
Learn more ! Learn more ('

Add role assignment | View ]

View deny assignments Create a custom role

View the role assignments that have been Create a custom role for Azure resources
denied access to specific actions at this with your own set of permissions to meet
scope. the specific needs of your organization.

Learn more ' Learn more !

4. Search for the Microsoft Sentinel Contributor role and click Next.

e S e

Home > Azure subscription 1] Access control (IAM)

Add role assignment

Role Members®  Review + assign

A role definition s a callection of permissions. You can use the bui
Assignment type

Job function roles  Privileged administrator roles

7 Microsaft Sentinel Contributor X ype Al
Name * Description |
Microsoft Sentinel Automation Contributor

Microsaft Sentinel Contributor Microsoft Sentinel Contributor

< Previous | Page [ 1 of1 [ Next>

n roles or you can create your own custom roles. Leam more

Grant access to Azure resources based on job function. such as the abllity to create virtual machines.

Category - All

Microsoft Sentinel Automation Contributor

Type Ty Category Ty Details
BuiltinRole Security View
BuiltinRole Security View

A Feedback
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5. Select Assign Access to as users, group, or service principal, and select the created App from the
Select members right pane.

Home > Subscriptions > Azure subscription 1 | Ac

Add role assignment

cess control (1AM)

ssign

Role  Members®  Review + a

Selected rale

Assign access to

Object D Type

Dascription

nnnnnnnnnnnnnnn

Previous

6. Select Review + assign. This will assign the Microsoft Sentinel Contributor permissions to the
registered created app for Cohesity.

S S
Homa > 5 Az .

i 1] Access control (AM|

0 @ @® P NerthcR@oheiyse. &
o8 Q0 A ogewiT DRECTORY 8

Add role assignment

R Memt

Role

Scope Feubscrplians 26046499 1017-4347-8418-024C7908cT

Membars ame Object ID Type
Cohesity-TSE Demo 4BETAT30-0618 400 Beed o719BAATIOIS o

Description No description

Deploy Cohesity Data Connector

Once you've registered the application (identity), follow the below steps to configure the Cohesity Data
connector, which will establish the secure connection between Microsoft Sentinel and Cohesity Data
Cloud to fetch the ransomware alerts from Cohesity Data Cloud to Incidents tab under Microsoft Sentinel
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From the selected workspace, select Configuration > Data Connectors.

Search for Cohesity and select the data connector “Cohesity (using Azure function)”.
A right pane with connector details is displayed.

Select Open Connector Page. The Instructions tab is displayed.

Home

Search

Search

P
Threat management
& Incdents

@ Workbooks

© Hunting

& Notebooks

& Entity behavior

& Threat intelligence

Content management

23 Content hub

= Community

Configuration

Data connectors

& Analytic

[}

Watchlist

¥
s

Automation

£t Settings

Microsoft Sentinel

Selected workspace: ‘cohesity-tse-ws-demo

@ Repositories (Preview)

icrosoft Azure R Search resources, services, and docs (G+/)

B & 0

> Microsoft Sentinel

Data connectors

« () Refresh A7 Guides & Feedback

g More content at
=0 B o
Connectors. Connected
Q0 ;
O Cohesity| | Providers: Al DataTypes:All  Status: All Cohesity (using Azure Function)
Disconnected 3¢ Cohesity @--
status Connector name Provider Last Log Received

Cohesity

@ MITRE ATT&CK (Preview)

orkspace manager (Preview)

Cohesity (using Azure Function)

Description
The Cohesity function apps provide the ability to ingest
Cohesity Datahawk ransomuware alerts into Microsoft Sentinel

Last data received

Content source © Version
CahesitySecurity 100

Author Supported by
Cohesity Cohesity | Email

Related content

do

‘Workbooks

40

Analytics rules templates

@1
Queries

Data received Go to log analytics

A

Open connector page

4. Click Deploy to Azure.

li] Delete

Disconnected
Status

Provider

ption

Last data received

Content source @

CohesitySecurity

Author

Cohesity

Related content

do “1
Workbooks Queries
Data received

47

¢ Cohesity

ohesitysi
DEFAULT DIRECTORY &0

Home > Microsoft Sentinel | Data connectors >

Cohesity (using Azure Function)

Cohesity (using Azure Function)

Last Log Received

The Cohesity function apps provide the ability to ingest Cohesity
Datahawk ransomware alerts into Microsoft Sentinel

Version
100

Supported by

Cohesity | Emai

a0

Analytics rules templates

Go to log analytics

(Optional Step) Securely store workspace and API authorization key(s) or token(s) in Azure Key Vault. Azure Key Vault provides a secure mechanism to
store and retrieve key values. Follow these instructions to use Azure Key Vault with an Azure Function App.

STEP 1 - Get a Cohesity DataHawk API key (see troubleshooting instruction 1)

STEP 2 - Register Azure app (link) and save Application (client) ID, Directory (tenant) ID, and Secret Value (instructions). Grant it Azure Storage
(user impersonation) permission. Also, assign the ‘Microsoft Sentinel Contributor’ role to the application in the i ipti

STEP 3 - Deploy the connector and the associated Azure Functions.

Azure Resource Manager (ARM) Template
Use this method for automated deployment of the Cohesity data connector using an ARM Template

1. Click the Deploy to Azure button below.

Deploy to Azure

foreferred Subscription, Resource Group and Location
3. Enter the parameters that you created at the previous steps
4. Mark the checkbox labeled | agree to the terms and conditions stated above

5. Click Purchase to deploy.
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5. Add the below field names and click Review + Create.

Subscription - <Select the subscription name>

S

Resource Group - <Select the resource group associated with workspace>

Region - <Choose the Azure region>

o o

Workspace - <Enter the “name” of the workspace>

e. Start Day Ago - <No. of days of historical data about security incidents>

f. APl key - <Enter your API key token from Cohesity data cloud>

g. Client Id - <Enter your Client ID generated while registering the Azure function app>

Client Key - <Enter your client Secret key generated while registering the Azure function app>

= Microsoft Azure £ Search resources, services, and docs (G+/) (& @ F= ﬁﬂ:fk.ﬂ@ﬁﬁ:m‘ 6

Home

Custom deployment

@ New! Deployment Stacks et you manage the lifecycle of your deployments. Try it now —>
Template
Customized template o
14 resources & ES
Edit template dit 1 Visual

Project details

Select the subscription to manage deplayed resources and costs. Use resource groups like folders to organize and

manage all your resources Q

Subscription * Azure subscription 1 ~

Resource group * % Cohesity-TSE-Demo ~
Create new

Instance details

Region * Q (US) East US

Workspace QCohuiq-ISE-M-Mmo

Start Days Ago Q -30

Api Key qunnnnnx:x

Client Id P —
Client Key om—
[l Review + create
L ) ]
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6. You've installed the Cohesity Data Connector successfully. After installation, you should see a
welcome incident with the title Hello from Cohesity!

NOTE: The welcome incident may take a few minutes to appear after installation and all the existing

anomaly alerts will also start appearing on the incident tab.

= Microsoft Azure (Ol Sharchiredurces sarvices and docs (GEN Bl & oS @l g Kilidaochelne gy

Home > Microsoft Sentinel

& Microsoft Sentinel | Incidents 2
Selected workspace: ‘ss-ws-test’

[ search « -+ Create incident (Preview) () Refresh (D Custom range: 01/05/2023 - 12/05/2023 ~ 25 Actions [i] Delete [ Security efficiency workbook == Columns 27 Guides & Feedback
General i ;

& o Open incidents by severity
©. Overview Open incidents New incidents Active incidents 1 High (0) Medium (0) Low (1) Informational (0)
@ Logs »

- 5. Hello from Cohesity!

@ News & guides [ 19 search by ID, title, tags, owner or product ) Severity : All Status - 2 selected v More @ | Bl | i !
£ Search o

(® ) Auto-refresh incidents A& Unassign e e 11 tow -
— i Owner Status Severity

SEARMAEaemE [ severity *u. Incident ID Ty, Title Ty Alerts Product names Created

& Incidents ) . Description

O tow 1 Hello/from Cohesityli D O5/10/23 s s & test incident that confirms that the Cohesity function app
@ Workbooks installation has completed correctly. This is NOT a ransomware-

related incident.
© Hunting
& Notebooks Alert product names
#* Entity behavior
Evidence

& Threat intelligence W~ NA Oo0 R o
% MITRE ATT&CK (Preview) B Alerts L
Content manageifieit Last update time Creation time
B3 Content hub 05/10/23, 02:30 PM 05/10/23, 02:30 PM

@ Repositories (Preview)
@ The investigation graph requires that your incident
& Community includes entities (for example: user, host, IP, etc). Use the
entity mapping option when defining your alerts. Learn
more >

Configuration

&% Workspace manager (Preview) < Previous 1-1 Next > View full details Actions v/

B Data connectors

Configure the Cohesity Playbooks

20

Once you have installed the Cohesity solution, the Cohesity playbook templates are available in Microsoft

Sentinel to unite security and IT teams for collaborative investigation and remediation. To check the
playbook templates, go to Automation -> Playbook templates and search for Cohesity. Cohesity
solution provides the following playbooks:

Figure 3: Cohesity Playbooks use cases

EX

Caﬁ:t:r Send Restore object to Gosn

ServiceNow Incident its latest clean
Incident Email snapshot

Fetch
Ransomware

Alert
Alerts

e Cohesity Send Incident Email — ends an emalil to the recipient with the details related to the
incidents.

e Cohesity CreateOrUpdate ServiceNow Incident — Creates and updates the incident in the
ServiceNow platform.

Anomaly
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e Cohesity Restore From Last Snapshot — Allows you to restore your data from a clean snapshot.
e Cohesity Close Helios Incident — Allows you to resolve alerts on Cohesity Data Cloud.

e Cohesity Delete Incident_Blobs — Deletes the blobs on Azure storage created by an incident that is
generated by the Cohesity function apps.

= Microsoft Azure £ Search resources, services, and docs (G+/) T 0 & ® & 5;:3:!;:.?%}5:32; 4

Home > Microsoft Sentinel

Microsoft Sentinel | Automation X
Selected workspace: ‘tse-demo-sentinel-ws

[ search « + Create ~ () Refresh 5 Automation health workbook | 37 Guides & Feedback

- Search

A\ Playbook with "content source = gallery content” have been removed. All the remaved content and more is available in content hub. Click here to reinstate in use “cantent source = gallery content” templates.
Threat management

& Incidents s 0 ‘N 0 1) 18 ﬁ‘ More content at

© O
@ Workbooks Automation rules Enabled rules Enabled playbooks Content hub
© Hunting «
& Notebooks utomation rules  Active playbook: Playbook temp (Preview)
Entity behavior ‘}f‘ cohesity x Trigger : All Logic Apps Connectors : All Entities : Malware Tags - All Source name : CohesitySecurity

& Threat intelligence
o MITRE ATTACK (Preview) Name 1y Trigger . Logic Apps Connectors  Entities Tags Last modified Ty Source name 1,

Cohesity Incident Email & Microsoft Sentine..  Qutlock.com +10 & Malware SOAR  Email Notificat... 12/23/22,0427PM  CohesitySecurity
Content management

Restore From Last Cohesity Snapshot & Microsoft Sentine..  Azure Blob Stor... +2 0 & Malware DataHawk SOAR C.. 01/13/23,0332PM  CohesitySecurity
£ Content hub

Cohesity Create or Update ServiceNow incident & Microsoft Sentine...  ServiceNow +1D & Malware ServiceNow SOAR .. 12/23/22,0332PM  CohesitySecurity
& Repositories (Preview)

Delete Cohesity incident blobs i Microsoft Sentine..  Azure Blob Stor... +10 & Malware Cleanup 01/21/23,042TPM  CohesitySecurity
& Community

Close Cohesity Helios Incident i Microsoft Sentine..  Azure KeyVault +10) 4 Malware DataHawk SOAR C.. 01/13/23,0332PM  CohesitySecurity

Cpnfiguration
mmkspace manager (Preview)

B Data connectors
& Analytics

B Watchist

6 Autgmation
i‘é revious page[ 1 v Jof1 Next
£ Set
L

Now, Let's see how we can configure the different Cohesity-developed playbooks on the Microsoft
Sentinel platform.

Cohesity Incident Email Playbook

This playbook sends an email to the recipient with the incident details. After you assign the permissions to
playbook, you need to perform the below configuration steps to enable this playbook:

1. From the Workspace, under the Configuration pane, navigate to Automation tab, and select
Cohesity Incident Email Playbook.
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2. Click Create playbook.

22

@ & Karthick.R@cohe:

DEFAULT DIRECTORY (

Home > Microsoft Sentinel | Automation >

Create playbook

@ Basics () Parameters  (3) Connections  (+) Review and create

Select the subscription to manage deployed resources and costs. Use resource groups like folders to
arganize and manage all your resources.

Subscription * | Aure subscription 1 ~]
Resource group * [ ss-RG-Test v
Create new
Region *
East Us

Playbook name *

My_Cohesity_Send_Incident_Email_| v

[ enable diagnostics logs in Log Analytics

Log Analytics workspace

SS-WS-Test

[[J Assaciate with integration service environment ()

Integration service environment

Next : Parameters >
h

3. Enter the field details and click Next: Parameters

e Subscription
e Resource group

e Playbook Name

Karthick R@cohesi
DEFAULT DIRECTORY (COHES

Home > Microsoft Sentinel | Automation >

Create playbook

© Basics () Parameters  (3) Connections  (+) Review and create

Select the subscription to manage deployed resources and costs. Use resource groups like folders to
organize and manage all your resources.

Subscription * [ Azure subscription 1 M
Resource group * [ s5-Ro-Test V]
Create new
Region *
Fast Us

Playbook name *

[ My_Cohesity_Send_Incident_Email ] -]

[ enable diagnostics logs in Log Analytics ©

Log Analytics workspace

SS5-WS-Test

[ Associate with integration service environment

Integration service environment

Next : Parameters >
k
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4. Enter the recipient's email address and click Next: Connections.

Karthick R@cohesity: °
DEFAULT DIRECTORY (COHESITY... @0

Home > Microsoft Sentinel | Automation >
Create playbook X
@ Basics € Parameters  (3) Connections  (+) Review and create
EmaillD * O
[ @outlook.com| v
Next : Connections >

L 0 1

5. Click Next: Review and create. This will review and validate the parameter details.

® & Karthick R@coh

Home > Microsoft Sentinel | Automation
Create playbook

@ Basics @ Parameters € Connections  (+) Review and create

For each connector this playbook uses, you can choose to use an existing connection from another

playbook. Otherwise, you must create a new connection and authenticate when you are brought to the
Logic Apps designer after your playbook is deployed

Microsoft Sentinel

Connect with managed identity

o £ Outlook.com New connection will be configured

e

and create >

DEFAULT DIRECTORY (COHESITY.
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6. Click Create and continue to designer. This will redirect to the Logic apps window to authorize the

API connections.

= Microsoft Azure £ Search resources, services, and docs (G+/) X 0 & @ gJ KrthickR@cohesitysie..

Home > Microsoft Sentinel | Automation

Create playbook

@ Basics @ Parameters @ Connections @) Review and create

Basics

Subscription Azure subscription 1

Resource group S5-RG-Test

Region East US

Playbook name My_Cohesity_Send_Incident Email_
Diagnostics logs workspace Disabled

Integration service environment Disabled

Parameters

EmaillD Cohesity TSE@outlook.com
Connections

Microsoft Sentinel

Connect with managed identity

@ Note: Grant permissions to the managed identity after deployment.
[ outlook.com

New connection will be configured

@ Note: Authorize this connection after deployment in the Logic App designer

Create and continue to designer
! U

DEFAULT DIRECTORY (COHESITY...
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Authorize Microsoft Sentinel to Access Outlook

After creating the playbook, you should authorize a connection from the Logic Apps to access Outlook.

To authorize the connections:
1. In Microsoft Sentinel, go to Logic Apps, and choose your playbook.
2. Choose Development Tools > APl Connections.

3. Select an Outlook connection to authorize.
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4, Select General > Edit APl Connection.

e o 47

Home > Micrasoft Sentinel > Microsoft Sentinel | Automation > MMy_Cohesity_Send_Incident_Email | APl connections > Outlook-MMy_Cohesity_Send_Incident_Email

@y MMy _Cohesity Send_Incident_Email | A...

Logic app

Search

Overview

Activity log
fn, Access control (1AM)
@ Tags

£* Diagnose and solve problems

) Refrest

APl connections associated with the logic app
MicrasoftSentinel-MMy_Cohesity_Send

Qutlook-MMy_CohesitySend_Incident

V4 Outlook-MMy_Cohesity Send_Incident_Email | Edit APl connection # X

AP| Connection
Search
Overview
E Activity log
A Access contral (LAM)
® Tags
Z* Diagnase and solve problems

Settings

j Edit APl connection

Edit AP1 connection lets you update the display name and refresh the authorization for this Saa$ provider.

APl

Display Name
Outlaok-MMy_Cohesity_Send_incident_Email

Authorize

Degelopment Taals
General

B Versions "

/> Logic app cade view

Properties

AP inecti
connections & Edit APl connection

& a2 Jart quides
Manitoring
Settings R Alerts
) Workflow settings
Automation
Authorization
£. Tasks (preview)
@ Access keys
% Export template
Identity

111 Properties Support + troubleshooting
8 Locks 2 New Support Request

Monitoring

WA wert https:fiportal. azura. onmicrosoft 1b17-43a7-8d18 o i MMy_Cohasity_Send_incident_Emailjedit

5. Select Authorize and you will be redirected to an email account configured to authorize the
connections.

6. After authorizing the connection to Outlook, Go to the Incidents tab under the selected workspace,
and select Run to trigger the playbook.

NOTE: Make sure the user that runs the playbook has the role Microsoft Sentinel Playbook Operator
assigned. To assign the role, refer set required permissions to access playbook.

Chrome File Edit View History Bookmarks Proft

Sat 15 Jul 6:51 AM

e0e GlrSexSleBERAGS SBERBS S S SSAA x BARAAARDRBRRSSReERES S S MBOOSS G S + v
& > C & portalazure.com/#view/Microsoft_Azure_Security. gh g f %2F26c46499-1b17-4327-8d18-024c7910%bc.. X ) % &« » 0O s H
© Cohesity - Signin B3 Lab B3 Confluence B3 Pulse B General B Anomaly detection B3 7.0 G security-config up. Security Prioritiza.. B3 Security integratio.. & Security pitches u. » B3 Other Bookmarks
i 3 Karthick R@cohesitysie.. @
D Run playbook on incident @ Playbook was triggered successfully
& Cluster: punitCO660dWin16-Test-SBX. Source: sac01-pn ‘e e m.cohesty.com  piaybook ‘MMy.Cohesity.Send.Incident Email' was
Bl o 0y kit triggered successtully.
efresh
() Refresh [@] Delete incident ® Logs [3 Tasks (Preview) [® Activity log . @

@ 1his is the new improved incident page (currently in preview). You can use the toggle to switch back Select a playbook to run now on the incident. Only enabled playbooks configured with the Microsoft Sentinel incident trigger can be

triggered.
Low v New v
Severdy status

assigned
Overview  Entities Search by name

Subscription : Azure subseription 1 More (2)

Incident timeline T4 Name Ty Subscription T4 Resource group T Plan T4
Cohesity._Incident RAG Azure subscription 1 4) S5-RG-Test Consumption [ Run
Sescrip
Anomalous change in fle system detected on Win16-Test-SBX, a -~ Dev_clone Azure subscription 1 5] $S-RG-Test Consumption [Run
symptom of potential ransomware attack on your primary environment o
se: The recent protection run of Protection Group k Azure subscription 1 ) $S-RG-Test Consumption
t2DNCO with job id 2063154 has dramatic changes

in the composition of files, which is a significant deviation from the Azure subscription 1 Consumption
previously observed protection runs. Anomal ngth: 5. Additional

Info- Use the latest clean snapshot taken at 02, Jun 2023 1012 PM to
perform Instant Recovery. Helios ID:

MMy_Cohes Azure subscription 1 Consumption

it Mmy_ Cohesity_Restore Agure subscription 1 % SS-RG-Test Consumption
MMy, Cohesity_Send.In. Azure subscription 1 +) S5-RG-Test Consumption
My_Cohesity_CreateOrU, Azure subscription 1 %) SS-RG-Test Consumption
Evicaiig My_Cohesity.Restore_Fr Azure subscription 1 4] $5-RG-Test Consumption
My. Cohesity_Send._nci Azure subscription 1 o Consumption [ Run
*NA 90 RO i s L=
PEDA AL, Skt Similar incidents (Preview) |
” s et Azure subscription 1 o S5-RG-Test Consumption Run
Azure subscription 1 % SS-RG-Test Standard | Run
@ The investigation graph requres that your incident includes entiies
for example” user, host. 17 etc ). Use the entty mapping option
when defining your alerts. Learn more
i Page| 1 |of1
L )
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7. You will get an auto-notification email with Incident details from the configured email ID.

€ Outlook File Edit View Message Format Profiles Tools Window Help ) Sat 15 Jul 7:05 AM

® Cohesity Alert - Inbox » :

W Delete T Archive Fg Move [ Flag ~ & MarkasUnread () Sync Send to OneNote (U Report

Cohesity Alert R
e Cohesity @outlook.com> Thursday, 13 July 2023 at 2:54 AM
To:

Hello SecurityTeam,

You have a Cohesity incident from Microsoft Sentinel. Below is information:

Incident ARM Name: 1507¢467-a573-4a92-b0c4-dbcble6dd4fd

Description: Anomalous change in file system detected on RansomwareVm-file-ext-prod-canary, a symptom of potential ransomware attack on your primary environment. Alert cause: The recent protection run of
Protection Group anti-ransomware-fastsim-prod-SBSC with job id 34773 has dramatic changes in the camposition of files, which is a significant deviation from the previously observed protection runs. Anomaly
Strength: 90. Additional Info: Use the latest clean snapshot taken at 12, Jul 2023 04:25 PM to perform Instant Recovery. Helios ID:

Severity: High

Incident ID: 287

Incident Create Time Utc: 2023-07-12716:40:07.5438692Z

rgll, ders/Microsoft.Oy i ts/workspaces/kishan-test-rg11-ws1/providers/Microsoft.Securitylnsights/Incid 1507c467-a573-4a92-b0c4-db

Please review and update incident accordingly.

Cohesity Team

Cohesity Close Helios Incident
This playbook allows you to resolve alerts on Cohesity Data Cloud. Once you assign the permissions to
playbook, you have to perform the below configuration steps to enable this playbook:

1. From the workspace, under the Configuration pane, navigate to the Automation tab, and select the
Cohesity Close Helios Incident Playbook.

2. Click Create playbook.

Home > Microsoft Sentinel

2+ Microsoft Sentinel | Automation X

Selected workspace: ss-ws-test

O Search « + create v () Refresh [N Automation health workbook 27 Guides & Feedback

3 Search

151 M1 2120 B Moroconenin

Threat management
it Automation rules Enabled rules Enabled playbooks Content hub

& Incidents

@ Workbooks

Automation rules  Active playbooks  Playbook templates (Preview) [#] Close Cohesity Helios Incident
© Hunting
© cohesity x Trigger : All Logic Apps Connectors : All  More (3) & Microsoft Sen... (3 Content hub (© 13/01/2023, 15...
& Notebooks Trigger type Content source Last update time
#  Entity behavior Name Ty Trigger Ty Logic Apps Connect...  Entities Tags Last! peccrinton
& This playbook cl the ding Cohesity DataHawk (Heli
D Threstintalligence Close Cohesity Helios Incident & Microsoft Senti..  AzureKeyVa.. +10) 4 Malware G g Coesly T eflos)
® i P .
MITRE:ATTACK (Preview) ity Create or Update Servic & Microsoft Senti. ServiceNow +1 (D & Malware ServiceNow SOAR ... 12/2
Connectors in use
Content management Delete Cohesity incident blobs & Microsoft Senti. AzureBlobSt.. +10) 4 Malware Cleanup 0172 Microsoft Sentinel Azure Key Vault
£ Content hub INUSE Restore From Last Cohes... & Microsoft Senti..  AzureBlobSt.. +2() & Malware DataHawk SOAR .. 01/1
Prerequisites
@ Repositories (Preview) INUSE Cohesity Incident Email & Microsoft Senti... Outlook.com +1 0 & Malware SOAR  Email Notific.. 12/2. Deploy the Cohesity configuration and function apps (see details
here).
& Community
Post deployment steps
Configuration Grant KeyVault permissions to your playbook
/orkspace manager (Preview) Source name Version
Cohesitysecuri 10
! Data connectors ety
& Analytics Supported by Author
Cohesity | Email Cohesity

B Watchlist

-~

| Page[1 v Jof1 Next

6 Automation
& Settings @ Create playbook
8
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3. Enter the field details and select Next: Connections:
e Subscription
e Resource group

e Playbook Name

_m o S S o )

Home > Microsoft Sentinel | Automation

Create playbook

@ Basics  (7) Connactions (3 Review and create

Select the subscription to manage deplayed resources and costs. Use resource groups like folders to

organize and manege al your resources
as-um dption

e sibecrghon <]
Rescuren group * S5 G et V]
Region
loybook narme
[Vo-Coesty Cresteorupaate Semicaiow inedene] g

(] Enable diagnastics logs in Log Analytics @

B &

® s 0 8

Karthick R@cohesitysie.. @
DEFAULT DIRECTORY (COMESITY_. &9

4. Click Next: Review and create. This will review and validate the parameter details.

e e

Home > Microsoft Sentinel | Automation

Create playbook

@ Basics @ Connections Review and create

book uses, you can choose to use an existing connection from another
st creat nection and authenticate when you are brought to the

t create a new connecti
r playbook is deployed.

Previous Next : Review and create >

Karthick R@cohesitysie.

DEFAULT DIRECTORY (CORESTTY.
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5. Select Create and continue to designer.

Home > Microsoft Sentinel | Au
Create playbook

»»»»»»»
h )

6. After creating the playbook, Grant KeyVault Permissions for the playbook to access the objects.

Create Automation Rule to Resolve Cohesity Data Cloud Alerts

You can create an automation rule to resolve alerts on Cohesity Data Cloud. To create an automation
rule follow the below steps:

1. In your Microsoft Sentinel workspace instance, go to the Automation tab under the Configuration
pane.

2. Select Create > Automation Rule.
3. From the automation rule panel, Enter the Field details and select Apply
e Automation rule name -<Enter a name for your rule>

e Trigger - <From the Trigger drop-down, select the appropriate trigger according to the
circumstance for which you're creating the automation rule - “When incident is updated”™

e Conditions - <Define the conditions>

e Actions - <Add a run playbook action, you will be prompted to choose from the drop-down list of
Cohesity playbooks>

e Rule Expiration - <Set an expiration date for your automation rule if you want it to have one>

e Order - <Enter a number under Order to determine where in the sequence of automation rules
this rule will run>

NOTE: You should create this automation rule only if you’re using Microsoft Sentinel as the only
SIEM/SOAR solution. If you're also using another SIEM/SOAR solution, then resolving the alerts through
Microsoft Sentinel may remove it from the other SIEM/SOAR solutions.
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= Microsoft Azure O Search resources, services, and docs (G+/) ] & @O & gijkD:g%olﬁww &

Home  Microsoft Sentinel Create new automation rule X
. Microsoft Sentinel | Automation
O Setected workspace: ss-ws-test lutomation rule name.
- Close Cohesiy_Helios_Incident
2 Search Create » () Refresh [ Automation health workbook Enat [ M dov
General
o ° ol A 21 B o rigger

@ Overview Automatian rules Enabled rules Enabled playbooks onen

When incident i updated %
2 Logs
@ News & guides Automation rules  Active playbooks  Playbook templates (Preview) Q
O search Conditions

O Search Analytic rles : Advanced Multstage Attack Detection  Actions  If
Threat management Incident provider Equals oA o
8 Incdents | Order  Display name Trigger Analytic rule nam. Actions
@ Workbooks 1 ClaseSenvicenowticket... 73 Incident updated Al Run playbook ‘MM... Analytic nile name Contains el ~
© Hunting
Status. ~~ | Changed To | Closed ~

E Notebooks
# Entity behavior + Add

& Theeat intelligence

8 MITRE ATT&CK (Preview)
ctions ()

Content management Run playbook o o]

€5 Content hub

@ Repositories (Preview)

B Community

Confguration
& space manager (Preview)

B Data connectors.

+ Add action

Rule expiration ©

Indefnite @[ Time
& Analytics
Order
@ watchlist
2
5 Automation
& se
11w
Foply Cancel
L

Cohesity Create or Update ServiceNow Incident

This playbook creates a ticket on ServiceNow's platform. It can also be used for updating the ticket or
closing it on ServiceNow. Once you assign the permissions to access the playbook, you have to perform
the below configuration steps to enable this playbook:

1. From the workspace, under the Configuration pane, navigate to the Automation tab, and select
Cohesity Create or Update ServiceNow Incident.
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2. Click Create playbook.

Home > Micrasoft Sentinel

13 Microsoft Sentinel | Automation

Selected workspace: ss-wi-test

@ News & guides Automation rules  Active playboaks

5 search
£ Search by name igger : All
Threat management

'® MITRE ATTECK (Preview)
Cantent management

£ Content hub

@ Reposiaries (Preview)
= Community
Configuration

& Workspace manager (review)
i Data connectors

& Analytics

B Watchiist

5 Automation

% Settings

Previous | page 1 v of1 | Next

£ search Create () Refresh  E) Automation health warkbook
Gonenl
5 O ‘
© Ownven Nimaionues i s Sraid s
£ Logs

ok templates (Preview)

7 Guides & Feedback

ﬁ| More content at
Content hub

Logic Apps Connectors ; All Enities : Malware

\idarts Nome Trigger T4 Logic Apps Connect...  Entities Tags

il Worcbooks WUsE Close Cohesity Helios Incident & Microsoft Senti..  AzureKeyVa. +10 & Malware  DataHawk SOAR .
© Hunting Cohesity Create or Update ServiceNow in.. & Microsoft Senti..  SenviceNow +1 # Malware  ServiceNow  SOAR
& Notebooks £ Delete Cohesity incident blabs S Micosoft Senti..  AzureSlobSt. +10 & Malware  Cleanup

2 Entty behavior WUse Restore From Last Cohesity Snaps . i@ Microsoft Senti..  AzureBlobSt. +2() & Malware  DataHawk  SOAR
O Teatinsligence WUsE Cehesity Incident Email & wicrosoftSenti.. Outiook.com 410 & Malware  SOAR  Emal Notfic.

Tags : All

Lastmodified 7o
01/13723,03:32 M
12/23/22, 03:32 PM
01/27/23, 0427 PM
01/13/23,03:32 PM

12723722, 04:27 PM

 More

Source name T
CohesitySecurity
CohesitySecurity
CohesitySecurity

Coh

Security

Cohesitysecurity

Karthick R@cohesitysie.

[DEFAULT DIRSCTORY (COHESTTY.

[} cohesity Create or Update ServiceNow incident

& Microsoft Sentine... & Content hub
Trigger type Content source

0 2301272022, 15:32..

Lastupdate tme

Description
This playbook creates and updates the incident n the Senviceaw
plator

[ o [ —— 5] servetion
—
Create an account for ServiceNow.

Post deployment steps

1. Update ServiceNow credentials in the playbook

2 For the playbook te run, there s 2 need to assign the Microsoft Sentinel
Responder role to the playbook's managed identity.

3. (Recommendation) You can create an autamation rule to close the
corresponding ServiceNow ticket when the corresponding Sentinel ticket is
closed

Source name Version
Security

Supported by Author

Cohesity | Email Cehesity

Create playbook

3. Enter the field details and click Next:
e Subscription
e Resource group

e Playbook Name

Connections:

AT e e e e )

Home > Microsoft Sentinel | Automation

Create playbook

3) Connections (1) Review and create

© sasics

Select the subscription to manage deployed resources and costs. Use resource groups like folders to

arganize and manage all your resources.
25« bsciiption *

Raure subeciption 1 V]
Q Resourcegroup SoRcTen <]
Create new
Region *
EastUS
Playbook name *
[[My_Cohesity_CreateOrUpdate ServiceNow_Incident | -]

7] Enable diagnostics logs in Log Anaiytics

Log Analytics workspace

[7] Assaciate with integration service environment )

Integration service environment

&

Karthick R@cohesitysie.
DEFAULT DIRECTORY (COHEST

30

Send Feedback

Integrate Microsoft Sentinel With Cohesity Data Cloud


mailto:techguides@cohesity.com?subject=Feedback%20on:%20Integrate%20Microsoft%20Sentinel%20With%20Cohesity%20Data%20Cloud&body=_______________________________________________________________%0D%0A%0D%0ASubtitle:%0D%0A%0D%0AVersion:%201.1%0D%0A%0D%0ADate:%20July%202024%20%0D%0A%0D%0ASection:%20%0D%0A%0D%0ATable%20Number:%20%0D%0A%0D%0AFigure%20Number:%20%0D%0A%0D%0AFeedback:%20%0D%0A%0D%0A%0D%0A_______________________________________________________________%0D%0A

COHESITY "

4. Click Next: Review and create. This will review and validate the parameter details.

e,

Home > Microsoft Sentinel | Automation

Create playbook X

@ pasics @ Connections Review and create

For each connector
playbook. Otherwi st create a new connection and authenticate when you are brought 1o the
Logic Apps designer after your playbook is deployed.

lbook uses, you can choose to use an existing connection from another

stinel

previous | [
: O :

5. Click Create and Continue to designer. This will redirect to the Logic apps window to authorize the
API connections.

B8 0 Al e @

Home > Microsoft Sentinel | Automation

Create playbook X

@ Basics @ Connections @ Review and create

My_Cohesity CreateOrUpcate ServiceNow_Incident.

Disabled
Disabled

Connections

2 Microsoft Sentinel

Connect with managed icentity

@ Note: Grant permissions to the managed identity after deployment.
[3] serviceNow

New connection will be configured

@ Note: Authorize this connection after deployment in the Logic App designer

previous | [
S % 4
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Authorize Microsoft Sentinel to Access ServiceNow Account

After creating the playbook, the next step is to authorize Microsoft Sentinel to access your ServiceNow
account. Follow the below steps to enable the ServiceNow API connections:

Go to Logic Apps and choose your playbook “Cohesity Create or Update ServiceNow Incident”.
Select Development Tools > API Connections.

Select a ServiceNow connection to authorize.

Select General > Edit APl Connection.

Enter the domain of your ServiceNow instance and credentials.

o g~ w Pk

Click Save.

e 5 Microsoft Sentinel | Automation > MMl Cohesity CreateOrUpdate ServiceNow Incident | API connections > Service-Now-MMy_Cohesity CreateOrUpdate_ServiceNow Incident
2, MMy_Cohesity_CreateOrUpdate_Service... f Service-Now-MMy_Cohesity_CreateOrUpdate_ServiceNow_Incident | Edit AP| connection X
Logic app APl Connection
£ search (O Refresh

'G / Edit API connection
o Overview

APl connec:
Edit API connection lets you update the display name and refresh the authorization for this SaaS provider.

. Microsoftsentinel-MMy_Cohesity_Creat... Pl
£, Access control (AM) "
Service-Now-MMy_Cohesity_CreateOr.
® Togs
Display Name
2 Diagn

Service-Now-MMy_Cohesity CreateOrUpdate ServiceNow.Incident

Development Tools Settings Instance *

gic app designer

<> Logic app code view P— Q Username *

B Versions W praml
Il Properties
APl connectipps —— password *
& Quick start | ...... o
Monitaring
Settings LU

& Workflow settings
Automation
Authorization
Lo Tasks (preview)
@ Access keys
1 Export template

denity
Il Properties Support + troubleshooting
8 Locks 2 New Support Request
Monitoring
B Alerts
i Mevrics

B Diagnostic settings
@ logs

Diagnostics
Automation

T Tasks (areview)

Assign the Microsoft Sentinel Responder permissions to the created playbook

The created playbook must have responder permission to respond to the alert and take automated
actions.

To assign the role:
1. Under the Subscriptions tab from the Home page, choose your subscription name.

2. Onthe left pane, select Access Control (IAM).
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3. Select Add > Add Role Assignment.

P Access control (IAM) Add custom role

Check access

T Add filter aurce.

€ Tags
Subscription name 1
£ Diagnose and sclve problems

Azure subscription 1

6]

@ Security

Events

Cost Management

S, Cost analysis

Grant access to this resource
B3 Costalerts
) Budgets Grant access to resources by assigning a
role.

@ Advisor recommendations Learn more 7

ling

Add role assignment

@ sBilling profile invoices

Settings
£3 Programmatic deployment View deny assignments

II! Billing properties
View the role assignments that have been

[ Resource groups denied access to specific actions at this
scope.
<Previous |Page [1 v | oft| Next: Resources Learn more (7

Preview features

olumns

Deny assignments

Home > Suscriptions > Azure subscription 1
Subscngtions « pR Azure subscription 1| Access control (IAM)
Default Directory Subscription
~ Add  [Z] Manage Policies £ Search « + Add  + Download role assignments == Edit
_ ! Overview d role assignment
Subscrip.. == 26¢46499-1b17-43a7-8d1: @ Ats Roles
Acti I - i
My role == all Sl B Actiotylog co-administrator

O Refresh | > Remove A7 Feedback

Classic administrators

Review the level of access a user, group, service principal, or managed identity has to this resource. Learn more

View access to this resource

View the role assignments that grant access
to this and other resources.
Learn more (57

Create a custom role

Create a custom role for Azure resources
with your own set of permissions to meet
the specific needs of your organization.
Learn more ('
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4,

Add Microsoft Sentinel Responder to the created playbook name.

e e e

Home > Subscriptions » Azure subscription 1] Access control (1AM)

Add role assignment

Role®  Members®  Review + assign

A role definition is 2 collection of permissions. You can use the built-in reles or you can create yeur own eustom reles. Learn more
Assigament type
Job function roles  Privileged administrator roles

Grant access to Azure resources based on job function, such as the ability to create virtual machines,

[ MicrosoftResponder % typecan Category : All

Name 1 Description 4

Microsott Sentinel Responder Microsoft Sentinel Responder

Showing 1-10f 1 results.

Review + assign Previous

Type T Category Ty

Builtinkole Security

Karthick

hesitysi
DEFAULT DIRECTORY (COMESTY.

Details

View

P Feedback
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i " Karthick R@cohesitysi
2 m N QR e

Home > Subscriptions » Azure subscription 1| Access control (IAM)

Add role assignment

Select managed identities x

A\ some resuits might be hidden due to your ABAC condition

Role  Members'  Review + assign .
—_ QupSubsrption

Aaure subscription 1 ~
Selected role Microsoft Sentinl Responder

Qs ety
Assign access to User, group, or senice principal Al system-sssgned managed dentites (52) v

Managed identity

Qe

Search by name

Members TSelect members
My_Cohesity_Close_Helios_Incident-ms
MNarme. Object ID Type 1617-437-84 De
Nomembersasiedted My_Cohesity._CreateOrUpdate_SenviceNow_Incident
1617-4337-88 R
My_Cohesity CreateOrUpdate_ServiceNow Incident-ms.
Description Optional 1517-4337-84 18- e

My_Cohesiy_ Delete_incident_ Biobs
To17-43a7-84 18-024C
My_Cohesity_Delete_Incident_Blobs.
Tb17-43a7-8016-024c
My, Cohesity Restore From Last Snapshot
Jsubsaptions/26cA6489- 1b17-43a7-84 18- 024C73009bcT resourceroups/TSE-De.
My_Cohesiy Restore_From_Last Snapshot
T To17-43a7 bd

Selected members:

My_Cohesity CreateOrUpdate_ServiceNow Incident -
1b17-4337-89 emave

Revew + aign pevous | [ g8 | Cloe FPreedback

5. Click Next and select Review + Assign. This will assign the Microsoft Sentinel Responder
permissions to the playbook.

; , Karthick R@cohesitysis
L e e

Home > Subscriptions > Azure subscription 1| Access control (AM)
Add role assignment X
Role  Members  Review + assign
Role Mirozaft Sentinel Responder
Scope Joubscrptions/26CA549-1017-43a7 -84 18-024CT903beT
Members Name Object ID Type
My_Cohesity_CreateOrUpdate_ServiceNow_Incident €39641b4-b5f9-4193-9594-384c05¢3ce?9 Logic app &
Description No description
Review + assign Previous Next 7 Feedback
. Pl
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Create Automation Rule to Close ServiceNow Incidents

To automate the ServiceNow actions from Microsoft Sentinel, you can create an automation rule for
SNOW_Record_Create_Update_Playbook. This means that if an incident in Microsoft Sentinel is closed
and the corresponding incident in ServiceNow is open, then this automation rule will ensure to run the
playbook and close the incidents in the ServiceNow platform.

To create an automation rule:

1.
2.

In Microsoft Sentinel, go to the Automation tab under the Configuration pane.
Click on Create > Automation Rule.

From the automation rule panel, enter the Field details, and click Apply

e Automation rule name - <Enter a name for your rule>

e Trigger - <From the Trigger drop-down, select the appropriate trigger according to the
circumstance for which you're creating the automation rule such as when the incident is updated>

e Conditions - <Define the conditions to match>

e Actions - <Add a run playbook action, you will be prompted to choose from the drop-down list of
Cohesity playbooks>

e Rule Expiration - <Set an expiration date for your automation rule if you want it to have one>

e Order - <Enter a number under Order to determine where in the sequence of automation rules
this rule will run>

NOTE: You can create the incident on ServiceNow using playbook SNOW-CreateAndUpdatelncident.

Home

3 Microsoft Sentinel | Automation

@ News &guides Automation rules  Active playbooks  Playbook templates (Preview)

“® MITRE ATT&CK (Preview)

Content management Q
ul Actions.

Indefinite
B Watchlist |

3 Automation

4 setings

Microsoft Sentinel

Edit automation rule X

Create w () Refresh [N Automation health workbook 7 Edit Disable

&)
jon rules Enabled rules Enabled playboaks

ules : Advanced Multistage Attack Detaction Actions i

Analytic rule nam...  Actions
Al Run playbook MM. Analytic ule name Contains ~ | A ~

al Run playbook ‘Coh

Tag « | Contains ~
Al Run playbook My,

+ Add action

Rule expiration ©

Order
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Delete Cohesity Incident Blobs

The data on Azure storage created by a Microsoft Sentinel incident is not required once the ransomware
alert on Cohesity Helios is resolved. This playbook allows you to delete those blobs. Once you assign the
permissions to access the playbook, you need to perform the below configuration steps to enable this
playbook:

NOTE: Cohesity recommends running this playbook as per organizational policy to clean up storage.

1. From the workspace, under the Configuration pane, navigate to the Automation tab and select
Delete Cohesity Incident Blobs.

2. Click Create playbook.
[ = meworawe R BB 08 0 R pdesere &

Home > Microsoft Sentinel
s Microsoft Sentinel | Automation X
P Searc Create () Refresh [T Automation health workbook | 47 Guides & Feedback
General . 3 N3 2 _

N " Ay More content at
© Overview Atomation les Enabled rules Enabled playbooks 8 coventhb

£ logs

@ News & guides Automation rules  Active playbooks  Playbookgemplates (Preview) 1) Delete Cohesity incident blobs
£ seareh
£ Sesich by name er : All Logic Apps Al Enties : Malwara  Tags: Al ™ More £ Microsoft Sentine... & Content hub 027/01/2023, 16:27....
Trigger type Content source Last update tme

Threat management

—— Name 1. Trigger 7L Logic Apps Connect...  Entities Tags Last modified 7. Source name 7L
N p . fabta 3,0 “This playbook deletes the blobs 0n Azure storage created by an incident
@ workbooks INUSE Close Cohesity Helios Incident & Microsoft Senti..  Azure KeyVa. +1 & Mabware  DataMawk SOAR . 01/13/23,0332PM  CohesitySecurity — by Cobasty fomcton spps
Cohesity Create or Update ServiceNow in. & Microsoft Senti. ServiceNow +1 (0 & Malware ServiceNow SOAR .. 12/23/22,03:32 PM CohesitySecurity
@ Notebooks Delete Cohesity incident blobs & Microsoft Sentl..  AzureBlobSt. +10) 4 Malware  Cleanup 01/27/23,0427PM  CohesitySecurity. [ cure sib storage
Entity behavior e Restore From Last Cohesity Snaps.. & Microsoft Senti..  AzureBlobSt.. +2©) 4 Mabware  DataHawk SOAR .. 01/13/23,0332PM  CohesitySecurity
© Thaatinteligance INUSE Cohesity Incident Email & Miceosoft Senti.. Outloak com +1 & Mabuare  SOAR  Email Notific.. 12/23/22,0427PM  CohesitySecurity 1 and function apps (see details here)
"% MITRE ATTAICK (Preview)
Content management
Version
& Content hub 10
Repositaries (Preview:
& Rep ) Supported by Author
B Community Cohesity | Email Cohesity

Configuration
& Workspace manager (Praview)
£ Data connectors.

Analyties
B Watchlist

% Automation,

& settings {b
Page 1w Jor1 [ Nex
S
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3. Enter the field details and click Next: Connections:

e Subscription
e Resource group

e Playbook Name

L e e e )

Karthick R@cohesitysie..

E o0 8 0 &

Home > Microsoft Sentinel | Automation

Create playbook

%) Connections

© Basics ) Review and create

Select the subscription to manage deployed resourees and eosts. Use resource greups like folders to
organize and manage all your resources.

Subscription *

Azure subscription 1 ~
h Resource group * 55-RGTest hd
Create new

Region *

My_Cohesity_Delete. Incident Blobs

Enable diagnestics logs in Log Analytics

Log Analytics workspace

[] Associate with integration service enviranment ©

Integration service environment

B

DEFAULT DIRECTORY (conesiTY_. 4

4. Click Next: Review and create. This will review and validate the parameter details.

T e

H R 0@ @ F lrthkROohie. o

Home > Microsoft Sentinel | Automation

Create playbook

@ Basics @ Connections Review and create

For each connector this playbook uses, you can choose to use an existing connection from another
playbook. Otherwise, you must create a new connection and authenticate when you are brought to the
Logic Apps designer after your playbook is deployed.

Microsoft Sentinel

P |
.

DEFAULT DIRECTORY (COH

Send Feedback

Integrate Microsoft Sentinel With Cohesity Data Cloud


mailto:techguides@cohesity.com?subject=Feedback%20on:%20Integrate%20Microsoft%20Sentinel%20With%20Cohesity%20Data%20Cloud&body=_______________________________________________________________%0D%0A%0D%0ASubtitle:%0D%0A%0D%0AVersion:%201.1%0D%0A%0D%0ADate:%20July%202024%20%0D%0A%0D%0ASection:%20%0D%0A%0D%0ATable%20Number:%20%0D%0A%0D%0AFigure%20Number:%20%0D%0A%0D%0AFeedback:%20%0D%0A%0D%0A%0D%0A_______________________________________________________________%0D%0A

COHESITY ”

5. Click Create and Continue to designer. This will redirect to the Logic apps window to authorize the
API connections.

Home > Microsoft Sentinel | Automation

Create playbook

@ Basics @ Connections € Review and create

Azure subscription 1
SS-RG-Test

EastUs

My_Cohesity Delete Incident Blobs
Disabled

Disabled

the managed identity after deployment

Previous Create and continue to designer

Authorize Connections to Microsoft Azure Blob Storage

After creating the playbook, you should authorize a connection from the Logic Apps to access Blob
storage. Follow the below steps to authorize the connections:

1. Goto Logic Apps and choose your playbook.

2. Inthe Development Tools section, select API Connections. In the left pane, the list of connections
is displayed that require authorization.

3. Authorize the Azure blob storage connection by selecting it and clicking General > Edit API
Connection.
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4. Enter your connection name, storage account name (starts with Cohesitypro***), and access

key.

39

NOTE: You can find your storage account name and access keys under storage account tab and then go

to Security + Networking > Access Keys.

D8 ®g 0 &

Im L e e e

Home > Microsoft Sentinel | Automation » My Cohesity Delete_Incident Blobs_| API connections

> My_Cohesity_Delete_Incident_Blobs_| A...
Logleapp

) Refresh

Ovenview Ovenview
API connections associated with the logic app

@ Activity log H Activity log

Azureblob-My_Cahesity_Delete_Incident Blobs

f Azureblob-My_Cohesity Delete_Incident_Blobs_ | Edit AP| connection %

j Edit API connection

Edit API connection lets you update the display name and refresh the authorization for this Saas provider.

Karthick R@cohesitysie...
arthick R@cohesitysie. 5

DEFAULT DIRECTORY (COHESITY.

Azurebiob-My_Cohesity_Delete_Incide . Al
Fo Access control 1AM) . Access control (18M)
MicrosoftSentinel-My_Canesity_ Delete
@ Tags @ Tags
. - N rol } Q;mla,- Name
Diagnose and solve problems Diagnose and solve problems
& Diag & Diag P Azureblob-My_Cohesity_Delet t_Blobs:
Developrment Tocls Settings Q Aaure Storage account name or blob endpoint *
% Logic app designer £ Locks <cohesitypro2kighx |
<> Lagic app code view General nge Storage Account Access Key
verions T ]

APl connections

£ it AP connection

Monitoring Discard
Settings B Alerts
& Workfiow settings

Automation

Authorization
@ Access keys

Identity

! properties Support + troubleshooting

O Locks & New Support Request

Monitoring
o Aens
i Metrics
& Diagnostic settings
£ Logs

Diagnostics

Automation

S Tasks (preview)

Create Automation Rule to Delete Azure Blobs

You can create an automation rule to delete the blobs used for an incident by running this playbook when
the corresponding Sentinel ticket is closed. You need to perform the following configuration steps to
create an automated rule for this playbook:

1. In Microsoft Sentinel, go to the Automation tab under the Configuration pane.
2. Click Create > Automation Rule.
3. From the automation rule panel, enter the Field details, and click Apply.

e Automation rule name - <Enter a name for your rule.>

e Trigger - <From the Trigger drop-down, select the appropriate trigger according to the
circumstance for which you're creating the automation rule such as when the incident is
updated.>

e Conditions - <Define the conditions to match.>

e Actions - <Add a run playbook action, you will be prompted to choose from the drop-down list of
Cohesity playbooks.>

e Rule Expiration - <Set an expiration date for your automation rule if you want it to have one.>
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e Order - <Enter a number under Order to determine where in the sequence of automation rules
this rule will run.>

Home » Microsoft Sentinel c'eate new automation 'ule X
~ Microsoft Sentinel | Automation
o Selected workspace: 'ss-ws-test’ Automati
o Delete-Cof
K Create s () Refresh [ Automation health workbook
General _ , _
0 9 Ty More content at
oo 82 0.2 422 & Rt Tioger
wernew Autemation rules Enabled rules Enabled playbooiks h
When incdent is updated v
P Llog
@ News & guides Automation rules  Active playbooks  Playbook templates (Preview) Q
Search - Conditions
P Search Analytic ules : Advanced Multistage Attack Detection Actions  If
Threat management Incicent provider Equals v v
P—— ord Analytc role nam...  Actions
B Workboois , : Incident updated al Run playbook MM Anlytic ule nae Contains v A ~
& Hunting 0 Close_Cahesity_Helios .. &2 Incident updated Al Run playbook ‘Coh
- Status | Changed To || Closed
@ Notebooks
# Entty behavior Deseription | contans | Helios 0 @
@ Threatintelligence
®  MITRE ATTACK (Preview) +Add
Content management
£ Content hub Actians ©)
@ Repositories (Preview) Run playbook > o
& Community
Configuration
& Workspace manager (Preview) + Add action
M Data connectors
& Analytics Rule expiration ()
B Watchist Indefinte &) Time
5 Automation rder O
& Seting: 3
Previous | 1-2 [ Nex
Cancel
Ik — 4

Restore From Last Cohesity Snapshot Playbook

This playbook allows you to restore your data from a clean snapshot. After you assign the permissions to
the playbook, you need to perform the following configuration steps to enable this playbook:

1. From the workspace, under the Configuration pane, navigate to the Automation tab and select
“Restore from last Cohesity Snapshot”.
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2. Click Create playbook.

Search resources, services, and docs (G &7 @
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Home > Microsoft Sentinel
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e Resource group
e Playbook Name
Create playbook X
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4. Click Next: Review and create. This reviews and validates the parameter details.

[DEFAULT DIRECTORY (COHESTY..

Home > Microsoft Sentinel | Automation

Create playbook

@ Basics @ Connections Review and create

For each connector this playbook uses, you can choose to
must create a new connection an

i existing connection from another
te a new thenticate when you are brought to the
Logic Apps designer after your playbook is deployed.

Prevous_|
. g

5. Click Create and continue to designer. This will redirect to the Logic apps window to authorize the
API connections.

DEFAULT DIRECTORY (CORESTY... &89

Home > Microsoft Sentinel | Automation

Create playbook

X

@ basics @ Connections @ Review and create

Basics

Azure subscription 1
55-RG-Test
East US

My_Cohesity_ Delete Incident Blobs
Disabled
Disabled

Connections

3 Azure Blob Storage
N

after deployment in the Logic App designer
Microsoft Sentinel
Connect with managed icentity

© Note: Grant permissions to the managed identity after deployment.

previous | [ s
S \“ 4
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Authorize Connections to Microsoft Azure Blob Storage

After creating the playbook, You should authorize a connection from the Logic Apps to access Blob
storage. Follow the below steps to authorize the connections:

1.
2.

Go to Logic Apps and choose your playbook.

43

In the Development Tools section, select APl Connections. In the left pane, the list of connections

is displayed that require authorization.

Authorize the Azure blob storage connection by selecting it and clicking General > Edit API

Connection.

to Security + Networking > Access Keys.

m L e e

Home > Microsoft Sentinel | Automation > My_Cohesity_Delete_Incident_Blobs_] APl connections > Azureblob-My_Cohesity_Delete Incident Blobs

S My _Cohesity_Delete_Incident_Blobs_| A...
Logicapp

j Edit API connection

Va Azureblob-My_Cohesity_Delete_Incident_Blobs_ | Edit API connection

Enter your connection name, storage account name (starts with Cohesitypro****), and access key.

0§ ®@ @ & KthickR@cohesisie.,

[DEFAULT DIRECTORY (COHESITY...

Edit APl connection lets you update the display name and refiesh the authorization for this SaaS provider.

NOTE: You can find your storage account name and access keys under storage account tab and then go

@ API connections £ Edit AP| connection
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@ Tags ® Tags
Diagnose and solve problems Diagnose and sclve problems
o ? 7 e ? Azureplob: My_Cohesity Delete Incident_Blobs_
Development Tools Settings Q Azure Storage account name or blob endpoint *
. Logic app designer £ Locks cohesityproZkfghx
<> Logic app code view General ure Storage Account Access Key
® n it -
Verstons {1l properties

Permissions for the playbook to access the objects.

After adding connections to Microsoft Azure Blob Storage, the next step is to Grant KeyVault
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6. Once the permissions are permissions are granted, go to the Incidents tab under the selected
workspace, and select Run to trigger the playbook after investigating the incident.

NOTE: Cohesity recommends that only a backup administrator should have the necessary permissions to
run Restore from Last Snapshot as it involves handling sensitive user data.

Microsoft Azure O Search resources, services, and docs (G+/)

DEFAULT DIRECTORY (COHESITY.
Home > Microsoft Sentinel | Incidents >

Run playbook on incident @ Playbook was triggered successfully X
Cluster: ) Incident Cluster

chesity.com, ID: 9
Incident ID

G ® g @ & KrhckRecwoh

Playbook "Mmy_Cohesity_Restare_From_Last Snapshot'
¢ Refresh was triggered successfully,

O Refres!

() Refresh [il] Delete incident ® logs [

Tasks (Preview) (& Activity lo:
! g ylog Playbooks  Runs
@ Thisis the new, improved incident page (currently in preview). You can use the taggle to switch back.

Select a playbook to run now on the incident. Only enabled playbooks configured with the Microsoft Sentinel incident trigger can be

triggered
Low ~ - New v & Unassigned v < )
Severity Status Owner Overview  Entities O restore X Subscription : Azure subscription 1 V More (2)
Workspace name Incident timeline . Name Ty Subscription 4 Resource group 1 Plan Ty
55-wis-test

Mmy_Cohesity_Restore_From_Last_Snapsh.. Azure subscripti... () 55-RG-Test Consumption T ]
Description
Anomalous change in file system detected on Win16-Test-S8X, a | My_Cohesity_Restore_From,_Last_Sna Azure subscripti.. (4] S5-RG-Test Consumption (\tp ]
symptom of potential ransomware attack on your primary environment
Alert cause: The recent protection run of Protection Group k My_Cohesity,_Restore_From_Last Snapshot- Azure subscripti.. (%) S5-RG-Test Consumption
testSimJobdHWQ with job id 126494 has dramatic changes in the
composition of files, which is a significant deviation from the previously ]

abserved protection runs. Anomaly Strength: 3. Additional Info: Use the
latest clean snapshot taken at 27, Jun 2023 09:06 AM to perform Instant
Recovery. Helios ID

No data to ¢
Alert product names

Evidence

“4N/A 90 RO
Events  Alerts  Bookmarks

Similar incidents (Preview) C

Last update time Creation time

@ The investigation graph requires that your incident includes entities
(for example: user; hast, IP. etc). Use the entity mapping option
when defining your alerts. Learn more >

revious Page| 1~ |of1

7. This will trigger the Restore action from the last clean snapshot on Cohesity Helios from the Microsoft
Sentinel platform.

COHESITY  He

Recoveries
E Cluster Manager

punitCO660d = 1 0 0 0 0
& Succeaded Warning O Failed ® Running Canceled
OF Dashboards —
Recovered From ~ Recovery Type - Status - Organization - = ( May01,2023-)Jun 30,2023 x) Q
@ Data Protection v Recovery Task Organization Start Time 4 Status Duration
§ Sentinel_triggered_restore_task_Win16-Test-SBX TP P
Protection ot Jun 82023 9:52pm @ Ssucceeded 20m 525
Recoveries Items per page 50 1-10f1
Sources
Policies

CloudRetrieve

Runbooks
& Infrastructure >
> File Services >
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Investigate an Incident

After you successfully configure the playbook on Microsoft Sentinel, you can investigate your Anomaly
alert triggers from Cohesity Data cloud more quickly, effectively, and efficiently, thereby reducing your
mean time to resolve (MTTR).

1. From the Microsoft Sentinel navigation menu, under Threat management, select Incidents. The
Incidents page gives you basic information about all of your open incidents whether they are new,
active, or closed.

2. For each incident, you can see the time it occurred and the status of the incident. Look at the severity
to decide which incidents to handle first.

= f 7 5 . o KarthickR@cohesitysie.. @
= Microsoft Azure 0 Search resources, services, and docs (G+/) B 0 & O & ooy, @
Home > Microsoft Sentinel
<. Microsoft Sentinel | Incidents X
Selected workspace: 'ss-ws-test
I > Search « + Create incident (Preview) () Refresh (D) Last30days - == Actions [il Delete [ Security efficiency workbook == Columns 27 Guides & Feedback
General . - . Open incidents by severity
N - LRy J I
O Overview Gpen incidents New incidents Active incidents 1 High ) Medium (1) Low (@) Informational (0)
& logs »
. = Cluster: punitCOB60dWin16-Test-SBX. Source: sac0...
& News & guides ‘ £ Search by ID, title, tags, owner or product Y] Severity : All Status : 2 selected ~ More (2) ‘“(mm‘g 7
5 Search —
(@ ) Auto-refresh incidents A Unassigned 7% New v Low ~
Threat " Owner Status Severity
reat managemen ] severity ™. Incident ID Ty, Title Ty Alerts Product names Created
& Incidents . . Description
O ow 9 Cluster. 0 06/28/2%  \ smalous change in file system detected on Win16-Test-SBX, a
@ Workbooks O | vesiu s Cluster o 06/03/2:  SYPtom of potential ransomware attack on your primary
"~ environment. Alert cause: The recent protection run of Protection
© Hunting O I High 8 Cluster: 0 06/2772:  Group RansomuwareSharanTest2DNOD with job ic 2063154 has.
dramatic changes in the composition of files, which is a significant
& Notebooks O Ltow 7 Cluster:, 0. © 06/05/2:  deviation fr.
Show more v
#* Entity behavior o mere
& Threat intelligence Alert product names
W MITRE ATT&CK (Preview)
Evidence
Content management S~ NA Oo "o
. Events Alerts Bookmarks
£3 Content hub
& Repositories (Preview)
@ The investigation graph requires that your incident
& Community includes entities (for example: user, host, IP, etc). Use the
entity mapping option when defining your alerts. Learn
more >
Configuration
& Workspace manager (Preview) orevious | 1-4 [ Next> TR Actions
| B Data connectors )
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3. To view more details about the alerts and entities in the incident, select View full details in the
incident page and review the relevant tabs that summarize the incident information (Such as Helios
Id, Object Id, Description, and the cause of alert).

KarthickR@cohesitysie... @
DEFAULT DIRECTORY (COHESITY... &

B O & @ &

= Microsoft Azure O Search resources, services, and docs (G+/)
Home > Microsoft Sentinel | Incidents
<. Cluster: m.cohesity.com
[
ncident ID 8

() Refresh [ Delete incident ® Logs [Z Tasks (Preview) [& Activity log

@ This is the new, improved incident page (currently in preview). You can use the toggle to switch back
High N New v & Unassigned v < .
Saverity Status Ouer Overview  Entities
Workspace name . .

Incident timeline Entities
ss-ws-test
us change in file system detected on \
5 n of potential ransomware attack on your prim
Alert cause: The recent protec &
testSimJobUD7N with job id 126588 has dramatic changes in the
composition of files, which is a significant deviation from the previously ¥
observed protection runs. Anomaly Strength: 90. Additional Info: Use the
latest clean snapshot taken at 27, Jun 2023 02:53 PM to perform Instant
Recovery. Helios ID:
No data to display
Alert product names
Evidence
4“N/A 90 RO
Events Alerts  Bookmarks X
Similar incidents (Preview) (O
No similar incidents to display
L

No Entities &

(& mepmmm 5

Incident actions

%) Run playbook (Preview)
Top insights
% Creatd ! fomation rule

& Create team (Preview)

No Insights Available

4. Once you check the incident, depending on the investigation, you can take multiple actions on it.

5. From the incident pane, click Actions > Run Playbook.

The Run Playbook pane is displayed with the following playbooks.

e Cohesity_Send_Incident_Email - Sends an email to the recipient with the details related to the

incidents.

e Cohesity CreateOrUpdate_ServiceNow_Incident - Creates and updates the incident in the

ServiceNow platform.

e Cohesity Close_Helios_Incident - Allows you to resolve alerts on Cohesity Data Cloud.

e Cohesity Restore_From_Last Snapshot - Allows you to restore your data from a clean

shapshot.

e Cohesity Delete_Incident_Blobs - Deletes the blobs on Azure storage created by an incident
that is generated by Cohesity function apps.

6. You can choose to run any playbook after an alert Investigation to trigger the actions.

NOTE: Cohesity recommends that only a backup administrator should have the necessary permissions to
run Restore from Last Snapshot and Close Cohesity Helios Incident.
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Prerequisites

You have to meet the following prerequisites before starting the integration.

A Cohesity Data Cloud user account with permissions to create and manage API keys and create a
custom role. For more information, see Access Management in Cohesity Data Cloud documentation.

Create new API keys on Cohesity Data Cloud to authenticate an application or script for management
through APIs.

If your organization uses ServiceNow Now Platform to track incidents, then you can integrate it with
Cohesity Helios. You would need a ServiceNow user account with the required permissions to create
and update any incident in the ServiceNow Now platform.[Optional]

You should have an account on ServiceNow's Now Platform to add the instance details for
configuring the ServiceNow playbook.

Create an email address that you can use for sending out incident email notifications.

Ensure you have assigned the relevant permissions to the playbook to operate and respond from MS
Sentinel for automatic action.
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Microsoft Sentinel integration with Cohesity Data Cloud enables organizations to enhance their security
and data protection capabilities.

By integrating Cohesity with Microsoft Sentinel, customers can benefit from the following:

Unified threat visibility—Allows organizations to have a unified view of anomaly events and data
protection activities. Security and data protection teams can access a centralized dashboard within
Microsoft Sentinel to monitor and analyze the Cohesity-generated anomaly events in real-time.

Intelligent threat detection and response—Combined capabilities of Cohesity and Microsoft
Sentinel enable advanced threat detection and response. The integration empowers security teams to
quickly identify and respond to security incidents.

Streamlined incident management—Anomalous events detected in Microsoft Sentinel can trigger
automated responses within Cohesity, such as initiating data restores to a clean snapshot or creating
the ServiceNow ITSM Incident, etc. This automation accelerates incident response and minimizes the
impact of security incidents.

Compliance Adherence—Cohesity's integration with Microsoft Sentinel supports compliance and
auditing requirements. Organizations can adhere to regulatory standards by leveraging the combined
capabilities.
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In conclusion, the integration of Microsoft Sentinel with Cohesity brings together security and data
protection functionalities, allowing organizations to streamline their security operations, enhance threat
detection and response, and ensure the availability and integrity of their data. This integration provides a
holistic approach to managing security incidents and protecting critical data assets.
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Appendix A

Set Required Permissions to Access Playbook

The SOC analyst must have the role of Microsoft Sentinel Playbook Operator to run the playbook.
To assign the role:

1. Under the Subscriptions tab from the Home page, choose your subscription name.

2. Onthe left pane, select Access Control (IAM).

3. Select Add > Add Role Assignment.

" = = KarthickR@cohesitysie.. @
(= s [EE——— G 8o 0 p rweEuewe g

Home > Subscriptions » Azure subscription 1
Subscngtions « A Azure subscription 1| Access control (IAM) % - x
Default Directory Subscription
+ Add [ Manage Policies - O search « ~+ Add . Download role assignments Editcolumns () Refresh X Remove A7 Feedback
rz pe— | Overview d role assignment

[2 ] subscrip.. == 26c46499-1b17-43a7-8d1; @ nts  Roles Denyassignments  Classic administrators

Activity | -admi
] ———— & Activity log co-administrator
. Access control (IAM)
+ Add filter Add custom role birce

¢ Tags

Subscripton name 1y

/® Diagnose and solve problems
Azure subscription 1 @ security Check access

@ Review the level of access a user, group, service principal, or managed identity has to this resource. Learn more "

Events

Cost Management

& Costanalysis

Grant access to this resource View access to this resource
Bl Costalerts
© Budgets Grant access to resources by assigning a View the role assignments that grant access
role. 10 this and other resources
& Advisor recommendations Learn more (o' Learn more 7'
Billing
Add role assignment View
[ eilling profile invaices
Settings
£ Programmatic deployment View deny assignments Create a custom role
1l Billing properties
View the role assignments that have been Create a custom role for Azure resources
[4) Resource groups denied access to specific actions at this with your own set of permissions to meet
scope. the specific needs of your organization
ious  Page [ 1~ | oft[ Next: I Resources Leam more ! Learn more [
o4 Preview features
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4. Add Microsoft Sentinel Playbook Operator to the user.

Microsoft Azure £ Search resources, services, and docs (G+/)

B ® 5 @ & KthidkR@cohesitysi

Home > Subscriptions > Azure subscription 1| Access control (IAM)

Add role assignment

Role  Members Review + assign

Selected role Microsoft Sentinel Playbook Operator
Assign mﬂl (®) User, group, or service principal
Managed identity
Members -+ Select members
Name Object ID
No members selected
Description

Optional

DEFAULT DIRE

Select members X

Qe\m @
¥

No users, groups, or sevice principals found.

Selected members:

. outlookonmicr.

Remove

& 1

51

5.
permissions to an analyst.

Click Next and select Review + Assign. This will assign the Microsoft Sentinel Playbook Operator

= Microsoft Azure £ Search resources, services, and docs (G+/)

Home > Subscriptions

Karthick R@cohesitysie... @

Azure subscription 1 | Access control (IAM)

Add role assignment

Role Members Review + assign

Role Microsoft Sentinel Playbook Operator

Scope Jsubscriptions 7

Members Name Object ID
Description No description

Review « assign Previous Next
\ W

DEFAULT DIRECTORY &0

Type

User

&7 Feedback
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6. After assigning the user permissions you can configure the playbook permission for Resource group
which allows you to centrally manage all the automation of incident handling. From the Workspace,

select Configuration> Settings> Settings> Playbook permissions.

7. Select configure permissions and select the resource group name that contains the playbooks
you want to give Microsoft Sentinel permissions to run.

lm RS SRS

Home > Mieresoft Sentinel

General
O Overview

@ Logs

@ News & guides

£ search

Threat management

& Incidents

@ Workbooks

© Hunting

& Notebooks

¢ Entity behavior

@ Threat intelligence

™ MITRE ATTECK (Preview)
Content management

& Contenthub

@ Repositories (Preview)
& Community
Configuration

& Workspace manager (Preview)

& Watchiist

5 Automation

% Settings

[EXI C e ]

FoY Microsoft Sentinel | Settings

@D on @ VA anomalies il be enabled after
60 to analytcs n order to co
~ Workspace manager configuration

What s it?

ly manage multiple Microsoft Sentinel workspaces within one or mo
in consolidate cantent items to be put

Make this workspace a central workspace.

® ) off

" Playbook permissions

hat is it?

te with other services or create complex logic chains for incident

Configure permissions
“ How do @459 your data?

** Auditing and health monitoring

~ Remove Microsoft Sentinel

@ &

Manage permissions

Browse  Current permissions

(] Name 7y

() anurag-test-resource-

(%) cohesity-ravi-siem
(] (%) Cohesity-TsE-Demo

Cohesity-TSE-RG-Demo

TSE-Test

cohesityvscodeproduc
[ [#) DefauitResourceGro.
DefauitResourceGrou.

eugene-rg

Ishitavinstance

Kishan-test-rg11

kishan-test-rg14

kishan-test-rg15
kishanhttptriggertest

LogAnalyticsDefauliRe.

NetworkWatche RG

package resource gro..

4] kishan-test-rg13
) ravi-test!

TSE-Demo-Sentinel

Apply Cancel

)

ree groups that co

Subscription T,
Azure subscription 1
Azure subscription 1

Azure subscription 1

‘Azure subscription 1

Azure subscription 1
Azure subscription 1

Azure subscription 1

Azure subseription 1

Az

Azure subscription 1

Azure subscription 1

Karthick R@cohesitysie...

DEFAULT DIRECTORY {COHESITY.

antain the playbooks you want to give

Grant KeyVault Permissions

Azure KeyVault protects cryptographic keys, certificates, and secrets on the Azure cloud.

Once you create the playbooks, then you need to assign the key vault permissions to specific playbook
templates to access the objects after deploying the playbooks template.

The playbooks templates which require Keyvault permissions are:

e Cohesity Close Helios Incident

o Delete Cohesity Incident Blobs

e Restore From Last Cohesity Snapshot Playbook

NOTE: Once you create the playbooks, then you need to assign the key vault permissions to specific
playbooks mentioned.
To grant the permissions:

1. Go to Key vaults and choose your keyvault that starts from cohesitypro and is followed by a
sequence of letters and numbers. For example, cohesityprofnxj32cucakwk.
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2. Onthe right pane, select Access Policies and click Create.

Key {'ﬂllts

Default Directory

+ Create

«

Home 3 Key vaults > cohesitypror4wjfozajgtzk

v— cohesitypror4wjfozajgtzk | Access policies

=
Key vault

£ Search «

[ Fiter for any field

@ Overview

Name ™

@ Cohesity-Vault

@ cohesityproadmmivzmnwiue
@ cohesitypro7pvkvtkkygayw
(@ cohesityprobuskhsxgogjps
@ cohesityprofnj32cucakwk
.

(@ cohesityprogoad3ibsippgq
(@ cohesityprojuygmyqs62wvs

(@) cohesityprorawjfozajgtzk

Page v Jof1

@ Activity log

A3 Access control (IAM)

¢ Tags

£? Diagnose and solve problems
7= Access policies

Events

Objects
Keys
s [ secrets
W Certificates
Settings
7= Access configuration
b Networking
© Microsoft Defender for Cloud
1! Properties
B Locks
Monitoring
B Alerts

il Metrics

+ create (D Refresh Delete Edit

Accesﬁnes enable you to have fine grained control over access to vault items. Learn more

Permissions : All X Type : All X
Showing 1 to 5 of 5 records
[ ] Name 7 Email T

/' APPLICATION

[ cohesityconrawjfozajgtek

[ cohesityprorawifozajgtzk

[T MMy_Cohesity Close Helios_incident

(] Mmy_Cohesity_Restore_From_Last Snapshot

(] Rrecover_from_clean_snapshot

Key Permissions

o &

Secret Permissions

Get, List

Get, List
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DEFAULT DIRECTORY @0

Certificate Permissi

3. Choose Get permission in the Secret Permissions section and click Next.

cohesityprordwjfozajqtzk

© Permissions ) Principal

Configure from a template

(5) Application (optional)

Home > Key vaults > cohesityprordwjfozajgtzk | Access policies >

Create an access policy

Select a template

Key permissions

Key Management Operations

[] selectall

[ Get

[ st

[ update
[ create
3 mport
[ pelete
[ recover
[ eackup
[ restere

Cryptographic Operations

[ setectall
[ pecrypt

Previous
K

Secret permissions

Secret Management Operations

[ selectail
[ Get

[ vist

[ set

[ pelete

[ Recover
[ Backup
[ restore

(4) Review + create

Certificate permissions

Certificate Management Operations
[ selectall
Get
[ uist
[J update
[ create
[ import
[ elete
[J Recover

[ Backup

Privileged Secret Operations

(] select all
[ purge

[ Restore
[[J manage Contacts

[ Manage Certificate Authorities

[ et Certificate Authorities

[ List Certificate Authorities

R@coh

]
DEFAULT DIRECTORY
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4. Enter your playbook name and click Next.

Home > Key vaults > cohesityproréwjfozajgtzk | Access policies

Create an access policy
cohesityprordwjfozajgtzk

@ Permissions @ Principal

Only 1 principal can be assigned per access policy.

Application (optional) (1) Review + create

Use the new embedded experience to select a principal. The previous popup experience can be accessed here. Select a principal

% [earch by object ID, name, or email address

AAD Request Verification Service - PROD
€7281551-7b2a-4502-a08b-bBaf91:269319

AML Registries
44b7b882-eb46-485¢-9cT8-6866b67b176

Application Insights Configuration Service
6ala243c-0886-468a-adc2-eff52c7445da

AzNet Security Guard
38808189-fa7a-4d8a-807F-ebal1 edaccat

Selected item

No item selected

Previous
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B & Q

5. Select Next and Create to finish granting permissions.

Microsoft Azur O Search resources, serviees, and docs (G+/)

Home > Key vaults > cohesityproréwjfozajgtzk | Access policies >

Create an access policy

cohesityproréwjfozajgtzk

Key Permissions

Key Management Operations None selected
Cryptographic Qperations None selected
Privileged Key Operations None selected
Rotation Policy Operations None selected

Secret Permissions

Secret Management Operations None selected

Privileged Secret Operations None selected

Certificate Permissions

@ permissions @ Principal @ Application (optional) @ Review + create

Certificate Management Operations

Privileged Certificate Operations
Principal

Principal name

Object ID
Application

Authorized application (D

Object ID

Get

None selected

My_Cohesity_Delete_Incident_Blobs

128c9ee9-798d-482d-9991-edfe01 3fcazd

None selected

None selected
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Terminology

Terms Description

The workspace is the top-level resource for all your activities under
Workspace Azure instance, providing a centralized place to view and manage
the artifacts and store events and other information.

A container that contains related resources for a particular

Resource group workspace

A playbook is a collection of these remediation actions that you run

Playbook _ . .
from Microsoft Sentinel as a routine, to help automate and
orchestrate your threat response.

SIEM Security Incident and Event Management (SIEM) aggregates and
correlates logs from infrastructure such as Cohesity Data Cloud to
generate incidents to manage in a centralized location.

SOAR Security Orchestration, Automation, and Response (SOAR)

technology helps coordinate, execute, and automate tasks between
various people and tools—all within a single platform to reduce the
MTTD and MTTR metrics.
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Was this document helpful? Send us your feedback!
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ABOUT COHESITY

Cohesity is a leader in Al-powered data security and management. Aided by an extensive ecosystem of
partners, Cohesity makes it easier to protect, manage, and get value from data — across the data center,
edge, and cloud. Cohesity helps organizations defend against cybersecurity threats with comprehensive
data security and management capabilities, including immutable backup snapshots, Al-based threat
detection, monitoring for malicious behavior, and rapid recovery at scale. Cohesity solutions are delivered
as a service, self-managed, or provided by a Cohesity-powered partner. Cohesity is headquartered in
San Jose, CA, and is trusted by the world’s largest enterprises, including six of the Fortune 10 and 44 of
the Fortune 100.

Visit our website and blog, follow us on Twitter and LinkedIn and like us on Facebook.

© 2024 Cohesity, Inc. All rights reserved.
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