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Cohesity Academy
Cohesity Academy delivers world-class resources and best practices for Cohesity Solutions including the adoption of
multicloud data management. Expertly designed coursework and training materials give you and other technical
professionals knowledge and skills that put you on a fast path to achieving business outcomes and earning valuable
certifications.
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Haley Heter

Senior Director, Cohesity Academy
My favorite quote is by Henry David Thoreau.
“Go confidently in the direction of your dreams. Live the life you’ve
imagined.” We established Cohesity Academy to help you with
career advancement and I hope you take advantage of the courses
and earn valuable credentials! Dream big.
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Multiple Delivery Methods

Self-paced Interactive
eCourses

Virtual Instructor-led
Training (ILT)

Instructor-led Training (ILT)
at Cohesity Offices

Instructor-led Training (ILT),
Dedicated Onsite Training

Our Learning Portal gives
you access to robust digital
learning modules.
Take courses where you are,
whenever you have time.

We offer hands-on,
interactive learning sessions
with our experts and your
industry peers — from your
home or office.

We offer hands-on,
interactive learning sessions
with our experts and your
industry peers at various
Cohesity locations.

We offer hands-on,
interactive learning sessions
with our experts in person
at your location, dedicated
to your team to meet your
business objectives.

Cohesity Courses and Certifications

Both courses and certifications will help you advance your career. Here’s the difference.
Courses

Certifications

Cohesity courses will help you learn, grow, and
build your skills (training) — you’ll get better at
what you do!

Cohesity Certification will authenticate and validate
your skills (credentials) — you’ll get recognized for
what you do!
•
•

Professional proctors administer exams
Recommend six months of practical experience
in the respective certification field

Keep reading to learn more about our course offerings
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The Cohesity course learning path delivers hands-on learning opportunities to be skilled across the Cohesity
platform. Use the buttons to access the course data sheet or register for the course.
Course

Delivery

Duration

Cohesity Platform
Foundations

eCourse

2 hours

Intended Audience
•
•

Pre-requisite to all Cohesity courses
Course fee is waived for customers

The Cohesity Platform Foundations is an eCourse that teaches Cohesity Platform fundamentals. It is a
pre-requisite to all other Cohesity courses and focuses on both customer and partner-managed Cohesity
environments. You will be introduced to the Cohesity Platform, its components, and core services as well
as the file system, primary configuration options and data management operations in the Cohesity user
interface.

Cohesity Data Protection
Operations

ILT

1 day

•
•

System Administrators
Backup Administrators

The Data Protection Operations training course teaches common Cohesity DataProtect workflows and can
be tailored to address desired customer use cases. You will be introduced to new data protection concepts
realized with Cohesity’s revolutionary platform.

Cohesity SmartFiles
Administration

ILT

2 days

•
•
•

NAS Administrators
System Administrators
Backup Administrators

The Cohesity SmartFiles Administrator course focuses on teaching IT professionals how to best utilize
the Cohesity SmartFiles service (Cohesity file and object services). This course covers an overview of the
Cohesity platform interface and its features. You will also be introduced to Cohesity SmartFiles uses cases and
workflows. Additionally, the course covers NAS data migration and tiering, disaster recovery, long term
retention, SmartFiles security, reporting and Cohesity marketplace apps.

Cohesity Platform
Administration

ILT

1 day

•
•
•

Backup Administrators
System Administrators
Cohesity Administrator

The Cohesity Platform Advanced Administration course focuses on teaching Cohesity administrators
topics regarding use cases, features, and operational workflows.
The course is structured to be flexible to match use-cases a customer may encounter. This course is
designed for students who have completed the Cohesity Data Protection Operations course and requires
that they have previous experience with Cohesity.

Details

Data Sheet
Register Here

Data Sheet
Register Here

Data Sheet
Register Here

Data Sheet
Register Here
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Cohesity Course Information continued.
Use the buttons to access the course data sheet or register for the course.
Course

Delivery

Duration

Cohesity Data Security
Administration

ILT

1 day

Intended Audience
•

Data Security Professionals

Data Sheet

The Cohesity Data Security Administration course focuses on teaching students how to enhance cyber
resiliency and stay one step ahead of the cybercriminals by utilizing Cohesity’s Threat Defense architecture
to secure their Cohesity environment and their data.

Database
Cohesity DataProtect
for SQL Database
Administrators

ILT

1 day

•
•

Database Administrators
Backup/System Administrators

The Cohesity Data Protection for Microsoft SQL Database Administrators course focuses on teaching backup
and database administrators how to best utilize the Cohesity DataProtect service to protect their SQL databases.
This course covers an overview of the Cohesity platform interface and its features. Additionally, students will
learn about various Microsoft SQL data protection workflows that the Cohesity DataProtect service supports.

Database
Cohesity DataProtect
for Oracle Database
Administrators

Details

ILT

1 day

•
•

Register Here

Data Sheet
Register Here

Data Sheet
Database Administrators
Backup/System Administrators

Register Here

The Cohesity Data Protection for Oracle Database Administrators course focuses on teaching backup and
database administrators how to best utilize the Cohesity DataProtect service to protect their Oracle databases.
This course covers an overview of the Cohesity platform interface and its features. Additionally, students will
learn about various Oracle data protection workflows that the Cohesity DataProtect service supports.

Cohesity Support &
Troubleshooting

ILT

1 day

Cohesity experienced IT professionals
responsible for operating and supporting
the Cohesity Platform.

The Troubleshooting Cohesity Helios Data Management Platform course focuses on teaching Cohesity
experienced operations and support staff how to triage, troubleshoot, and resolve issues related to the
Cohesity Platform using native utilities and additional specialized tools.
Students will be introduced to how to troubleshoot system internals and their function, and ways to
troubleshoot issues related to the different Cohesity Platform and Data Protection workflows.

Data Sheet
Register Here
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Listed below are on-demand eCourses designed to help you get started on a specific topic of the Cohesity
solution. Courses in this series are free to customers and are suitable for all technical roles.
Course

Delivery

Duration

Cohesity DataProtect as a Service
Getting Started

eCourse
45 minutes
		

Details
Register Here

The Cohesity DataProtect course focuses on the initial setup process for Cohesity DataProtect delivered as a Service, as
well as how to register, protect and recover various workloads. Software simulations as well as video demonstrations are
included to help visualize and practice the concepts.

Cohesity FortKnox
Coming soon!

eCourse		

45 minutes

How to Videos

Coming Soon!

In the Cohesity Knowledge Base, “How to” videos are available to further assist customers by
demonstrating specific features or functionality.

Click here to access!
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Certifications

•

Six months of experience recommended
with the respective certification field

Certifications from Cohesity enable technical professionals to
demonstrate their current Cohesity data management skills and
mastery of increasingly difficult concepts and tasks that arise in
real-world environments.

•

Exams are proctored

•

The exam duration is 90 minutes

•

Each exam costs $150

•

Certifications are valid for two years from
the exam date

Data Management
Associate Track

Data Management
Professional Track
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Associate Level Recommended Learning Paths
Associate is a recommended foundational-level certification on the journey to being a
Cohesity Certified Data Management Professional.

Data Protection Associate Certification Learning Path
Platform
Foundations

Data
Protection
Operations

Professional
Experience

Register
Here!

Practice
Exam

Certification
Exam

Professional
Experience

Practice
Exam

Certification
Exam

Register
Here!

Practice
Exam

Certification
Exam

Register
Here!

Multicloud Solutions Associate Learning Path
Platform
Foundations

Data
Protection
Operations

Advanced
Administration

File and Object Services Associate Learning Path
Platform
Foundations

SmartFiles
Administration

Data
Security
Administration

Professional
Experience

Professional Level Recommended Learning Paths
After completing our foundational Associate exams, advance to our Tier 2 level of
Professional Data Management exams.

Data Security Professional Learning Path
Platform
Foundations

Data
Protection
Operations

Data
Security
Administration

Professional
Experience

Practice
Exam

Certification
Exam

Register
Here!
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Certifications
Q. How are certification exams administered? How do I schedule an exam?
First, ensure you have a MyCohesity account so we can connect your score to Cohesity.
Certifications are delivered and proctored through a third-party organization.
Is there training for the certification exam? How do I prepare?
We do not require coursework prior to taking an exam, but we do have courses to support you as you learn and we
also recommend six (6) months on-the-job experience. To supplement your knowledge, Cohesity provides optional
training courses, a study guide, and a practice exam to help you prepare for each certification exam.
Q. When does Cohesity certification expire?
Cohesity certification expires two (2) years from the date you pass your exam.
Q. When will I get my exam results?
Preliminary results are provided immediately after the exam.
Q. Can I retake my exam if I fail?
Yes, you may retake the exam after 14 days.
Q. How can I get my certificate of completion?
The certificate of completion will be issued and available in your Cohesity Academy account within three weeks
after passing.
Once the certificates are available, you will need to log in to your MyCohesity account and access Cohesity
Academy.
There are two options to locate your certificate:
1. Select the User Menu (hamburger icon on the top left)
2. Select My Activities
3. Select Courses or Learning Plans
4. Select the ribbon icon on the far left to download your certificate of completion
Q. How do I contact the 3rd party exam company?
Equipment Requirements: Link here
Real-Time Chat: Link here
Ticket support (for non-urgent matters): Link here
Phone: 1-855-772-8678, Option 1
FAQ continues on the next page.
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Digital Badges
Q. What are digital badges?
Digital badges are a way for you to instantly showcase your achievements and gain credibility with your customers,
prospects, leadership, and peers. Metadata is built into the badges, providing important information about your skills
and achievements—a valuable tool to enhance your career and your personal brand. They are easy to share on LinkedIn,
Twitter, Facebook, and blogs.
Q. What are the benefits of Cohesity badges?
Our badges incorporate analytics to show a progression path and advancing knowledge and skills of data management,
providing insight to others into how our program and learner is performing.
Q. How can I retrieve my certification badge(s)?
We’ve partnered with Credly, a widely used registry third-party organization, to provide you with a digital version of your
credentials. You will receive an email from Credly with your certification badge within 1 day of passing an exam.

Getting Started
How can I get a Cohesity account created?
Sign up here for a My.Cohesity account: my.cohesity.com
As a Customer, how can I find courses?
With a MyCohesity account activated, using the same email, you simply visit Cohesity Academy for available learning
opportunities.

Additional Questions
Q. How do I find my transcript?
To find your transcript, click on the User Menu (hamburger icon in the top left corner) and scroll down to My
Activities. Click on Courses or Learning Plans to see your training completions and status of courses.
Q. How do I download my completion of course attendance certificate?
There are two options. 1) Go to My Courses and Learning Plans and click on the course title of a completed course. Click
on the Download Your Certificate button in the upper right corner or 2) For a list of all certificates, click on the User Menu
(hamburger icon in the top left corner) and scroll down to My Activities. Click on Courses or Learning Plans to see your
training completions. You will see an award icon to the far right of the course title. Click on the award icon to download a
Copy of your Certificate.
Q. How do I change my email address?
Please email support@cohesity.com and include first name, last name with the email addresses you are changing from
and to. This will create a ticket for a team member to help assist.

Fees
Training Fees
Please see page 12 for full pricing.
Certification Fees
To become certified, there is an associated cost with each proctored exam.

General Questions

Contact academy@cohesity.com or reach out to your Cohesity Sales Representative.
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How to Purchase Cohesity Academy Training

Follow this 5-step process to purchase Cohesity Academy training.
1. Identify the need for training with your Cohesity sales representative.
2. Your representative will then work with the Academy team to decide on the most appropriate course.
3. Decide on your delivery method, self-paced eCourse, or instructor-led live training. For ILTs, customers can
purchase up to a maximum of 12 seats.
4. Your Cohesity Sales Representative will then create a quote for the training and the transaction will be
completed through your preferred business partner.
5. Once the transaction is completed, you will be directed to the Academy team to coordinate the training.

Cohesity Course Prices
All prices shown are in US dollars.
Individual Seats (Instructor-Led or E-Learning)
One (1) student seat for one (1) day of instruction in an instructor-led online webinar class
or interactive eCourse.

$1,000

Dedicated Instructor Led Training (Buyout)
One (1) day instructor-led virtual webinar class dedicated to a single company (1-12 students)

$8,000

Two (2) day instructor-led onsite class dedicated to a single company (1-12 students)

$16,500

Three (3) day instructor-led onsite class dedicated to a single company (1-12 students)

$21,000

Four (4) day instructor-led onsite class dedicated to a single company (1-12 students)

$25,000

Five (5) day instructor-led onsite class dedicated to a single company (1-12 students)

$29,000

Review Academy
Terms & Conditions Here
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Data Sheets
The following pages provide Cohesity course and exam data sheets.

Page

Course Data Sheets

13

Cohesity Platform Foundations

Data Sheet

14

Cohesity Data Protection Operations

Data Sheet

16

Cohesity Platform Advanced Administrator

Data Sheet

18

Cohesity Data Security Administration

Data Sheet

20

Cohesity SmartFiles Administrator

Data Sheet

23

Cohesity Data Protection for Oracle Database Administrators

Data Sheet

25

Cohesity Data Protection for SQL Database Administrators

Data Sheet

27

Cohesity Supporting and Troubleshooting the Cohesity Helios Data Management Platform

Data Sheet

Exam Data Sheets
29

Become Data Management Certified with Cohesity

Data Sheet

31

Cohesity Data Protection Associate Exam Details

Data Sheet

34

Cohesity File and Object Services Associate Exam Details

Data Sheet

37

Cohesity Multicloud Solutions Associate Exam Details

Data Sheet

40

Cohesity Data Security Professional Exam Details

Data Sheet

DATASHEET

Cohesity Platform
Foundations eCourse
The Cohesity Platform Foundations is a prerequisite, eLearning
training course that covers an overview of Cohesity solutions,
technologies and the overall platform. In this course you will learn
about the Cohesity Helios Platform components & services, the
different license types, the file system, and Cohesity DataProtect
services such as backup, recovery and test/dev capabilities. This

Key Benefits
•

course provides the foundation for which all other Cohesity training is

Sets up your Cohesity learning journey for
success by covering an overview of Cohesity
DataProtect and Cohesity Helios Platform.

built upon.

Course Objectives
•

Describe Cohesity Next-Gen Data
Management

•

Describe Cohesity Helios platform
services and licensing

•

Describe Cohesity internal
components, Storage Domains
and Views

•

Understand Cohesity DataProtect
backup and recovery

•

Understand how to access Cohesity
resources

Intended Audience
•

New Cohesity users, administrators
and operators

•

Backup administrators and operators

•

File and object services operators

Prerequisite Skills
None

Course Syllabus
Cohesity & Solutions

•

The Company

•

The Technology

The Cohesity Helios Platform

•

Overview

•

Platform Services and Licensing

•

The File System

Platform Components

•

Data Services

•

Management Services

Cohesity DataProtect

•

Backup

•

Recovery

•

Cloning

Cohesity Resources

•

MyCohesity

•

Cohesity Partners Portal

•

Cohesity Support Portal

Recommended Prior Training
and/or Hands-On Experience
None

Platform Internals

•

Storage Domains

•

Views

© 2022 Cohesity, Inc. All rights reserved.
Cohesity, the Cohesity logo, SnapTree, SpanFS, DataPlatform, DataProtect, Helios, and other Cohesity marks are trademarks or registered trademarks of Cohesity, Inc. in the US and/or internationally. Other company and
product names may be trademarks of the respective companies with which they are associated. This material (a) is intended to provide you information about Cohesity and our business and products; (b) was believed to be
true and accurate at the time it was written, but is subject to change without notice; and (c) is provided on an “AS IS” basis. Cohesity disclaims all express or implied conditions, representations, warranties of any kind.
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Cohesity Data
Protection Operations
The Cohesity Data Protection Operations course is a one-day technical
class focused on teaching backup administrators how to best utilize
Cohesity DataProtect to protect their data.
The Data Protection Operations training course teaches common Cohesity DataProtect
workflows and can be tailored to address desired customer use cases. Students will be

Key Benefits

introduced to new data protection concepts realized with Cohesity’s revolutionary platform.

•

Instructor-led demonstrations of common

Lab access is included with this course. Lab access expires six(6) months after receiving lab

•

Hands-on labs for registering, protecting

credentials from the instructor during class.

Course Objectives
•

Describe key Cohesity DataProtect features and use cases

•

Register, protect, and restore data from various data sources including physical and
virtual servers, and NAS

•

Understand the basics of protecting business apps including Microsoft Exchange,
Office 365 and Active Directory

•

Demonstrate long-term retention and disaster recovery workflows

•

Understand the basics of Cohesity DataProtect workflows troubleshooting

Intended Audience
•

New Cohesity Administrators and Operators

•

Backup Administrators and Operators

Prerequisite Skills
•

Prior experience performing backup and recovery tasks

•

Basic System Administration skills (Linux, Windows, Hypervisors)

•

Basic understanding of Computer Networking

Training Prerequisites
•

Cohesity Foundations eCourse (required)

workflows.
and recovering various sources

DATASHEET | Cohesity Data Protection Operation

Course Syllabus
Introductions (10 minutes)

•

Class Introduction

•

Course Overview

Optimizing Cohesity DataProtect
(45 minutes)

•

Foundations Overview

•

Protection Group Optimization

-

API vs Agent-Based Protection

-

Agent Deployment and Upgrades

-

Source Optimization

-

Application vs Crash Consistency

-

Scheduling Options

-

Performance Features

Hypervisors/Virtual Machines (1 hour)

•

VMware Protection Workflows

•

Hyper-V Protection Overview

Physical servers (1 hour)

•

•

Windows

-

File-based Protection Workflows

-

Block-based Protection Workflows

Protection Walkthrough Lab - Choose
Any Source Type (30 minutes)

•

Windows (File-Based)

•

Windows (Block-Based)

•

Linux (File-Based)

•

Linux (Block-Based)

•

Hyper-V

•

Active Directory

•

Generic NAS

NAS (45 minutes)

•

Generic NAS Protection Workflows

•

NetApp Protection Workflows

•

Isilon Protection Overview

Archive and Disaster Recovery
Operations (45 minutes)

•

•

SQL and Oracle Protection Method
Overview

•

Exchange Protection Workflows

•

Active Directory Protection Overview

•

M365 Protection Workflows

-

Archive and Recover to an External
Target

-

Site Recovery with CloudRetrieve

Replication Workflows

-

Replicate to and recover from a
secondary site

-

Failover Protection Group

Reporting and monitoring (15 minutes)

•

Business Application (1 hour)

•

CloudArchive Workflows

Common monitoring tools and reports

-

Storage

-

Performance

-

Alerts

Protection Operations Lab (1 hour)

•

Verify basic operational tasks utilizing a
pre-built Cluster

Linux Protection Overview

For more information contact academy@cohesity.com.

© 2021 Cohesity, Inc. All rights reserved.
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Cohesity Platform
Administration
The Cohesity Platform Administration Class is a one-day technical
class, focused on teaching Cohesity administrators topics regarding
use cases, features, and operational workflows.
The course is structured to be flexible to match use-cases a customer may
encounter. This course is designed for students who have completed the Cohesity

Key Benefits
•

Understand individual cluster and multi-

with Cohesity.

•

Demonstrate maintenance workflows

Topics covered include Licensing, Networking, Access Management, Upgrades, Helios

•

Perform Disaster Recovery activities

•

Analyze data from reporting and

Data Protection Operations course and requires that they have previous experience

SaaS, Marketplace, Disaster Recovery, Monitoring & Reporting.

Course Objectives
•

Perform cluster maintenance activities
like software upgrade and patching

•

Perform multi-cluster administration
operations

•

Understand Cohesity troubleshooting
tools

•
•

Create built-in and custom reports

•

Deploy and manage Cohesity
Marketplace apps

•

Control access to your Cohesity cluster
using roles and other security features

Automate and orchestration DR

Intended Audience
•
•
•
•

Backup Administrators
NAS/Storage Administrators
Cohesity Administrators
System Administrators

cluster administrative tasks

troubleshooting tools

•
•
•
•
•

Prerequisite Skills
•

Prior experience with the Cohesity
Platform

•

Prior experience performing backup,
recovery tasks, and/or SmartFiles
operations

•

Basic System Administration skills
(Linux, Windows)

•

Basic Computer Networking skills

Training Prerequisites
•
•

Cohesity Foundations eCourse
Data Protection Operations

•

Course Syllabus
Course Introduction (15 mins)
Cluster Management (approx. 1.75 hr)

•
•

Licensing
Networking

-

Overview
Network Components
Networking workflows

Cluster relocation
Internal DNS
Other workflows

RBAC (Role-Based Access Control)
Active Directory Integration

Cohesity Marketplace

•

Routing

Management and Data Access

•

VLANs and VIPs

Install and run Apps

Multi-Cluster Management

-

Manage multiple Cohesity clusters
through Helios SaaS

-

Helios Mobile App

Disaster Recovery (approx. 1.15 hr)

•
•
•
•

CloudArchive
CloudRetrieve
Replication
DR Automation
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Maintenance (approx. 1.30 hr)

•
•
•
•

Software release life-cycle
Upgrade & Patching
Pre-Upgrade Checks
Node/Cluster Operations

-

Homogeneous vs Heterogeneous
clusters

-

Node add/removal

Monitoring & Troubleshooting
(approx. 1.15 hr)

•
•
•
•

Reporting
Alerting
Auditing
Storage utilization monitoring

-

Capacity prediction

Close and Q&A (10 minutes)

•
•

Questions and Answers
Survey Completion

For more information,
contact:
academy@cohesity.com

Data Retention Management
Healthy cluster storage utilization

•

Performance monitoring

•

Collecting diagnostic information

© 2022 Cohesity, Inc. All rights reserved.
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Cohesity Data Security
Administration
The Cohesity Data Security Administration instructor-led course is an
8-hour session focused on the implementation and administration of
Cohesity solutions in on-premises, edge, cloud and hybrid environments
while adhering to industry and Cohesity security hardening guidelines and
best practices.

Target Audience
Cohesity Administrators, Professional Services Engineers, Solution Engineers, Information
Security Analysts, Cyber Security Engineers, Information Security Administrators

Prerequisites
(Strongly Recommended) Cohesity Data Protection Operations or Cohesity Platform
Foundations eCourse
(Strongly Recommended) 6 months of Cohesity experience

Course Objectives

•

Cohesity Threat Defense Architecture

•

Cohesity Threat Defense Architecture
Overview

•
•

Key Terms
Cohesity Threat Defense features

Data Resiliency

•
•

Fault-tolerance

-

Data & metadata fault-tolerance

Immutability (DataProtect vs
SmartFiles)

-

File system immutability
DataLock
Legal Hold
Geographical fault-tolerance

-

Data at rest

-

Overview

-

External KMS

Internal KMS (Key Management
Server)

Overview
Backup
Replication
CloudTier

-

Configure Legal Hold
Configure Data at rest and inflight
encryption

Platform management & data access
control

-

-

Network access control

•
•

Management
Data

User management & RBAC (RoleBased Access Control)

•
•
•

Local users
Active Directory integration
Multifactor authentication (MFA)

•

Single Sign-On (SSO)
IPMI and underlying OS security
Support tunnel security
considerations

File & Object access control (external
Views access control)

•
•
•
•
•

Configure DataLock

Access control

•

-

CloudArchive

Labs

Data Isolation

Encryption

•

•

•
•
•

Data Inflight

NFS access control
SMB access control
S3 access control
Swift access control
Multi-protocol Views

Labs

-

Configure network access control
using firewall

-

Configure users and RBAC
Configure MFA for user access
Secure the Linux shell user
Configure SSO
Configure File-based & Object
storage access control for NFS, SMB,
and S3 protocols and also multiprotocol Cohesity Views

DATASHEET | Data Security Administration

•

Organizations (Multi-Tenancy)

-

Overview
Configuration options

•

Storage Domain and network
separation

•
•
•

Users and groups
Hybrid Extender
Helios-MT

Detection & Analytics

•
•

•

Continuous Monitoring
Auditing & Log Management

-

Cluster-level
File-level
Syslog

•
•

•

-

CyberScan
Security Advisor

Cohesity DataGovern
Apps & Integrations

-

Antivirus
CyberScan

Labs

-

Configure auditing

-

Detect ransomware

•

Secure Cluster Administration

-

Security Advisor

•
•
•
•
•

Cohesity Best Practices
Security Rules
Scores
Scan Results
Password Policy

Configure an external syslog server
Configure SNMP server
Perform a Security Advisor scan and
evaluate scores and results
Recover from a ransomware attack

SNMP

Helios Security dashboard

-

Anti-ransomware

•
•
•

Overview
Configuration settings
Detecting and recovering from
ransomware

For more information contact academy@cohesity.com.
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DATASHEET

Cohesity SmartFiles
Administrator
The Cohesity SmartFiles Administrator class is a two-day, instructor-led
technical course focused on teaching IT professionals how to best utilize
Cohesity SmartFiles 6.5 to store, protect, and search their data.
The SmartFiles Administrator Training Course teaches common workflows and can be tailored
to address desired customer use cases.

Key Benefits

After an overview of the Cohesity platform interface and its features, students will be

•

introduced to new concepts realized with Cohesity’s revolutionary platform.

SmartFiles Administrator Training
Course Objectives
By the end of this course the learner should be able to:

•

Identify key Cohesity SmartFiles features

•

Recognize the key use cases enabled by SmartFiles

•

Create, protect, archive and recover Cohesity Views

•

Migrate existing data to a Cohesity View

•

Review workflows and troubleshooting

•

Utilize best practices in working with Cohesity Support

Intended Audience
•

NAS Administrators

•

System Administrators

•

Backup Administrators

Prerequisite Skills
•

Prior experience managing NAS or other File and Object Services

•

Basic System Administration skills (Linux, Windows, VMware)

•

Basic Layer 2 Networking and familiarity with Cloud/S3 storage

Training Prerequisites
•

None

Instructor-led demonstrations of common
workflows including ‘Creating and
Protecting Cohesity Views’ and ‘External
NAS Tiering’

•

Hands-on labs for ‘Creating and Protecting
Views’, ‘Migrating SMB and NFS NAS data
to a Cohesity View’, and ‘Replicating and
Archiving a Cohesity View’

DATASHEET | SmartFiles Administrator

Course Syllabus
Introductions (10 minutes)

•

Class Introduction

•

Course Overview

Lab Overview (10 minutes)

•

Review the Lab Environment

Core Concepts (1 hour)

•

Cohesity Overview

•

SmartFiles Overview

•

Understanding the User Interface

User Interface Overview

Storage Domains – Overview
(30 minutes)
Cohesity Platform Relationships
Overview
Options/Features
Considerations

•
•
•
•

•

•

Archive and Replication Overview,
Key Terms, and Considerations

•
•
•

Protecting Views

•
•

Replication Configuration Examples

•

Archive and Recovery:

•

Overview, Definitions, User Cases, and
Considerations
View Creation Workflow
Authentication
Advanced Settings
Demonstrations (20 minutes):

-

Introduction to Cohesity Views
Accessing Cohesity Views
View Advanced Settings

Labs (1 hour):

-

Join a Cohesity Cluster to Active
Directory

-

Associate Local and Active Directory
Accounts

-

Create a Storage Domain
Create a Cohesity View
Configure Access to Views and File
Filters

Protection Groups and Policies
Demonstrations (30 minutes):

-

Protecting Views
Protection Groups
Protection Policies

•
•
•
•

-

Protect a Cohesity View

•

NAS Recovery Workflow
File and Folder Recovery

-

View Recoveries

Demonstrations (5 minutes):

-

•

View Recoveries

Labs (.5 hours):

-

Recovering a File from a Windows
Host

-

Recovering a File from Cohesity UI

NAS Cutovers and Migrations (1 hour)

•
•

Overview of NAS Cutover

•
•
•

Up-tiering and Down-tiering Data

•
•
•
•
•

•

Labs (.5 hours):

Views – Recover (30 minutes)

Storage Domains

Views – Create (1 hour)

•

Data Protection Relationships and
Considerations

Demonstrations (10 minutes):

-

Disaster Recovery (1.25 hours)

•

Demonstrations (15 minutes):

-

•
•
•
•
•

Views – Protect (45 minutes)

Overview of Data Migration/External
NAS Tiering
Demonstrations (10 minutes):
External NAS Tiering

-

Labs (1 hour):

Register NFS NAS Sources
NFS Tiering
Register SMB NAS Sources
SMB Tiering
SMB Data Tiering Verification

Cohesity CloudRetrieve Overview &
Workflow

-

Tape and Cloud Archive Overview

Replication:

-

Overview and Configuration
Configuration Examples

Demonstrations (35 minutes):

-

CloudArchive
Archive Recovery
Configuring Replication

Labs (1 hour):

-

Configure an External Target and
Archive a View

-

Recover from a CloudArchive

-

Recover a Replicated View

Configure Cluster to Cluster
Replication and then Replicate a View

Tiering to the Cloud (.30 minutes)

•

Overview of Cohesity CloudTier and
Key Terms

•
•

Configuration
Considerations

Cohesity Marketplace Apps
(45 minutes)

•
•
•
•
•
•
•

Overview
Enabling Application Support
Management Requirements
Enabling Management
Cohesity Spotlight
Cohesity Insight
Demonstrations (30 minutes):

-

Enable Apps

-

Cohesity Spotlight

-

Cohesity Insight

DATASHEET | SmartFiles Administrator

Course Syllabus (continued)
Security (45 minutes)

•
•
•
•
•

•

Overview
Encryption
RBAC and Authentication
Active Directory Integration
Demonstrations (30 minutes):

-

Cluster Authentication (Local Users
& Roles)

-

Active Directory Integration

-

View Authentication and Permissions

View Authentication

Data Compliance (1.5 hours)

•
•
•
•
•
•

•

Overview
Data Compliance Users and Roles
Legal Hold
DataLock

-

Cloning a View as a DataLock View

Editing Data Compliance Settings
Demonstrations (30 minutes):

-

Legal Hold

-

Clone View as a DataLock View

-

Modify a DataLock View

Labs (30 minutes):

-

Create a Data Security User

-

Create, Test, and Modify a File
DataLock View

-

Apply, Test, and Remove a Protection
Group snapshot Legal Hold

Cluster & File Services Audit Logs
(30 minutes)

•
•
•

Overview
Cluster Audit Logs
File Services Audit Logs

Close and Q&A (10 minutes)

•
•
•
•

Questions and Answers
Exam (optional)
Survey Completion
Additional Feedback

Cluster Reporting (30 minutes)

•
•
•
•
•

Overview
Storage/Capacity Reporting
Protection Job Reporting
Object Reporting
Status Reporting

Troubleshooting (30 minutes)

•
•
•

View Mount Issues
Access View Issues
View Permissions Issues

Cohesity Support & Documentation
(30 minutes)

•
•
•
•
•
•
•

Cohesity Documentation & Support
Cohesity Product Documentation
Cohesity Product API Documentation
Cohesity Global Support Overview
Cohesity Support Site
Contact Cohesity Support
Cohesity Support SLAs

For more information contact academy@cohesity.com.
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Cohesity Data Protection
for Oracle Database
Administrators
The Cohesity Data Protection for Oracle Database Administrators class is a
one-day technical class focused on teaching database administrators how
to best utilize Cohesity DataProtect to protect their databases.
The course is structured to be flexible to match the use cases that customers may encounter.
After providing an overview of Cohesity DataProtect and its features, students will be

Key Benefits
•

introduced to concepts realized with Cohesity’s revolutionary platform.
Topics covered will include common and advanced workflows for Oracle.

Data Protection for Oracle Database Administrators Training
Course Objectives
By the end of this course the learner should be able to:

•

Identify key Cohesity Helios and DataProtect features

•

Recognize the key use cases enabled by DataProtect

•

Register, protect and restore multiple types of Oracle data sources

•

Review workflows and troubleshooting

•

Utilize best practices in working with Cohesity Support

Intended Audience
•

Database Administrators

•

Backup/System Administrators

Prerequisite Skills
•

Prior experience performing database backup and recovery tasks

•

Basic System Administration skills (Linux and VMware)

•

Experience with Oracle

Training Prerequisites
•

None

A detailed review of the options available
for protecting Oracle databases, and how to
create and protect Cohesity Views

•

Full demonstration of ‘Protecting and
Recovering Oracle Standalone and RAC
Instances’

DATASHEET | Data Protection for Oracle Database Administrators

Course Syllabus
Introductions (10 minutes)

•

Class Introduction

•

Course Overview

Core Concepts (30 minutes)

Data Protection: Oracle (3.5 hours)

Close and Q&A (10 minutes)

•

Overview

•

Questions and Answers

•

Options/Features

•

Exam (optional)

•

Protection Workflows

•

Survey Completion

-

Oracle Recovery Manager (RMAN) to
View

•

Additional Feedback

•

Cohesity Overview

•

Data Protection Overview

•

Snapshot Overview

Remote Adapter

•

-

Cohesity Views

-

Oracle Adapter

-

Workflow Theory

-

Protection

Oracle Standalone

-

-

Recovery

Oracle Real Application Cluster (RAC)

-

-

Archive

-

Replication

•

Recovery Workflow

For more information contact academy@cohesity.com.

© 2021 Cohesity, Inc. All rights reserved.
Cohesity, the Cohesity logo, SnapTree, SpanFS, DataPlatform, DataProtect, Helios, and other Cohesity marks are trademarks or registered trademarks of Cohesity, Inc. in the US and/or internationally. Other company and
product names may be trademarks of the respective companies with which they are associated. This material (a) is intended to provide you information about Cohesity and our business and products; (b) was believed to be
true and accurate at the time it was written, but is subject to change without notice; and (c) is provided on an “AS IS” basis. Cohesity disclaims all express or implied conditions, representations, warranties of any kind.

Cohesity.com | 1-855-926-4374 | 300 Park Ave., Suite 1700, San Jose, CA 95110

1000029-002-EN 11-2021

DATASHEET

Cohesity Data Protection
for SQL Database
Administrators
The Cohesity Data Protection for Microsoft SQL Database Administrators
class is a one-day technical class focused on teaching database
administrators how to best utilize Cohesity DataProtect to protect
their databases.

Key Benefits
•

The course is structured to be flexible to match the use cases that customers may encounter.
After providing an overview of Cohesity DataProtect and its features, students will be
introduced to concepts realized with Cohesity’s revolutionary platform.
Topics covered will include common and advanced workflows for Microsoft SQL.

Data Protection for SQL Database Administators Training
Course Objectives
By the end of this course the learner should be able to:

•

Identify key Cohesity DataProtect features

•

Recognize the key use cases enabled by DataProtect

•

Register, protect and restore multiple types of SQL data sources

•

Review workflows and troubleshooting

•

Utilize best practices in working with Cohesity support

Intended Audience
•

Database Administrators

•

Backup/System Administrators

Prerequisite Skills
•

Prior experience performing database backup and recovery tasks

•

Basic System Administration skills (Windows and VMware)

•

Experience with Microsoft SQL

Training Prerequisites
•

None

A detailed review of the options available
for protecting Microsoft SQL databases, and
how to create and protect Cohesity Views

•

Hands-on labs for ‘Protecting and
Recovering Standalone, AAG, and FCI
Microsoft SQL Instances’

DATASHEET | Data Protection for SQL Database Administrators

Course Syllabus
Introductions (10 minutes)

•

Class Introduction

•

Course Overview

•

-

Lab Overview (10 minutes)

•

Review the Lab Environment

Core Concepts (30 minutes)

•

Cohesity Overview

•

Data Protection Overview

•

Snapshot Overview

•

Cohesity Views

-

Workflow Theory

-

Protection

-

Recovery

-

Archive

-

Replication

Data Protection: Microsoft SQL
(3.5 hours)

-

Traditional Backup Targets
(20 minutes)

•

Configure SQL to Back Up to a
Cohesity View

Restore a Database to a SQL AAG
Cluster

•

•

Create a Protection Job for a
Cohesity View

Join a Restored Database Back to
a SQL AAG to Make It Resilient

•

Install the Physical Agent on a
Standalone SQL Server

•

Register a Standalone SQL Server
Source with the Cohesity Cluster

•

Create a Protection Job and Policy
to Back up a Standalone SQL
Server

•

Restore a SQL Database to the
Original Host

•

Restore a SQL Database to an
Alternate Host

•

Native Backup to a Cohesity View

•

•

Registration, Protection, and Recovery
Workflows

Restore a SQL Database to a
Specific Point in Time

•

Perform an On-demand Restore
of a SQL Database

•

Use the Cohesity Dev/Test
Workflow to Clone and Attach a
SQL Database with a Database
Instance

-

Failover Cluster Instance (FCI) SQL
Servers

-

Standalone (20 minutes)

Options and Features

Always On Availability Group (AAG)
SQL Servers

Create a Protection Job and Policy
to Back Up a SQL AAG cluster

•

•

-

•

Create an SMB View to Use for
Storing Native SQL Backups

Overview

Standalone Servers

Always On Availability Groups (AAG)
(25 minutes)

•

•

-

-

Labs (90 minutes):

Failover Cluster Instance (25
minutes)

•

Register a SQL FCI Source with a
Cohesity Cluster

•

Create a Protection Job and Policy
to Back Up a SQL FCI

•

Restore a Database to a SQL FCI

Close and Q&A (10 minutes)

•

Questions and Answers

•

Exam (optional)

•

Survey Completion

•

Additional Feedback

For more information contact academy@cohesity.com.
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Supporting and
Troubleshooting the
Cohesity Helios Data
Management Platform
The Troubleshooting Cohesity Helios Data Management Platform course is an 8-hours
technical class, focused on teaching Cohesity experienced operations and support IT staff
how to triage, troubleshoot, and resolve issues related to the Cohesity Platform.
This course teaches students how to troubleshoot and maintain the Cohesity Platform using
native utilities and additional specialized tools.
Students will be introduced to how to troubleshoot system internals and their function, and
ways to troubleshoot issues related to the different Cohesity Platform and Data Protection
workflows.
Note: This current version of the course does not include troubleshooting labs, however
access to a Cohesity Platform environment will be provided.

Course Objectives
By the end of this course the learner should be able to:

•

Multiple live troubleshooting

Gain understanding of the Cohesity Platform networking

•

Learn how to triage Cohesity Platform

Troubleshoot issues related to networking, VMware and physical servers backup and
recovery workflows, through several case studies

•

Review key cluster maintenance and

•

Use the different Cohesity GUI, and CLI troubleshooting tools

•
•
•

Use best practices when working with Cohesity support

Intended Audience
•

Cohesity experienced IT staff responsible for operating and supporting the Cohesity
Platform.

Prerequisite Skills
•

Familiarity with the Cohesity Platform user interface

•

Prior experience performing backup and recovery tasks

•

Basic System Administration Skills (Linux, Windows, VMware)

•

Layer 2 Networking and familiarity with Cloud storage concepts

Training Prerequisites
•

Key Benefits

Cohesity Core and Advanced Operator Courses

demonstrations
and Data Protection related issues
support topics

DATASHEET | Troubleshooting the Cohesity Helios Data Management Platform

Course Syllabus
Core Concepts (1 hour)

•

Introductions (15 minutes)

–
–

Class Introduction
Course Overview

Cohesity Troubleshooting Tools
(1.5 hours)

•
•
•
•
•

Cohesity References & Documentation
GUI Tools
Common troubleshooting Cohesity CLI
commands
Troubleshooting Automation Tools
Demonstrations

The Cohesity Platform Networking
(1.5 hours)

•
•
•

Cluster Networking Overview

•

Demonstrations

Network Configuration Workflows
Common Network Troubleshooting CLI
Commands

Cohesity Cluster Services (1 hour)

•

Overview of key Cohesity Platform
services

•

Fundamentals of the Cohesity Platform
services troubleshooting

•

Demonstrations

Troubleshooting Cohesity Backup and
Recovery Workflows (2.5 hours)

•

Troubleshooting VMware Backup &
Recovery

•

VMware source registration
Troubleshooting

•
•

Demonstrations

•
•
•

Troubleshooting Physical

Troubleshooting Physical Windows
server Backup & Recovery
Windows server Backup & Recovery
Troubleshooting Physical Linux server
Backup & Recovery

Close and Q&A (15 minutes)

•
•
•

Questions and Answers
Survey Completion
Additional Feedback

For more information, contact academy@cohesity.com.
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SOLUTION BRIEF

Become Data
Management Certified
with Cohesity
Boost Your Skills and Career
Key Benefits
•

Advance your data

•

Build your resume and value

•

Share your accomplishments

•

Increase your job efficiency

management skills
to your organization

Leaders in every industry are looking for data management professionals to help them increase
efficiency and accelerate cloud adoption while lowering costs and risks. Once you learn it, prove
your data management expertise by passing a rigorous, independently developed and proctored
certification exam. Then show off your new accomplishment with globally recognized badges!
Cohesity certification advances careers, strengthening professional standing and increasing job
efficiency and satisfaction.

with social networks

Start with Associate Certification and Advance Your Data Management Skills to Expert

Discover Data Management Certifications
Certifications from Cohesity enable technical professionals to demonstrate their current data
management skills as well as mastery of increasingly difficult concepts and tasks that arise in
real-world environments. Associate is a recommended foundational-level certification on the
journey to being a Cohesity Certified Data Management Professional and a Cohesity Certified Data
Management Expert.

Begin With Associate Certifications
Your path to Certified Data Management Associate takes you through multiple use cases.

Data Protection Associate Certification
Data protection certification is for individuals who want to demonstrate that they have mastered a
modern scale-out, software defined solution to protect data from on-premises to the edge and the
cloud. It is also a recommended foundational certification for the Multicloud Solutions certification.

SOLUTION BRIEF | Become Data Management Certified with Cohesity

•

Assesses your knowledge of and skills with Cohesity
DataProtect

Data Management Associate Certification

•

Test your ability to administer and operate Cohesity
DataProtect to protect multiple workloads, including virtual
and physical

certification and receive your Cohesity data management

Test your ability to recover data instantly, ranging from
individual files up to thousands of VMs

Note: Please ensure you have a MyCohesity account before you begin

Recommended for data protection administrators, operators,
or help desk staff

If you do not already have a MyCohesity account, sign up today.

•
•

File and Object Services Associate Certification
File and object service certification is for individuals who want
to build, test and assess their skills with software-defined file
and object services to better manage unstructured data—the

Achieve the data protection, file and object services and multicloud
associate certification, proving you have the capability to help any
organization advance their goals with their data.

Certifications. Please use your same email address to take the exams.

•
•

Customers sign up here.
Partners sign up here.

Four Simple Steps to Certification
1) Learn More About Each Exam

vast majority of enterprise data - at scale, anywhere. It is also

Learn which exam is right for you:

a recommended foundational certification for the Multicloud

•
•
•

Solutions certification.

•

Assess your knowledge of and skills with Cohesity SmartFiles

•

Test your ability to administer and operate Cohesity SmartFiles
for multiple workload types

•

Test your ability to monitor and analyze file and object data
using Marketplace Applications

•

Recommended for file and object storage administrators,
operators, or help desk staff

Multicloud Solutions Associate Certification
Multicloud certification assesses a deeper level of expertise
and proves you understand how to simplify and automate data
management use cases such as archiving, tiering, and replicating
across multicloud environments.

•

Assess your knowledge of and skills using Cohesity in and with
public cloud environments including AWS, Azure and GCP

•

Test your ability to administer and operate Cohesity in
multcloud environments for disaster recovery, archiving,
tiering, dev/test clones and native-cloud backup

•

Recommended for data center, cloud, backup, and file and
object storage administrators, operators, or help desk staff

Data Protection Exam Details
File and Object Exam Details
Multicloud Exam Details

2) Take Free Online Practice Tests
Take free online practice exams to make sure you’re ready for the
proctored exam:

•
•
•

Data Protection
File and Object Services
Multicloud Solutions

Note: Click on “Learning Plan Structure” tab
3) Schedule and Take Your Exams
Schedule and take your exam remotely via Yardstick.

•
•
•

Data Protection
File and Object Services
Multicloud Solutions

Note: Click on “Learning Plan Structure” tab
4) Manage and Share Your Digital Badges
Sign in to see your digital badges and share your
accomplishments with your professional and social networks.

•

See all Cohesity Badges

Start today! Need more details? Contact us.
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Cohesity Data Protection Associate
Exam Details
Introduction
The Cohesity Data Protection Associate exam focuses on ensuring individuals are knowledgeable in
Cohesity DataProtect concepts and terminology. The exam also requires the successful candidate to
demonstrate the ability required to administer and monitor the Cohesity Helios data management
platform. This exam covers Cohesity concepts and administration for data protection. The exam also
covers reporting, replication, archival, and using file and object services for storing backup data. A
Cohesity Certified Data Protection Associate digital badge will be provided upon successful completion
of this exam.

Target Audience
The target audience for the Cohesity Data Protection Associate exam includes all technical and semitechnical roles such as:

• Data protection administrators, operators, or help desk staff
• System administrators
• College/university students and/or graduates
• Cohesity and Partner Employees in roles such as Pre-sales, Services, Support, etc.

Products Covered
Products covered in this exam include:

• Cohesity Helios 6.5
• Cohesity DataPlatform 6.5
• Cohesity DataProtect 6.5

Recommended Prior Training and/or Hands-On Experience
• Familiarity with relevant Cohesity documentation (e.g., manuals, documents, whitepapers)
• Completion of the Cohesity Platform Core Operator and Cohesity Platform Advanced Operator
courses

• The candidate should have six months of hands-on experience with the Cohesity platform and
DataProtect in an operator or administrator-level role

• Familiarity with the Cohesity UI (strongly recommended)

Recommended Exam Study Materials
• Cohesity DataPlatform User Guide
• Cohesity DataPlatform Technical Guides
• Cohesity DataPlatform Release Notes
• Cohesity Support Portal, including the Knowledgebase

Exam Domains/Topics
Section 1 - Fundamental Cohesity Platform Concepts

• Identify source and object concepts
• Describe the Cohesity platform characteristics
• Describe storage domain concepts and configuration options
Section 2 - Data Protection Fundamentals

• Identify source registration requirements and procedures
• Working with Cohesity Agents
• Configuring backups that meet established recovery point objectives (RPOs) and recovery time
objectives (RTOs)

• Describe the components of a Cohesity protection policy
• Describe the differences between application and crash consistent backups
Section 3 - Protection Concepts

• Identify the types of objects that can be protected by Cohesity DataProtect
• Identify protection policy concepts
• Describe how to configure protection policies that meet specific RPOs
• Describe how to configure protection groups to ensure a consistent backup
• Describe the purpose of a backup service-level agreement (SLA)
• Describe the purpose of a backup window
• Describe the Cohesity workflow for protecting virtual machines (VMs)
Section 4 - Recovery Concepts

• Identify recovery concepts
• Describe the different options for recovering objects
• Describe how to perform a restore
• Describe how to perform a restore that does not impact the availability of existing systems
• Describe Cohesity dev/test recovery workflows
Section 5 - Data Management Components

• Identify native Cohesity file services capabilities
• Identify the cloud services that Cohesity Helios natively supports
• Describe Cohesity replication concepts
• Describe Cohesity archival concepts
Section 6 - Monitoring and Reporting

• Identify the different task state status types for a
backup job

• Describe how to determine if backup jobs have met
their SLAs

• Describe how to check the status of a backup
• Describe the available performance monitoring metrics

• Identify the critical performance measurements shown on the Cohesity performance dashboard
• Describe how to use Cohesity Helios reporting to verify compliance with backup SLAs
• Describe how to create reports that demonstrate the health or status of data protection tasks

Recommended Exam Preparation Materials
In addition to the recommended training and hands-on experience listed, a practice test is available to
help prepare test candidates for the Cohesity Data Protection Associate exam.

• Cohesity Data Protection Associate practice test

Exam Details
Cohesity exams are delivered and proctored remotely through a testing center. No onsite testing is
available. Register to take the exam here.

Certification Track

Cohesity Data Management Associate

Specialty

Cohesity Data Protection Associate

Credential

Cohesity Certified Data Protection Associate

Exam Number and Title

COH100 - Cohesity Certified Data Protection Associate

Prerequisite Exams or Certifications

None

Exam Duration

90 minutes

Fee

$150 (USD)

Expiration

2 years

Retake Policy

The exam can be attempted once every 14 days

Language

English

Age requirement

None

For more information contact academy@cohesity.com
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Cohesity File and Object Services Associate
Exam Details
Introduction
The Cohesity File and Object Services Associate exam focuses on ensuring individuals are
knowledgeable in Cohesity SmartFiles concepts and terminology. The exam also requires the successful
candidate to demonstrate the ability required to administer and monitor the Cohesity Helios data
management platform. This exam covers Cohesity concepts and administration for file and object
services. The exam also covers reporting, replication, archival, and using file and object services for
storing various kinds of data. A Cohesity Certified File and Object Services Associate digital badge will
be provided upon successful completion of this exam.

Target Audience
The target audience for the Cohesity File and Object Services Associate exam include all technical and
semi-technical roles such as:

• File and object storage administrators, operators, or help desk staff
• System administrators
• College/university students and/or graduates
• Cohesity and partner employees in roles such as pre-sales, services, support, etc.

Products Covered
Products covered in this exam include:

• Cohesity Helios 6.5
• Cohesity DataPlatform 6.5

Recommended Prior Training and/or Hands-On Experience
• Familiarity with relevant Cohesity documentation (e.g., manuals, documents, whitepapers)
• Completion of the Cohesity SmartFiles Administrator course
• The candidate should have six months of hands-on experience with the Cohesity platform in an
operator or administrator-level role

• Familiarity with the Cohesity UI (strongly recommended)

Recommended Exam Study Materials
• Cohesity DataPlatform User Guide
• Cohesity DataPlatform Technical Guides
• Cohesity DataPlatform Release Notes
• Cohesity Support Portal, including the Knowledgebase

Exam Domains/Topics
Section 1 - SmartFiles Administration Concepts

• Identify the protocols supported by Cohesity Views
• Describe the workflow used to create a Cohesity View
• Describe the Storage Domains settings for Views
• Describe how to encrypt data on Cohesity Views
• Describe the default behavior for Cohesity View quotas
• Identify the configuration features of Cohesity Views
• Describe the different Cohesity View QoS policies
• Describe how to administer Cohesity Views
• Describe how to protect Cohesity Views
Section 2 - Marketplace Application Integration

• Identify what is needed to enable Cohesity Marketplace application support
• Describe the Cohesity Marketplace applications that can be integrated with Cohesity Views
• Describe how to search for data on Cohesity Views
• Describe how and why the Cohesity Marketplace applications Spotlight and Insight can be
implemented with Cohesity Views

• Describe the steps needed to enable file services audit logs
• Describe how to troubleshooting file services audit logs
• Identify the procedures used to enable antivirus protection on a Cohesity View
Section 3 - NAS Migration and Tiering Concepts

• Identify the purpose of external NAS tiering jobs
• Identify the use cases for the external NAS tiering feature
• Describe the process used to migrate NAS data to a Cohesity View
• Describe how to administer data that has been tiered from a NAS to a Cohesity View
Section 4 - Disaster Recovery Concepts

• Describe Cohesity File Services archival options
• Identify Cohesity File Services disaster recovery options
• Describe Cohesity File Services failover options
Section 5 - Security and Compliance

• Identify the workflows used to limit access to a share using whitelists or granular permissions
• Identify the whitelist requirements for access to SMB shares
• Identify the features of Cohesity Views that can be used to secure client data
• Describe Cohesity View protocol security options
• Identify which Cohesity View protocols are read-only versus read/write by default
• Identify the three different types of security parameters that can be configured on a Cohesity View
• Describe Cohesity View WORM compliance options
• Describe Cohesity View file auditing capabilities

Recommended Exam Preparation Materials
In addition to the recommended training and hands-on experience listed, a practice test is available to
help prepare test candidates for the Cohesity File and Object Services Associate certification exam.

• Cohesity File and Object Services Associate practice test

Exam Details
Cohesity exams are delivered and proctored remotely through a testing center. No onsite testing is
available. Register to take the exam here.

Certification Track

Cohesity Data Management Associate

Specialty

Cohesity File and Object Services Associate

Credential

Cohesity Certified File and Object Services Associate

Exam Number and Title

COH125 - Cohesity Certified File and Object Services
Associate

Prerequisite Exams or Certifications

None

Exam Duration

90 minutes

Fee

$150 (USD)

Expiration

2 years

Retake Policy

The exam can be attempted once every 14 days

Language

English

Age requirement

None

For more information contact academy@cohesity.com
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Cohesity Multicloud Solutions Associate
Exam Details
Introduction
The Cohesity Multicloud Solutions Associate exam focuses on ensuring individuals are knowledgeable
in how to successfully use and deploy Cohesity in and with multicloud environments. The exam also
requires the successful candidate to demonstrate the ability required to administer and monitor the
Cohesity Helios data management platform. This exam covers Cohesity concepts and administration for
Cohesity cloud deployments and features that leverage cloud resources. A Cohesity Certified Multicloud
Solutions Associate digital badge will be provided upon successful completion of this exam.

Target Audience
The target audience for the Multicloud Solutions Associate exam include all technical and semi-technical
roles such as:

• Data center, cloud, backup, and file and object storage administrators, operators, or help desk staff
• System administrators
• College/university students and/or graduates
• Cohesity and partner employees in roles such as pre-sales, services, support, etc.

Products Covered
Products covered in this exam include:

• Cohesity Helios 6.5
• Cohesity DataPlatform 6.5
• Cohesity DataProtect 6.5

Recommended Prior Training and/or Hands-On Experience
• Familiarity with relevant Cohesity documentation (e.g., manuals, documents, whitepapers)
• Completion of the Cohesity Platform Core Operator, Advanced Operator, and Advanced
Administrator courses

• The candidate should have six months of hands-on experience with the Cohesity deployments in the
public cloud and Cohesity features that leverage cloud resources in an operator or administratorlevel role.

• Familiarity with the Cohesity UI (strongly recommended)

Recommended Exam Study Materials
• Cohesity DataPlatform User Guide
• Cohesity DataPlatform Technical Guides
• Cohesity DataPlatform Release Notes
• Cohesity Support Portal, including the Knowledgebase
• Cohesity CloudArchive & CloudRetrieve Deployment & Recovery Guide for AWS

Exam Domains/Topics
Section 1 - Cohesity Cloud Concepts

• Describe the supported delivery models for the Cohesity platform
• Identify Cohesity cloud solutions
• Describe the use cases for Cohesity cloud solutions
• Identify native Cohesity cloud features
• Identify the difference between archiving and tiering with Cohesity
• Describe cloning and moving VMs to the public cloud using CloudSpin
• Identify cloud-based disaster recovery features
• Describe the use cases for CloudArchive
Section 2 - Archiving with Cohesity

• Describe how Cohesity’s archive function can support disaster recovery
• Identify the workflows used when working with CloudArchive.
• Describe the options for CloudArchive external targets
• Describe the recovery options available for organizations that use CloudArchive.
• Describe the disaster recovery process using CloudRetrieve
• Identify CloudArchive Direct configuration options
Section 3 - Tiering with Cohesity

• Describe the benefits of tiering to the cloud using CloudTier
• Describe CloudTier configuration options
• Describe how to configure an external target for Cloudtier
• Identify the workflows used when working with CloudTier
• Describe the QoS options available for CloudTier
Section 4 - Cloud-native backups with Cohesity

• Describe how to configure Cohesity for native operation in AWS, Azure or GCP
• Describe how networking with Cohesity running native in the cloud is different than that for an on
premises Cohesity cluster

• Identify supported cloud-native backup operations
Section 5 - Cloud migration with Cohesity

• Identify the use cases for moving VMs to and from the public cloud using CloudSpin
• Describe CloudSpin configuration operations
• Describe how to perform a CloudSpin operation
• Describe how to use the dev/test clone feature using CloudSpin
Section 6 - Deployment Considerations

• Describe different types of cloud storage supported by CloudArchive
• Deployment prerequisites for configuring CloudArchive with AWS
• Identify requirements for deploying and running Cohesity natively in AWS and Azure

• Identify the additional features that are available when you have deployed the Cohesity platform
both on premises and in the cloud

• Identify the registration requirements for cloud sources
• Identify the SaaS applications that can be protected using the Cohesity platform

Recommended Exam Preparation Materials
In addition to the recommended training and hands-on experience listed, a practice test is available to
help prepare test candidates for the Cohesity Multicloud Solutions Associate certification exam.

• Cohesity Multicloud Solutions Associate practice test

Exam Details
Cohesity exams are delivered and proctored remotely through a testing center. No onsite testing is
available. Register to take the exam here.

Certification Track

Cohesity Data Management Associate

Specialty

Cohesity Multicloud Solutions Associate

Credential

Cohesity Certified Multicloud Solutions Associate

Exam Number and Title

COH150 - Cohesity Certified Multicloud Solutions
Associate

Prerequisite Exams or Certifications

None

Exam Duration

90 minutes

Fee

$150 (USD)

Expiration

2 years

Retake Policy

The exam can be attempted once every 14 days

Language

English

Age requirement

None

For more information contact academy@cohesity.com
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Cohesity Data Security Professional
Certification Exam Details
Introduction
The Cohesity Data Security Professional certification exam focuses on ensuring individuals are able
to successfully use and deploy Cohesity next-gen data management solutions in a Threat Defense
architecture. The successful exam candidate should be able to identify potential security risks and
how to mitigate those risks by deploying both industry-standard knowledge as well as implementing
Cohesity best practices and Cohesity security hardening guidelines.

Target Audience
The Cohesity Data Security Professional certification exam is designed for technical roles, such as:

• Professional Services Engineer
• Security Engineer
• Data Protection Engineer
• Data Architect
• Sales Engineer (SEs)
• Storage Administrators
• Network Administrators

Products and Features Covered
Products, solution areas and capabilities covered in this exam include:

• Cohesity Helios
• Cohesity DataProtect
• Cohesity CloudArchive
• Cohesity SmartFiles
• Cohesity Threat Defense Architecture

Recommended Prior Training and/or Hands-On Experience
• Cohesity Certified Data Management Associate (required)
• Cohesity Certified Installation Professional (recommended)
• Cohesity Certified Data Protection Implementation Professional (recommended)
• Cohesity Core/Advanced Operator ILT or eCourse (recommended)
• Familiarity with relevant documentation — e.g., manuals, technical guides, industry standards
(recommended)

• Relevant Cohesity courses (recommended)
• Network general knowledge (recommended)

Recommended Exam Study Materials
• Cohesity User Guide
• Cohesity Support Portal and Knowledgebase
• Cohesity Product Documentation — e.g., Helios, DataProtect, SmartFiles, Hardware Guides, etc.

Exam Domains/Topics
Section 1 – Network Security

• Demonstrate knowledge of how to control network protocol access
• Describe Cohesity best practices to secure inflight backup data
Section 2 – System Hardening

• Describe Write Once, Read Many (WORM) storage technology
• Describe Cohesity encryption capabilities
• Demonstrate knowledge of how to reduce the attack surface
• Demonstrate knowledge of how to secure underlying system access
Section 3 – Security Assessment

• Describe compliance, legal holds and data retention capabilities
• Describe different types cyber attacks
• Describe Zero Trust platform design
• Describe scenarios where third-party solutions are relevant to a secure Cohesity design
Section 4 – User and Access Management

• Describe the options available for multi-factor authentication
• Describe how to configure single sign-on (SSO)
• Describe how to configure or manage role-based access control (RBAC)
• Demonstrate knowledge of Active Directory user authentication best practices
• Describe identity and access controls for Cohesity Platform operations
Section 5 – Periodic Monitoring, Alerting and Auditing

• Describe Cohesity platform audit logging
• Describe the benefits of using remote syslog servers
• Demonstrate knowledge of how to implement monitoring for ransomware or data breaches
• Describe alert notifications on a Cohesity cluster
Section 6 – Incident Response and Remediation

• Demonstrate knowledge of how to recover from a ransomware or potential data loss incident
Section 7 – Secure Data Management

• Demonstrate knowledge of data isolation methods

Recommended Exam Preparation Materials
In addition to the recommended training and hands-on experience listed, a practice test is available to
help prepare test candidates for the Cohesity Data Security Professional certification exam.

• Cohesity Data Security Professional practice test

Exam Details
Cohesity exams are delivered and proctored remotely through a testing center. No onsite testing is
available. Register to take the exam here.

Certification Track

Cohesity Solutions Professional

Credential

Cohesity Certified Data Security Professional

Exam Number and Title

COH350 – Cohesity Certified Data Security Professional

Prerequisite Exams or Certifications

None

Exam Duration

90 minutes

Fee

$150 (USD)

Expiration

2 year

Retake Policy

The exam can be attempted once every 14 days

Language

English

Age requirement

None
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