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Introduction

This book is about data. More accurately, this book is about 
actually managing data. Let’s face it — data serves enter-
prises the same way food serves people. Data powers learn-

ing and nurtures advantage. Data represents the lifeblood of 
operations. And we keep both generating and consuming data.

As the amount of data explodes in and around your work, IT 
teams must help protect it from threats and extract those nuggets 
of insight from it that can lead to new ways of doing something. 
With this knowledge, you can introduce a new idea to market or 
disrupt an entire industry.

Traditional approaches try to pull together all that growing enter-
prise data  — structured and unstructured, including files and 
objects, text and multimedia, and more — in ways that protect it 
and make it easy to see and reuse. But those methods just aren’t 
working. And they’re starving businesses from making much-
needed digital gains, fast. Enter multicloud data management — 
and specifically data management as a service (DMaaS). This 
cloud-centric approach is a radically simple way to back up, secure, 
govern, and analyze all your data. Particularly the data hidden in 
the far corners of IT systems that you might not even remember 
you had. Kind of like those skinny jeans from 20 years ago.

So before we really dive deep into DMaaS, we’re going to talk about 
why there’s even a need to modernize data management. (Spoiler 
alert: The answer is mass data fragmentation — but more on that 
later.) We’ll also address how and why a software-as-a-service 
(SaaS) model for data management can be your organization’s 
BFF. Finally, we’ll talk about choosing a provider and where to 
start. That’s what this book is all about.

About This Book
In a small footprint, we’ve packed a lot into this book to help you 
understand and explain the value of DMaaS not just to others in 
IT but to your business lines and executive leaders, too. Heck, you 
might even be able to explain it to your mom. We cut through the 
typical jargon to help you rethink this emerging model, set your 
strategy, and choose the right partner — all with the goal of put-
ting your data at the service of your business.
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Foolish Assumptions
In writing this book, we’ve made some assumptions about you. 
We assume that:

 » You work in IT and some have familiarity with data centers 
and their operations.

 » You have some knowledge of backup and recovery products.

 » You’re interested in cloud infrastructure, either multicloud, 
public, private, and/or hybrid models.

Icons Used in This Book
Throughout this book, we occasionally use special icons to call 
attention to important details. Here’s what to expect.

This icon points out information you definitely need to know.

This icon gets into the how something works: the nuts and bolts 
stuff.

This icon points out suggestions that can make change easier.

This icon is the early signal that something could go wrong — and 
how to avoid it.

Beyond the Book
The book is small, so think of it like a reference guide. Get the 
overview and then keep it somewhere handy when you have to 
address new use cases. And if you need the latest-and-greatest 
info about DMaaS, check out cohesity.com/saas.

https://www.cohesity.com/saas
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Chapter 1

IN THIS CHAPTER

 » Understanding data management as a 
service or DMaaS

 » Transforming your data using the latest 
tools

 » Implementing a modern data 
management model

Approaching a New 
Normal for Data 
Management

As a service (aaS) has been gaining traction in enterprises 
for a while. You might be familiar with early entrants into 
software applications (SaaS), platforms (PaaS), and infra-

structure (IaaS) as a service. And during the pandemic when 
everything went digital first, cloud-based services really took off. 
Data management as a service (DMaaS) did, too.

The move to aaS makes sense because people and IT teams don’t 
always like to regularly download software and manage the 
change control cycle to keep it updated. And because someone 
else manages the operational infrastructure in a cloud-services 
model, IT teams can use aaS to cut complexity and better pre-
dict costs versus having to deal with hardware refresh and capital 
expenditure cycles.

But the big driver behind aaS in general, and DMaaS in particu-
lar, is that it accelerates digital transformation. In this chapter, 
we look at how organizations get maximum choice and flexibil-
ity without having to manage data infrastructure: With a DMaaS 
solution, that data infrastructure is managed for them.
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DMaaS is an umbrella term for organizations seeking easy access 
to multiple data management capabilities, such as backup and 
recovery, disaster recovery (DR), archiving, file and object ser-
vices, dev/test provisioning, data governance, security, and 
analytics  — all provided as a comprehensive, integrated set of 
offerings through a software-as-a-service (SaaS) model.

Accelerating Digital Transformations
In our digital, data-driven world, all organizations need data 
management that is flexible, available, scalable, and reliable. 
DMaaS provides the answer to not only central IT operations, but 
line-of-business teams as well, with a radically simple way to 
back up, secure, govern, and analyze their data. All these ben-
efits are offered by an expert provider, on an elastic, hyperscale 
cloud infrastructure. DMaaS helps you and your organization 
focus on the most important considerations as data continues to 
grow exponentially around you. In other words, you manage poli-
cies, service-level agreements (SLAs), and insights rather than 
infrastructure.

When you remove the nonessential, day-to-day tasks and opera-
tional headaches that come from having fragmented data and the 
risks of having it exposed to cyberattacks, you can derive value 
from your data that changes the way your business works — for 
the better. (To find out more about data silos and mass data frag-
mentation, turn to Chapter 2.)

When organizations radically simplify data management, they are 
free to push away barriers and innovate. Retailers can collect and 
analyze all of their data to improve the customer experience. Life 
sciences companies leverage backup data to speed the develop-
ment and testing of new applications while ensuring data visibil-
ity and reducing risk. And tech companies? Well, those lucky folks 
drive further, faster, and more iteratively to disrupt traditional 
ways of working.

No matter the industry, DMaaS radically simplifies how you man-
age your organization’s data across hybrid and multicloud envi-
ronments. That way, you can easily unlock nearly limitless value 
from all that data to accelerate the digital strategy you envision to 
drive your competitive edge forward.
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Making Sense of DMaaS?
The debate about whether to move to the cloud is over. The num-
ber of enterprises counting on cloud is already over 90 percent, 
according to most analysts and company reports. And the num-
ber of enterprises pursuing a hybrid cloud strategy is somewhere 
between 62 percent (according to 451 Research) and 87 percent 
(according to Flexera).

Cloud business will be a $1 trillion market by 2024, says IDC. So 
now, it’s simply a matter of what workloads belong in the cloud. 
Richard L.  Villars, group vice president, Worldwide Research 
at IDC, says, “Cloud in all its permutations  — hardware/ 
software/services/as-a-service as well as public/private/hybrid/
multi/edge  — will play ever greater, and even dominant, roles 
across the IT industry for the foreseeable future. By the end of 
2021, based on lessons learned in the pandemic, most enterprises 
will put a mechanism in place to accelerate their shift to cloud- 
centric digital infrastructure and application services twice as fast 
as before the pandemic.”

Modern data management is the simplest, best path to protect, 
connect, and unlock value in data spanning those hybrid — onsite 
plus offsite — IT environments.

Before we go any further, we should point out that DMaaS is not 
database management nor a data-warehousing-as-a-service 
solution. These tools are often confused with DMaaS because teams 
implementing them also want to make the best use of their data. 
They’re focused on organizing a certain type of structured data 
primarily for analytical purposes. DMaaS covers a much broader 
set of data types as well as a broad range of operational use cases.

So what is DMaaS then? DMaaS is a portfolio of managed cloud 
offerings that provide comprehensive data management capa-
bilities for multiple use cases (see Figure 1-1), including the 
following:

 » Backup and recovery

 » Archiving

 » Long-term retention

 » Ransomware protection and recovery
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 » Disaster recovery (DR)

 » Data mobility

 » Development and testing

 » Compliance and governance

 » File and object services

 » Analytics

DMaaS provides operational oversight for every kind of data you 
collect, protect, and keep for future use. And that data comes as 
both structured and unstructured; video and audio files, sur-
veillance footage, virtual machines, persistent volumes, objects,  
and more.

A good way to think about DMaaS is in the context of your data 
center modernization initiatives — many of which involve con-
verged or hyperconverged infrastructure (HCI) stacks to sim-
plify data center operations. That’s what DMaaS does for data 
management functions. It consolidates many use cases on one  
platform — and does so in the cloud.

A Modern Model
DMaaS is different from legacy data management approaches in 
a number of ways. First, to address a comprehensive set of use 
cases typically requires knitting together a series of silos. In a 
backup and recovery context, for example, you might encounter 
various software for different data sources, plus media servers, 
tape libraries, and target storage all put together in a patchworked 
solution to operate and manage. And that old-school model is 
time consuming, error-prone, and costly.

FIGURE 1-1: Bringing it all together.
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Second, each part of the puzzle, whether it’s backup, file and 
object shares, or disaster recovery, is owned and sold by a differ-
ent vendor. And working with three, four, or five of those is just 
plain exhausting. Imagine having to put together a car by order-
ing all of the separate parts — complete with separate assembly 
instructions. And third, forget about seamlessly extending to the 
cloud. That usually requires an entirely different set of gateways.

A modern data management model eliminates data management 
complexity and unifies operations on a single platform. This 
implementation cuts out downtime and data loss. You realize 
speedier operations — from backups to development and testing 
and analytics  — while lowering total cost of ownership (TCO). 
And with DMaaS, you can manage data sources across data cen-
ters, the edge, and public clouds. Best of all, you can leverage all 
that data for business value.

With DMaaS, you drive agility by providing data management 
on-demand. You get to focus on policies and SLAs instead of 
infrastructure. Innovate faster by easily and quickly giving your 
developers and analysts access to data that can be tapped by 
advanced cloud services such as artificial intelligence and machine 
learning (AI/ML).

To find out more about the issues DMaaS solves, and why not 
all offerings (even some cloud and SaaS ones) are ideal for solv-
ing the underlying problem facing many organizations, turn to 
Chapter 2.
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Chapter 2

IN THIS CHAPTER

 » Uncovering problems caused by data 
sprawl

 » Understanding the massive impact

 » Addressing your challenges with the 
correct solution

The Mass Data 
Fragmentation Problem

Analysts at Enterprise Strategy Group (ESG) recently framed 
the problem DMaaS solves succinctly, writing: “Mass data 
fragmentation, global data fragmentation, and distributed 

data fragmentation all refer to the same thing — by having pri-
mary and secondary data sets spread out all over the physical and 
virtual enterprise, we spend far more time and money trying to 
manage it than we get in return.”

“By not having a centralized consistent view of data and easy 
accessibility to data by any and all of our applications that require 
it, we will never be able to maximize the value of our data,”  
says ESG.

So it’s up to organizations to take action and address their data 
challenges — especially the data operations parts of the IT com-
plexity challenge. These efforts must address the problems posed 
by these disparate sources of data residing in a multitude of loca-
tions and infrastructure silos. This chapter examines this problem 
closely and the challenges it creates so you can identify what’s 
needed as a solution.
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On average, midsize organizations believe they’ve lost nearly  
40 percent of deals to larger organizations that have a greater abil-
ity to manage and derive value from their data, according to a recent 
“State of Data Management Report” fielded by Vanson Bourne.  
A full 91 percent of midsize respondents think DMaaS will enable 
them to compete more effectively against those larger enterprises.

What’s the Big Deal about Mass  
Data Fragmentation?

Mass data fragmentation results from the ever-growing prolif-
eration of data and related infrastructure — across different loca-
tions, silos, clouds, and management systems  — and prevents 
organizations from fully utilizing that data’s value. This challenge 
negatively impacts data used in many different places and ways:

 » Across data management use cases, such as backup, 
disaster recovery (DR), and file and object services

 » Within data management use cases, such as backup and recovery

 » Across organizational functions and departments, such as 
development and testing, IT operations, and cloud teams

 » Across locations, such as data centers, remote offices, and 
public clouds

Visually, mass data fragmentation looks something like Figure 2-1.

FIGURE 2-1: All that data, scattered everywhere.
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The fracturing of data elements into separate silos reduces oppor-
tunities to gain new insights and create more value from that 
data — all of which is needed if teams are thinking about dis-
rupting an industry segment, let alone an entire industry itself. 
Each further fragmentation makes it harder for the organization 
to get a truly comprehensive understanding of what data is avail-
able and complicates activities to analyze it.

On top of siloed data elements, IT organizations typically run 
siloed infrastructure for each use case. And each use case typically 
uses its own hardware, software, and separate management user 
interface (UI). This infrastructure fragmentation increases oper-
ational costs and complexity. And this situation further creates a 
crisis of confidence in the data when no one can be sure his or her 
copy of a data set is the “right” one to work with.

Mass data fragmentation results from the ever-growing  
proliferation of data — across different locations, silos, clouds, 
and management systems  — and prevents organizations from 
fully utilizing that data’s value.

Facing Your Challenges
If you think your organization suffers from mass data fragmenta-
tion, keep reading. There are three really big issues your organi-
zation is dealing with because of it.

Data is fragmented
The world contains a lot of data already, and growth isn’t slowing 
down anytime soon.

By 2024, people around the world will have created, captured, cop-
ied, and consumed more than 149 zetabytes (ZB) of data, accord-
ing to IDC’s “Worldwide Global DataSphere Forecast, 2020–2024: 
The COVID-19 Data Bump and the Future of Data Growth” report. 
And here’s the kicker  — the amount of data created over the 
next three years will be more than the data created over the past  
30 years, and the world will create more than three times the data 
over the next five years than it did in the previous five.

Phew! That’s a lot of data to manage. And organizations are put-
ting it everywhere. People store their data on-premises  — in 
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databases, applications, on servers, and more. People are also 
stuffing data into clouds: private, public, and hybrid. And  
organizations are increasingly pushing data to the edge,  embracing 
mobile devices from smartphones to tablets, as well as Internet of 
Things (IoT) sensors and artificial intelligence/machine learning 
(AL/ML) platforms. Once more, there’s a kicker: Most of these 
locations and solutions are architected by different providers that 
run separate infrastructure stacks and solutions that don’t talk to 
each other, limiting visibility and control.

Data is inefficient
Not all data is valuable. Most growth is due less to organizations 
creating original data and more to duplication of the data enter-
prises already have.

The same IDC forecast of data growth mentioned earlier says 
we’re migrating toward less unique and more replicated data — 
analysts estimating a 1:10 ratio by 2024. That’s not only a lot of 
duplicate data to be saving, but it’s also data that becomes more 
challenging to oversee and reuse because people tweak it, then 
save it again and again — on their own machines and on company 
servers and then just for good measure, save it again in cloud 
environments. ESG in its “Mass Data Fragmentation Is Quietly 
Killing Digital Transformation Efforts” report says the organiza-
tions it surveyed report a typical data set is copied and stored an 
average of six times.

Take a look at a real-world example: A bank may have 1,000 cli-
ent services staff members helping customers fill out loan appli-
cations that are completed online or digitized and then stored 
locally and backed up to an offsite location. The bank’s 25-person 
marketing department wants to use information that client ser-
vices gathered to target customers with promotional materials, 
so that group copies the data, and lets the internal development 
team build an app that it needs to support its campaign. The dev 
team then copies the data again, moving relevant parts offsite to a 
cloud provider, to create and test a new marketing app running in 
the cloud. And just like that, data becomes massively fragmented.

And once that happens, data sharing between functions breaks 
down; even worse, capacity is hard to optimize so teams have to 
procure more space. And that takes not only more people, but 
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specialists, to handle. They’re left to operate, manage, and coor-
dinate multiple proprietary systems.

Traditional data management products weren’t designed to scale 
out and globally address duplication, and that’s not only ineffi-
cient, it increases risk. With data growing and duplication occur-
ring more regularly, IT teams are quickly finding they have neither 
the people nor the operational power and budget to keep up.

Data is dark
The “State of Data Management” study from Vanson Bourne 
also reveals that most IT departments spend around 40 percent 
of their time installing, maintaining, and managing data infra-
structure. Some even say IT teams spend half to three-quarters 
of their time each week on these tasks. That’s because tradi-
tional products including backups weren’t architected for today’s 
data-driven world and retrofitting them takes even more work 
sometimes.

Some IT teams are spending on average five months a year grap-
pling with data silos and complex infrastructure while battling 
against budget tightening. As a result, data stays dark: Teams 
don’t know where data is stored, let alone know what they have. 
And guess what that leads to? You got it: increased compliance 
and security risks.

Extra copies of data stored outside of the country of origin, too, 
can lead to hefty fines because organizations find themselves out 
of compliance with local and regional data privacy and residency 
laws such as the European Union’s General Data Protection Rule 
(GDPR). Moreover, dark data sitting in improperly secured loca-
tions or storage devices can create vulnerabilities that are easily 
penetrable by cybercriminals. And boy, are cyberattacks costly. 
But the negative financial impact is only part of the devastation. 
There’s also a potential hit to productivity and brand reputation.

A cool $265 billion is the expected total damage costs of ransom-
ware to global businesses by 2031, reports Cybersecurity Ventures. 
If that’s not enough motivation to keep your data well-lit and 
located in the right place, we don’t know what else to tell you.



14      Data Management as a Service For Dummies, Cohesity Special Edition

These materials are © 2021 John Wiley & Sons, Inc. Any dissemination, distribution, or unauthorized use is strictly prohibited.

So now that we’ve covered the problem and the symptoms, we can 
dive into ways that teams have tried — and often failed — to solve 
mass data fragmentation before.

Not All SaaS Is Created Equal
Recognizing they have a problem with scattered data, organiza-
tions have rushed to adopt SaaS solutions to help manage it. But 
these same organizations are finding challenges with SaaS solu-
tions helping to solve mass data fragmentation.

Remember as you’re reading that SaaS solutions are more than 
one thing. There are end-user facing SaaS applications, such as 
Salesforce, Microsoft 365, and Workday, that produce data to 
be protected and managed. In the context of DMaaS, SaaS solu-
tions may represent individual data management functions that 
address particular use cases, such as backup, DR, archiving, and 
more.

In fact, SaaS-centric IT strategies for data management are  
falling short when adopting a best-of-breed approach because 
they’re actually creating even more silos  — of both data and 
administration — this time in the cloud. The location may change 
(cloud versus on-premises), but the sad story stays the same.

Here’s why: Most SaaS solutions for data management are lim-
ited in scope, solving only one specialized data management 
challenge. Take for example backup as a service (BaaS), which may 
solve one piece of the problem but leaves all the other challenges 
unaddressed. Add another use case, say DR, and the solution can’t 
handle it, so the organization ends up procuring another solution 
to solve the second use case, and so on and so on. These differ-
ent SaaS solutions store your data in different silos and provide 
different administrative UIs — some with less control over your 
data. You get the picture.

Organizations get this: 70 percent of companies surveyed by 
Vanson Bourne say that they’re fearful they would have to pro-
cure services from multiple vendors to completely manage their 
data if the vendor only offers a single function such as backup. 
Moreover, many respondents fear such an approach will increase 
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complexity, fail to reduce costs, and exacerbate challenges with 
mass data fragmentation.

This is why a truly comprehensive DMaaS solution is attrac-
tive. DMaaS goes well beyond backup and delivers a portfolio of 
data management services — including ones already noted, like 
DR, archiving, file and object services, and more — rather than 
making organizations contract with multiple vendors and man-
age a patchwork of point SaaS products to perform these critical 
functions.

DMaaS goes well beyond individual SaaS products that only 
address a single use case such as backup. By providing a com-
prehensive set of data management functions through a portfo-
lio of services such as backup, DR, development and testing, and 
more — combined with the capability to consolidate data from 
on-premises and cloud data sources, DMaaS is geared to solve 
mass data fragmentation.

Impacting Your Business
Mass data fragmentation is compounded by siloed data manage-
ment thinking. Such an approach incurs serious time, people, 
and budget investments for businesses. Here are the numbers, 
according to the Vanson Bourne survey:

 » More Time — 19 weeks a year: That’s the amount of time IT 
teams spend managing data and apps infrastructure across 
public cloud environments. So much for running themselves!

 » More People — A third larger: That’s the expansion IT teams 
would need to glean maximum insights from all the data they 
store across public clouds. Every team of three would have to 
add at least one more full-time employee (FTE).

 » More Money — Almost 50 percent more: That’s how much 
IT budgets would need to increase to close the gap. Hmmm. 
This would be piling cash onto existing inefficiency.

With a clearer picture of the problem, it’s not hard to understand 
why you need to rethink your data management strategy. The rest 
of the book gives you some options.
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Chapter 3

IN THIS CHAPTER

 » Make data a central part of your cloud 
strategy

 » Understand the hybrid data 
management model

 » Back up your data in the safest, most 
manageable way possible

Rethinking Your Data 
Management Strategy

Everybody talks about moving data out of silos and consoli-
dating everything in a single source of truth. Not only does 
this consolidation process make everything a more coherent 

whole, but it also makes your overall structure stronger and easier 
to manage.

By consolidating a comprehensive range of disparate data man-
agement functions onto a single DMaaS platform, IT teams like 
yours can reinforce and accelerate your business objectives.

You cut out all of the wasted time, money, and effort currently 
going into managing legacy data management infrastructure. 
And you do it by reimagining your data management strategy in a 
software-as-a-service (SaaS) model.

Cloud-ify Your Strategy
CEOs across industries have been increasingly calling on IT to 
consider the cloud for new initiatives. And the rallying cry to 
move toward a cloud-first strategy has turned into action and 
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accelerated as countries issued stay-at-home orders during the 
global pandemic. Senior leaders around the world realized a cloud 
implementation was critical not only to business continuity but to 
business resilience in the face of unprecedented change.

Cloud can at once:

 » Speed time to market and innovation

 » Drive insights from all of your data, catalyzing new and 
differentiated experiences

 » Simplify operations by reducing infrastructure management

 » Ease scaling to support the remote work surge

 » Reduce operational risk

Early in the crisis, cloud-native companies surged ahead while 
traditional company IT teams scrambled to cloud-enable 
the infrastructure and apps they had. Thirty-five percent of  
organizations recently surveyed for the Spiceworks Ziff Davis 
“2021 State of IT” report either already migrated or plan to  
accelerate migration of workloads to the cloud due to COVID-19. 
Moreover, the report notes businesses expect to increase cloud 
and managed services spending in 2021, and on-premises  
hardware spending in 2021 is expected to decline.

And although organizations are going all-in on cloud, this accel-
eration is coupled with concerns about what is being given up, 
namely security and control.

So long-term, rapid cloud adoption without integrated opera-
tions isn’t ideal. And soon, adopting different clouds for dealing 
with different data sources and initiatives will lead to new silos — 
cloud silos — adding to mass data fragmentation.

So how does your IT organization take all of these parts and make 
them a cohesive whole? How do you meet CEO cloud-first man-
dates and effectively embrace modern, multicloud data manage-
ment without creating silos in the sky?

DMaaS is that strategy. DMaaS radically simplifies the way data is 
backed up, secured, governed, and analyzed. This service features 
capacity-based pricing, eliminates infrastructure and silos, and 
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consolidates multiple data management use cases into a unified 
platform. Now, all of your data from backup and archiving, DR, 
file and object services, dev/test, and analytics reside in a single, 
efficient location, as shown in Figure 3-1.

Backup as a service (BaaS), as part of a DMaaS strategy, is a great 
first step for IT operations teams who want to align with cloud-
first mandates.

The Hybrid World
So consolidating different cloud data sources is one thing. But 
what about the data from application workloads you want to keep 
onsite? Maybe you have core data that really differentiates your 
business, or you need to run some of your systems on-premises 
for compliance and regulatory reasons. To ensure you can manage 

FIGURE 3-1: Multiple data management use cases, one single interface.
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both cloud and premises-based data efficiently, you need a single 
platform for hybrid cloud.

But hybrid is hard. The right DMaaS solution fits into and helps 
you meet both your multicloud and hybrid cloud objectives. And 
that’s because it doesn’t create new silos. Instead, the solution 
seamlessly manages data sources from both onsite and off-site 
sources and consolidates them in the cloud without requiring you 
and your people to change tools or user interfaces.

That solution is the opposite of offerings that only support data 
sources of a single type. Organizations that don’t think holisti-
cally tend to end up with a collection of loosely coupled solutions 
that operate in swim lanes with separate data management tools 
that may look something like this:

 » New, cloud-based apps: Users or developers work with 
individual cloud-provider tools for each cloud service in use.

 » SaaS apps: App users or admins use built-in, one-size-fits-all 
recycle bin and retention policies.

 » Legacy apps: IT teams manage separate legacy backup, 
replication, and other tools.

 » Core databases: IT teams manage disconnected legacy 
backup, replication, database clustering, and database 
cloning tools.

And each lane, unfortunately, ends up with different guardrails, 
tools, UIs, and rules. You’re right back in a disparate, discon-
nected environment with little to no integration. Sort of looks like 
a digital farmland with a whole bunch of silos again, doesn’t it? 
And you don’t even get the benefit of cute baby horses or goats.

So is DMaaS a complete solution for all of your hybrid and multi-
cloud problems? The honest answer is, it depends.

The effectiveness of a DMaaS solution depends on where you are 
in your organization’s cloud journey and how much flexibility and 
control you want to maintain versus offloading to DMaaS. Some of 
you might want to take the next step beyond supporting hybrid data 
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sources and operate seamlessly over hybrid cloud, which we discuss 
more in Chapter 5. What you should know now is even though it’s 
tempting to jump in with a single-point product and figure it out 
as you go, that’s likely to be shortsighted. No matter what your data 
management and cloud strategies are, choosing the right platform 
from the start (spoiler alert: one that supports multiple use cases 
and hybrid cloud) will be the key to long-term success.

A Platform for DMaaS and More
For anyone who’s been in IT awhile, the concept of a platform 
approach isn’t new. In fact, this concept dates back to the main-
frame era. But as the IT world has evolved exponentially (to put it 
mildly), we were bound to see point products emerge to address 
specific data management problems. Over time, for many this has 
led to an approach much like using digital duct tape and glue (or 
maybe real duct tape, depending on the vintage of your tools and 
infrastructure) to repair your data management house when what 
you really need is to ensure it is built on a solid foundation.

Radically simplifying your data management strategy starts with 
applying the same architectural approach and principles that 
hyperscale cloud giants like Amazon, Facebook, and others do. 
These behemoths manage exabytes of the world’s consumer data 
highly efficiently at scale. The key is to manage your enterprise 
data in the same way (even if you do process less data in a month 
than Zuckerberg et al do in a few hours).

Amazon Web Services (AWS), for example, provides a platform 
approach for all of its cloud services, and optionally lets you 
extend it on-premises for hybrid cloud, if and when you need it. 
You can see AWS as an example and how it maps into an ideal data 
management platform in Table 3-1.

Let’s break it down even more. The first three attributes are foun-
dational for delivering DMaaS with a mutlicloud data platform 
while the fourth attribute advances choice and flexibility.
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For those of you adopting a cloud-first or all-in cloud strategy, 
DMaaS is probably all you need, as you may prefer more of a 
hands-off approach to additional infrastructure. But for others, 
where you have strong regulatory mandates and/or investments 
on-premises, you might also want infrastructure on-premises to 
manage data — just like you would in AWS Outposts appliances. 
The key is, no matter what you choose, you are employing the 
same platform, same UI, with the same services running on top, 
as shown in Figure 3-2.

So with DMaaS, data is consolidated in one place rather than 
siloed, stored efficiently rather than wastefully, and made vis-
ible rather than kept in the dark. Your data is no longer a forgot-
ten mushroom! DMaaS simultaneously addresses the problem of 
mass data fragmentation while allowing both your IT and busi-
ness teams to holistically leverage its value.

And with this new architectural approach you get both unlimited 
scale and improved security.

TABLE 3-1	 Comparing Data Management Platform  
Concepts with Real-Word Examples

Platform Attribute AWS
Data Management 
Platform

A single platform Same platform 
infrastructure across 
regions and availability 
zones

Same platform to store  
and manage data across 
multicloud and on-premises 
locations

A single, logical 
control plane

Single AWS Console 
manages across locations 
and services

Single administrative UI  
to manage data across 
locations and services

The ability to expose 
a variety of services 
atop the platform

Hundreds of AWS services 
including compute, 
databases, analytics, IoT, 
AI/ML, and more

Many use cases, including 
backup, DR, dev/test, files 
and objects, security, 
analytics, and so on.

Flexible deployment 
and consumption 
options

AWS cloud (public cloud) 
and AWS Outposts 
(on-premises)

DMaaS (public cloud) and 
data management software 
(on-premises)
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DMaaS can harbor and index unlimited data  — structured 
or unstructured  — to always keep you a step ahead of your  
organization’s exponential data growth. Automatically store, 
index, protect, and make productive any new data added by your 
organization in an elastic fashion.

You get better protection because it’s easier to secure a single 
platform rather than multiple silos, and it presents a smaller 
data footprint, which reduces your attack surface. You can also 
safeguard data with in-flight and at-rest encryption. Next, you 
can defend your data against ransomware with key capabilities. 
Implement features such as snapshot immutability (locking in 
your data so it can’t be altered), WORM (write once, read many), 
role-based access, and multifactor authentication. From recov-
ery to defense, a single platform can also feature ML-powered 
security recommendations to streamline operations and defend 
against ransomware.

Altogether, this solution helps you control your costs and rein in 
your data volume while eliminating costly extraneous copies of 
data. And it’s all a simple line item on your monthly cloud bill. 
Figure 3-3 shows all the benefits.

FIGURE 3-2: Same platform benefits across multiple deployment and 
consumption models.
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Spinning Up Backup as a Service
So where should you start if you want to dip your toes into the 
DMaaS waters? Backup as a service (BaaS) is a nice starting point.

Why? Backup is a great place to begin because it’s a fundamental 
data management operation that has to be performed to ensure 
business continuity. And what you want (and can do with BaaS) 
is to take it from the dark ages, where it’s a mere insurance 
policy to the modern age of DMaaS where you can do more with  
your data.

Backup has always played the role of a great collector of data. 
Gather the critical bits and bytes that you want to first protect, but 
ultimately get the most value from. After you have your organi-
zation’s data backed up and collected in the cloud, you can glean 
more value from other DMaaS services like analytics, data gover-
nance, or development and testing features.

So in essence, you get to ditch your legacy backup for modern 
BaaS.  The right solution supports backup and recovery of any 
workload running anywhere. You get everything from legacy on-
premises applications to new cloud-native apps and SaaS or data 
at edge sites like remote offices.

FIGURE 3-3: Key benefits of a single, unified platform for enterprise data.
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The backup service runs directly on the multicloud data manage-
ment platform while protecting data across hybrid cloud. This con-
figuration delivers the true hybrid cloud experience we reviewed 
earlier, but without restrictive swim lanes (see Figure 3-4).

These are the top benefits of BaaS models:

 » Reduced backup infrastructure management overhead.

 » No more complex and capital-expenditure-heavy procure-
ment cycles.

 » Flexibility of restores in the cloud or back to your data 
center.

 » Backup data can be reused and leveraged in tandem with 
other cloud services, such as analytics.

In a shared responsibility model, cloud providers take care of 
physical cloud infrastructure. That setup includes their data cen-
ters and servers. But your responsibility is still to safeguard your 
data — and that includes securing it, managing it, and backing it 
up. A 2021 ESG survey found that malicious deletion was the top 
cause for data loss of SaaS data, and only 15 percent of Microsoft 
365 customers were able to recover all their data. Those are pretty 
humbling statistics and should be cause for concern for organiza-
tions that don’t proactively back up their cloud data.

FIGURE 3-4:  You can start with backup and add services without adding silos.
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Do More with Your Data
In addition to simplifying and speeding up backup processes, 
DMaaS empowers everyone on your team to do more with data. 
In other words, additional DMaaS offerings help put all of your 
data to work!

Because you’re no longer making multiple copies and shipping 
that data to different locations and silos, your platform can take 
your backup and other unstructured data and make it more pro-
ductive. For example, you can prepare for failover scenarios and 
quickly spin up secondary sites for disaster recovery. You can also 
speed development and testing. By using backup data (instead of 
production) for agile dev/test, you accelerate new app and service 
delivery and lower your risk. (There’s lots more info about this in 
Chapter 6.)

But there’s another huge benefit to consolidating your backup 
and unstructured data on a single platform in the cloud. After 
you build a “center of gravity,” you can activate a huge ecosys-
tem of advanced cloud services and third-party applications to 
tap into that data. Power AI and ML to inspect data for passwords 
that might not be encrypted and examine data sets that might be 
out of compliance directly from the platform. (Again, check out  
Chapter 6 for more details.)

Instead of moving and copying data around to do new things on 
separate compute infrastructure, you can bring near-infinite 
amounts of compute power in the cloud to the data. This con-
figuration gives IT operators, analysts, and developers the power 
to derive insights from previously dormant data to meet security, 
compliance, and analytics requirements. All because applications 
can access and use the data within each system that was previ-
ously hidden to deliver better visibility and more insights.

So now the value of your data — and in turn, your ROI — grows 
with time. New services and applications continuously allow users 
to unlock more value from your data or more effectively secure 
data in the face of evolving cyber threats.
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Here’s a list of better-than-ever capabilities that a DMaaS plat-
form delivers:

 » Protection of data on-premises, cloud-native and SaaS data 
with a single service

 » Ransomware protection and recovery

 » Vulnerability scanning and antivirus

 » Enhanced analytics

 » Data governance

 » Auditing and compliance

If you want to find out how DMaaS can benefit your business, turn 
to Chapter 4.
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Chapter 4

IN THIS CHAPTER

 » Realizing more predictable costs

 » Providing data more easily for analysis 
and development

 » Getting to innovation, faster

The Business Benefits 
of DMaaS

Even before the pandemic, organizations were realizing that 
to stay competitive and thrive, they needed to reduce their 
infrastructure resource burdens. They modernized their 

businesses through digital strategies. Today, optimizing data 
management resources for lower capital costs and maximum 
operational efficiency involves a cloud-based DMaaS model. In 
this chapter, we look at some of the business benefits that DMaaS 
delivers.

Move to More Predictable Costs
IT teams need to manage multiple environments that need to be 
always available, cater to demand spikes, and work just as well 
during lean periods. This task is extremely difficult for any IT 
professional, even someone as wonderful and informed as you. 
It’s hard to predict resource and capacity needs and staff cor-
respondingly to the variability in demand. DMaaS allows teams 
to quickly right-size environments by adopting a more predict-
able model that hits the balance sheet as an operational (OpEx) not 
capital (CapEx) expense.
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In a consumption-based data management pricing model  
(as provided by DMaaS), no one gets locked into multiyear license 
purchasing or underutilized contracts that were bloated due to 
large buffers and overprovisioning.

Teams can choose from flexible commitments that don’t exceed 
one year and pay only for the software they need, metered in 
a transparent and granular way. This method not only helps in 
advanced financial planning, but also allows teams to return 
their focus to driving service quality and innovation. When 
costs are more predictable, you have fewer variables to muck  
everything up.

And who’s happiest (outside of IT) when IT moves to a service 
provider-based licensing and operations model? Procurement 
teams! Because service-related pricing cuts down on license 
contracting and support negotiations and subscriptions simplify 
renewals. Finance teams also get to join in the happiness, because 
predictable pricing puts an end to budget surprises.

Consolidate Data Efficiently
We’ve said it a lot, but we’ll say it again: DMaaS breaks down 
silos by consolidating all your data in the cloud  — no matter  
the source, location, or use case. That collection includes data 
gathered from last night’s backups of on-premises sources, data 
you need to fail over to in case of a disaster like a flood or hur-
ricane, or data you need to examine for compliance or security 
reasons. And very importantly, you can manage all of it from a 
single user interface. You’re simplifying operations and lowering 
costs with consolidated data management in one place.

Unlock Agility by Removing Complexity
BCC, or before cloud computing, organizations installed many 
disparate point products on-premises to perform data manage-
ment processes. These products used different hardware and 
software for backing up virtual machines (VMs), physical serv-
ers, and databases. Other totally different systems handled file 
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and object shares and even more additional systems took care of 
disaster recovery. All together, these investments increased IT 
complexity, staff time, and costs.

In contrast, DMaaS simplifies operations by eliminating all that 
redundant infrastructure and the time and effort it takes to 
manage it. Your IT staff is free to focus on what they do best —  
innovating, empowering developers and data scientists, and foos-
ball. While that team exceeds (and scores) goals, you can redirect 
investment to new and exciting projects, not maintaining a patch-
work of legacy solutions. And when teams wipe away all of that 
complexity, it’s easier to meet service-level agreements (SLAs), 
particularly for data recovery and agile dev/test cycles where data 
is needed on demand, to deliver on business requirements.

Accelerate Cloud and Transformation 
Initiatives

By managing data in the cloud with DMaaS, you further accel-
erate broader organizational cloud initiatives and mandates. But 
the real questions are “Why?” and “How?” And “When does 
lunch get here?” First, DMaaS makes the leap to cloud easy — 
especially when you start with BaaS to protect and collect your 
data without disrupting anything in production. The whole pro-
cess happens quietly in the background. Second, because data is 
backed up in the cloud with DMaaS, app workloads or data that 
you want to move to the cloud can be easily restored and migrated 
to a new permanent home in the cloud. Or data can failover to 
the cloud temporarily for disaster recovery. Last, but not least, 
new cloud applications and transformation projects need better 
access to data  — both from other new cloud and SaaS sources 
as well as from legacy systems such as core databases and ERPs. 
With DMaaS, you collect and consolidate data from a variety of 
sources already, which makes it simple and easy to tap into all of 
it. You’re able to truly transform and take full advantage of the 
digital revolution.
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Foster Innovation and Better  
Data Insights

Another benefit of keeping all of your data together with DMaaS 
is you can search and analyze all of your data in the cloud. Hyper-
scalers like AWS deliver an unmatched breadth and depth of 
advanced data services such as artificial intelligence or machine 
learning, data compliance and governance, data warehousing, 
data streaming, and analytics. Well, DMaaS makes it easy to feed 
data to them so you can innovate faster and derive better insights. 

We touched on empowering your developers before, but this con-
cept is really important in the era of using data to differentiate 
your business. Because most developers like to start building in 
the cloud anyway, having DMaaS data where they like to explore 
and build — in the sandboxes they refer to — gives them faster 
and easier access to data as they design and roll out new applica-
tions. In turn, the faster your business will achieve time to value 
and return on investment (ROI) by moving to DMaaS. And that 
benefits everyone.
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Chapter 5

IN THIS CHAPTER

 » Determining how it all fits with your 
cloud strategy

 » Making your case for DMaaS

 »  A checklist of  what you need

Choosing the Right 
DMaaS Provider for Your 
Business

DMaaS helps you transform your business by protecting and 
making better use of your data. Now, you can look at some 
of the key considerations in choosing a DMaaS provider. 

H.J. Heinz company says it has 57 varieties of ketchup, pickles, 
and sauces. There are many backup, disaster recovery (DR), file 
and object, and data governance providers as well. Having so 
many choices makes it easy to get lost in the jargon of data man-
agement products and vendors  — particularly as many play 
catch-up in providing cloud and SaaS offerings. Choice is great as 
long as you’re not overwhelmed. In this chapter, you can discover 
how to make the best choice for your business.

Travelling on Your Cloud Journey
Cloud is here to stay, so you can stop worrying about if and when 
it will be part of your mix. Now is the time to focus on how, what, 
and where cloud makes sense for your business. The best approach 
for your business may be mostly on-premises, private cloud while 
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others choose SaaS-first or even go all-in on cloud. The truth is, 
neither extreme is practical nor sensible for most organizations. 
So just like the clouds in the sky, your cloud strategy will most 
likely evolve and take on many shades of gray with a hybrid or 
multicloud approach.

DMaaS fits the entire spectrum of cloud strategies. Yet how your 
business implements and supplements DMaaS may vary. That’s 
why you need a platform approach to DMaaS. A DMaaS platform lets 
you more easily bring on new solutions while avoiding adding silos 
and complexity. Keeping in mind that no two organizations’ points 
on the cloud journey will be exactly the same, Table 5-1 maps some 
typical cloud strategies to implementation recommendations.

Building Your Business Case
Given all the benefits of DMaaS, what could possibly be holding 
back teams that aren’t embracing this new approach? A common 
answer is how to build a successful business case for it. Teams 

TABLE 5-1	 What You Might Have, and What You Should Do

Cloud Strategy
Data Management Implementation 
Recommendation

Private cloud, 
on-premises

Single platform data management software. Supplement 
with DMaaS to move data offsite.

Operational hybrid 
cloud, large 
on-premises footprint

Single-platform data management software for 
on-premises systems to maximize performance and 
leverage existing investments. DMaaS for cloud and SaaS 
workloads.

Hybrid data sources, 
small on-premises 
footprint

DMaaS for cloud, SaaS, and on-premises workloads. 
Supplement the same platform data management 
software as required for latency sensitive workloads.

Multicloud DMaaS for all cloud, SaaS, and on-premises workloads. 
Supplement the same platform data management 
software as required for latency sensitive workloads.

Cloud-first or all-in 
cloud

DMaaS for all cloud and SaaS workloads.

Remote or edge sites DMaaS for all remote and edge workloads.
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that don’t know where to start typically begin by comparing the 
costs for legacy software and hardware solutions to DMaaS (or 
SaaS). That comparison means you’re getting off on the wrong 
foot, because IT is comparing the per-unit cost of a service to 
software and hardware costs.

With DMaaS, many operational costs are now the burden of the 
provider and you as the customer no longer need to manage or 
worry about it. These costs include:

 » Data centers

 » Power and cooling

 » Hardware, such as servers, storage, and networking

 » Network usage including data egress and transfers

 » Infrastructure redundancy

 » Software

 » Software updates and patches

 » Online support

 » Administration of all the above components

 » Maintenance of all the above components

The only thing left for teams to manage then is the data itself. 
DMaaS greatly simplifies operations and reduces TCO when 
compared to legacy products. So be sure to understand all of the 
costs you’re not having to pay for separately when comparing  
as-a-service pricing against existing solutions when making your 
business case. A lot of those costs (and worrying concerns) go 
away and make everybody feel a whole lot better.

Staying Flexible
As every organization witnessed in 2020, the whole world and 
way people work can change on a dime. Your cloud strategy, too, 
will likely shift and evolve, directly impacting your data manage-
ment strategy.
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DMaaS is a great future-proofing option. DMaaS gives you 
the capability to manage any data anywhere. You can start 
by backing up only your SaaS apps, but then decide to quickly 
add remote sites and branch offices. That same month, you 
could also add on-premises data sources that can be eas-
ily moved to the cloud. Next you might want to add automated 
DR failover and failback between premises and cloud. Only 
DMaaS gives you this flexibility — to add or subtract a wide  
range of use cases to your subscription — as your business needs 
change. And if you have other requirements such as regula-
tions for compliance or large data sets that need to be managed  
on-premises, ideally you can supplement DMaaS with data  
management software that’s built on the same platform.

Leaving One-Trick Ponies in the Stable
Another thing to remember in building your business case for 
DMaaS is that not all SaaS solutions are created equal. Neither 
are the vast majority of actual ponies, but we’ll leave that con-
cern to breeders and focus on the technical here. According to 
a recent Vanson Bourne report on the “State of Data Manage-
ment,” 94 percent of survey respondents want more than just 
BaaS when it comes to DMaaS. So be aware of BaaS-only solu-
tions that will ultimately end up as yet another data silo in your 
environment. Certain BaaS solutions take the age-old problem 
of backup as an insurance policy and make backup easier to 
consume — just like buying insurance on the internet. That’s 
fine and dandy, but what about getting more value from your 
data so you can analyze and monetize it? What about other data  
management use cases such as disaster recovery, develop-
ment and testing, and file and object services? If you go with a  
one-trick pony, you’ll have to fill a whole stable with disjointed, 
disconnected products to do all the things one comprehensive 
DMaaS platform can do.

Now that you’re ready to build your business case, use the 
checklist in Table 5-2 to examine critical areas of investment to 
evaluate.
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TABLE 5-2	 DMaaS Core Requirements Checklist
Current Offering

Yes | No Costs Model Flexibility

Eliminate CapEx

Simple front-end capacity pricing for all workloads

Inclusive pricing (unlimited restores, no data 
egress, included storage)

Yes | No Hybrid and Multicloud Capabilities

Simple and resilient scale-out data migration

Single UI for on-premises and cloud

Change block tracking to reduce network data 
transfers

Flexible and granular recovery to original or new 
location

Yes | No Comprehensive Data Management

Protect on-premises applications and data 
sources

Protect enterprise apps and databases

Protect cloud and SaaS applications and data 
sources

Global search across all locations and services

Comprehensive use case support

Ability to tap into advanced cloud provider data 
services
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Chapter 6
Ten Use Cases for DMaaS

DMaaS empowers your IT team to focus on managing your 
data, not your infrastructure. Within a single DMaaS solu-
tion from one provider, your organization can subscribe to 

discrete data management offerings addressing a wide range of 
use cases.

Offsite Backup and Recovery and BaaS
With BaaS as part of an integrated DMaaS solution, you can unify 
backup data across hybrid and multicloud and use a single inter-
face to quickly search data and recover it anywhere. Shift CapEx 
to a more predictable OpEx model and eliminate provisioning and 
hidden cloud costs, such as data egress charges. Get a secure and 
efficient way to protect and consolidate your backup data in one 
place, in the cloud, so you can tap into and do more with your data.

For BaaS, implementation couldn’t be simpler. Sign up and set up 
your account, connect your data sources, and automatically detect 
your workloads. Start protecting mission-critical data and appli-
cations within minutes.

You can take advantage of the public cloud’s elasticity and eco-
nomics to radically simplify data protection with the right DMaaS 
solution. Eliminate legacy backup silos and manage backup and 
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recovery infrastructure with a single, easy-to-navigate user 
interface. Implement consistent, complete enterprise-class pro-
tection for a broad set of data sources:

 » Virtual and physical servers

 » Traditional and containerized applications

 » Relational and distributed databases

 » Files and unstructured data

 » Home-grown cloud apps

 » SaaS workloads

SaaS and Cloud Apps Protection
Remote work accelerated cloud adoption and the use of SaaS 
applications, such as Microsoft 365 (including Exchange Online, 
Teams, SharePoint, and OneDrive). Still, built-in data retention 
features from cloud providers are largely insufficient for enter-
prise backup and often don’t meet industry regulatory require-
ments or long-term retention needs. They provide fixed policies 
that are one-size-fits-all. This setting doesn’t work for t-shirts, 
and it doesn’t work for IT either. Plus, each SaaS or cloud provider 
provides backup features for its own services, but it doesn’t sup-
port other providers.

DMaaS is an ideal way to ensure all your SaaS and cloud-native 
data — regardless of which cloud it runs in — is protected from 
accidental and malicious deletions, as well as cyberattacks. Unlike 
cloud service providers that only cover protection of their infra-
structure, the right DMaaS solution efficiently backs up home-
grown cloud-native and SaaS applications and your customer data.

With DMaaS, you get enterprise-grade, cloud-to-cloud backup 
of cloud and SaaS applications that secures your data, gives you 
visibility into it, and simplifies how you protect it over multiple 
cloud services and providers. DMaaS consolidates and protects 
cloud workloads such as Amazon EC2 and RDS as well as SaaS 
applications (like Microsoft 365) with a single, unified service 
that far and away exceeds the built-in protection offered by cloud 
providers. Just sign up, connect, and stop worrying about your 
cloud data.



CHAPTER 6  Ten Use Cases for DMaaS      41

These materials are © 2021 John Wiley & Sons, Inc. Any dissemination, distribution, or unauthorized use is strictly prohibited.

Long-Term Retention and Archiving
Business, industry, legal, and other mandates require your orga-
nization to store data for varying periods of time, ranging from 
30 days to 7 years to indefinitely. The right DMaaS solution can 
make that task easier and more cost efficient. Use a DMaaS solu-
tion to streamline data archival with automated backup policies 
that move archival data from online cloud storage to cold cloud 
storage. This helps you further reduce your long-term costs with 
DMaaS without the hassles of bolt-on gateways. When you do 
need your data back, use global search to quickly find and restore 
your data.

Disaster Recovery
With the right DMaaS solution, you can boost your disaster pre-
paredness and be ready for whatever comes next. This solution 
converges point-in-time snapshots, replication, continuous data 
protection, and automated failover and failback orchestration. 
You get near-zero downtime and no data loss across a range of 
SLAs for business-critical to mission-critical applications. Best 
of all, with a disaster-recovery-as-a-service (DRaaS) model, you 
can spin up on-demand pay-as-you-go cloud infrastructure only 
when you need it to eliminate costly and hard to manage second-
ary data centers.

Air Gap Security and Ransomware 
Recovery

It’s not a matter of if you’ll face some kind of intrusion, but 
when. So first, put up the defenses and take the necessary steps 
to ensure your data is protected when a cyberattack happens. One 
major advantage of DMaaS is that it creates physical air-gap sepa-
ration from your production environment and your backup envi-
ronment by moving backup data offsite to the cloud and securing 
it. Second, you need to be able to rapidly recover your production 
environment after an attack has happened, without getting rein-
fected again.
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A complete DMaaS solution provides protection for your backup 
data, early detection using machine learning to identify anoma-
lies, air-gap separation, and rapid recovery at scale with assur-
ance that you are restoring clean data.

Compliance and Data Governance
Your DMaaS solution should include robust ways to keep your 
organization’s data safer while making compliance tasks easier. 
The beauty of a DMaaS solution is it has backup as a massively 
scalable data collection technique and is connected to advanced 
data classification and detection services in the cloud.

By integrating global search, file audit, and analytics, DMaaS 
makes it easy to find and detect sensitive data, classify it, mark data 
that is out of compliance or at risk, and provide suggested actions 
so your data sets remain in compliance and meet governance 
goals. That way, you continue to reduce your data costs, solution  
complexity, and compliance risk.

Files and Objects
Because public clouds give you cost-efficient capacity while eas-
ing operational burdens, your DMaaS solution should seamlessly 
offload data from expensive enterprise NAS storage and filers to 
more efficient cloud capacity with unified file and object services.

This implementation can allow you to expand or augment capac-
ity of on-premises storage devices or replace them altogether. 
Advanced DMaaS file and object services deliver unified multi- 
protocol support like NFS, SMB, and S3 as a single unified service. 
Any type of application, from Linux and Windows to cloud-native, 
containerized, and serverless apps, can store, share, and access data.

Development and Test
Development speed can set your business apart, given that every 
organization is becoming a software company. You need a single 
place to manage all your data to give you an edge in speed.
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After you have the right DMaaS solution in place, you can 
 accelerate software development cycles and continuous integration 
and continuous development (CI/CD) pipelines by providing quick 
access to data using clones of your backup data. Accelerate devel-
opment without impacting production.

Cloud Data Lake
Nope, we’re not talking about a vacation spot or the scene of a 
1980s slasher film. A data lake acts as a repository for all types of 
data: That’s structured, unstructured, and semi-structured data. 
The data is stored there for future use or analysis.

The beauty of DMaaS is it automatically collects and protects all 
types of data from this wide variety of structured and unstruc-
tured sources and consolidates it in the cloud. This implementa-
tion simplifies the collection process that would normally happen 
with traditional data lakes where you’re required to manually 
copy data over from production.

Also, because DMaaS is running in the cloud, the service approach 
makes it much easier to tap into the near-infinite compute pow-
ers of on-demand cloud resources and advanced analytics ser-
vices available. These are things like data streaming, artificial 
intelligence (AI) and machine learning (ML), and data warehousing.

Analytics
Once you consolidate silos and index your organization’s data into 
one DMaaS platform as suggested previously, you can more easily 
tap into and analyze your data. DMaaS accelerates your analytics 
efforts and boosts your competitive advantage.

You can integrate ML into operations and reduce risk by tapping 
into advanced cloud-based analytical tools and models rather 
than exporting out massive chunks of data and exposing them to 
vulnerabilities. Use such insights to safeguard your organization 
from threats and vulnerabilities or discover ways to assess com-
pliance. And delight your customers by powering your services 
with the highest quality data in real time. And really, is there any-
thing more delightful?
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