
Boost Ransomware 
Protection and Resiliency 

As organizations create, use and manage increasingly higher volumes of data 
residing everywhere—across hybrid clouds and multiclouds—keeping it safe 
from ransomware attacks and making it available and productive to the business 
have become complex and costly. Solutions from Cohesity and Cisco boost 
cyber resilience and data management at scale. Our jointly developed solutions 
modernize your data infrastructure, delivering increased data security and 
accelerated recovery with flexible options at reduced costs. With immutability at 
the foundation, integrated Cohesity and Cisco solutions feature a multi-layered 
approach that protects your data against ransomware, detects potential threats 
and recovers data rapidly where and when you need it. Because both Cohesity 
and Cisco dramatically reduce the components you need to maintain, you improve 
operational efficiency and give team members time back to spend on innovation.

Integrated Cohesity and Cisco Solutions
Cohesity is the only comprehensive data security and management solution certified on Cisco’s 
cloud-operated UCS X-Series Modular System, ready to power your hybrid cloud and multicloud 
environments. Cohesity is integrated with Cisco Intersight, Cisco HyperFlex, and Cisco SecureX.

Protect
Key capabilities

• Immutable backup snapshots combined with Write Once Read Many (WORM) features 
prevent data modification or deletion 

• Comprehensive access controls such as multi-factor authentication (MFA), role-based access 
controls (RBAC), and quorum/multiple approvals mitigate risk 

• Value chain security embedded in Cisco solutions ensures the technology is genuine and 
tamper-proof

Unified offering

• Data protection
 Cohesity on Cisco UCS X-Series Modular System with Cisco Intersight™ is a modern, future-

ready backup and recovery solution. It protects and consolidates your primary workload 
storage, the file/object services to those workloads, and more onto a singular architecture 
within Cisco UCS for unmatched flash-optimized recovery.

• SaaS-based cyber vaulting
 Cohesity FortKnox provides modern isolation and recovery with an immutable copy of data in 

a Cohesity-managed cloud vault.

SOLUTION BRIEF

Key Benefits

• Improved data protection, 
detection, and recovery from 
ransomware and other cyber 
threats

• Simplified data management 
across hybrid clouds and 
multiclouds

• Simple, reliable and 
predictable deployment

• Lower TCO and 150% ROI1

• Exceptional experience from 
Cisco

1 Forrester Consulting, “Forrester Total 
Economic Impact™ of Cohesity on Cisco 
UCS,” November 2020.
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• Unstructured data protection
 Cohesity SmartFiles on Cisco UCS provides a modern converged 

target for securely consolidating and managing unstructured 
content and application data, including digital libraries, archives, 
rich media, video surveillance, big data, and backup data sets.

• Access control
 Integration with Cisco Duo makes secure access to dedicated 

and multi-tenant Cohesity clusters simpler through seamless 
single sign-on (SSO) support.

Detect
Key capabilities

• AI/ML-driven data anomaly detection helps identify potential 
ransomware attacks and other malicious activities

• Cyber vulnerability discovery powered by Tenable helps 
identify vulnerabilities in your systems and data before 
recovery

Unified offering

• Extended detection and response (XDR)
 The Cohesity + Cisco SecureX solution is the first-of-its-kind 

integrated data protection solution with SecureX that enriches 
threat intelligence with data context and accelerates the 
discovery, investigation and remediation of ransomware 
attacks. 

Recover
Key capabilities

• Instant mass restore capabilities allow rapid recovery, at scale, 
to any snapshot point in time

• Cisco UCS’ stateless computing model supports fast 
configuration of servers

• ML-powered recommendation for clean recovery that ensure 
the snapshot data is free from anomalies and potential cyber 
threats 

Unified offering

• Hybrid cloud disaster recovery
 Complementing our integrated data protection solution, 

Cohesity on Cisco UCS X-Series Modular Systems for disaster 
recovery gives you the choice to backup, replicate, archive, and 
recover file services and data on-premises or to the cloud.

Software as a Service
In addition to hybrid cloud, Cohesity offers flexible SaaS 
deployment. The Cohesity Cloud Services portfolio lets you secure 
and manage data across on-premises and cloud environments. You 
can scale on demand and increase innovation through advanced 
cloud services on AWS while freeing up IT resources and reducing 
infrastructure management costs.

Certified Solutions and Flexible Support 
Options
Cohesity software is certified on Cisco UCS C-Series, S-Series, and 
X-Series configurations. Deployment is a snap thanks to available 
Cisco Validated Designs. For an optimal purchasing, deployment, 
and support experience, Cohesity and Cisco solutions are available 
through the Cisco SolutionsPlus program and orderable directly 
from Cisco’s Global Price List. Support options include Cisco Solution 
Support for primary point-of-contact support.

Secure, protect, manage, and unlock limitless value from your data, wherever your data is, with 
Cohesity and Cisco solutions. Learn more at www.cohesity.com/cisco

“
“There was already 100% consensus among our 

engineers that the Cohesity-Cisco solution worked 
reliably, was easy to use, and we were all more 
productive with it. Now, there’s also agreement 

that Cohesity is the best solution to combat 
ransomware attacks.”

John Gaede, Director of Information Services, Sky Lakes 
Medical Center
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